YCNYITUA T-SYSTEMS B POCCUU
PABEOTA BALLEV KOPMOPATUBHOW CETMU C HEMELIKOW TOYHOCTBIO
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NMPOBJIEMbl BUSHECA U PELLEHUA T-SYSTEMS

BALLY NPOBNEMbI gﬁ

{}% HALLM PELLEHMA

= HBECTMLMKM B MOAEPHM3ALMIO/ONTUMUSALIMIO = [lonHbIM UMKN 06CAY>KMBAHKA
= BogspacTaroulas CnoxXHOCTb KOPMOPATUBHbIX CETEN = KOHCanTUHr
= Hwskaa npospay4HoCTb 3aTpar = [InaHnpoBaHue
= OrCyTCTBME LIEHTPANINB0BAHHOTO KOHTPONA = 3aKynka 06opyaoBaHUA v MPeaoCcTaBieHUe ero B apeHy
= BospacTatolume TpeboBaHua Mo = YcTaHoBKa 060pYyA0BaHMA Ha NOLaAKAX 3aKasumKa v ero
= MOMI0CE NPOMyCKaHMA HacTpoMKa
- KauecTsy 1 6630MaCHOCTH = [locTpoeHWe KOPNOPATUBHOM CETU
= BPEMEHH PasBepTbIBAHUA 1 0BCYKMBAHMA = [1pOaKTUBHbIM MOHUTOPUHI U 0OCNYXXMBaHWE B pexxume 24/7

= 3(PheKTMBHOCTM KOPNOPATMBHBIX | T-c1CTEM [pospayHble 1 rbKMe LieHoBbIE MOLENH

= WHTErp1pPOBaHUIO MOBUMBHBIX TOUEK [ocrtyn+octs B 100+ cTparax mupa

npogax/durnruanos/yoaneHHbIx COTPYLHUKOB

EnvHoe ona Bcex CTpaH cornatleHue 06 ypoBHe 00Cy»K1BaHWA
= 3KOHOMMM Ha | T pecypcax (SLA)
KBanumumpoBaHHbIM NEPCOoHaN B 3 LIEHTPax MOHUTOPMHTa

= Llinpokoe reorpadmueckoe NpucyTcTBMe B pasHbiX CTpaHax Mypa
M He0OXO0IMMOCTb BBEEHWA eIMHbIX CTaHOaPTOB PadoThI.
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T-SYSTEMS. ObLLIAA UHOOPMALIUA

- T-Systems — ctpaternyeckoe nogpasaenenue Deutsche Telekom, oanH n3 nuaepos B cdepe
MH(OPMALIMOHHBIX M TEIEKOMMYHWUKALMOHHBIX yCnyr B cermeHTe B2B. Haunbonbluyto akcneptmay T-Systems
MMEeT B TaKMX 0TPacNAx, Kak aBTOMOOMNECTPOeHWE, dHepreTnka, TpaHenopT, Hedteraa. T-Systems nmeeTt
odmcel B 25 ctpaHax 1 okono 48 000 npodeccroHanos no BCEMy MUPY.

- Cnektp ycnyr komnaHum T-Systems WMPOK 1 pa3HOObpa3eH: HauMHaA OT KOHCANTUHIa, MPOEKTUPOBAHKS,
pa3paboTKu, BHEJPEHWA U UHTErPAaLIMU U 3aKaHYMBAA YIPABIEHUEM XUSHEHHbIM LIMK/TOM MPUIOXKEHUI U
XOCTMHIroMm. KomnaHua oTNMYHO 3apeKkoMeHaoBana cedba Kak HaaexHblM NOCTaBLUMK MHTErPUPOBAHHbIX
peLeHn 019 NOCTPOEHUA KOPNOPATMBHbIX CETEN, LEHTPOB 00pabOTKM AAHHbIX C BLICOKOW CTEMEHbIO 3aLLMTI,
a TaKXXe YHUKaTbHOM 00/1a4HOM SKOCUCTEMBI, COCTOALLEN M3 CTAaHAAPTHbIX M1aThoPM M rMobabHbIX
MNapTHEPCTB.

- [logpasnenenue T-Systems CIS pabotaeT Ha poccuinckom peiHke ¢ 1995 roga v npenocTtaBnaeT KOMMNIEKCHbIe
peLleHMa CUCTEMHOM MHTEerpaLmMm, TeNEKOMMYHUKALMOHHbBIE 1 00N1aYHbIe CEPBUCHI, @ TaKXKe npeanaraeT
YC/IYT1 M0 paspaboTKe U NoAaepyKKe NporpaMMHoro obecnevenmd. KomnaHua Hakonmnna 3HavYmTebHbIM OMbIT
paboTbl Ha POCCMMCKOM pbiHKe. B peluenunax T-Systems CIS ygauHo coveTtatotca HemeLKad HaaexKHOCTb 1
aKTyaIbHOCTb MOTPEOHOCTAM POCCUMCKMX KITMEHTOB.
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OCHOBHbIE YCNYIY T-SYSTEMS HA POCCUUCKOM PbIHKE

NOCTPOEHUE KOPMOPATUBHBIX CETEX HA OCHOBE MPLS NMJIAT®OPMbl INTRASELECT
= |IntraSelect Fixed Connect
= |IntraSelect Remote Connect
= Extranet Solution ENX

HANOXXEHHBIE YCNYTU
= Ynpasndemble LAN
= KoprnopartvneHas BUOEOKOH(EPEHLICBA3b
= ObecneyeHne adpeKTMBHOM PabOThl KOPNOPATUBHBIX IT-CUCTEM
= ObecneyeHne 6€30MaCHOCTU KOPMOPATUBHbIX CETEN

OBJIAYHDIE YC/TYTU HA BASE OPEN TELEKOM CLOUD

] I HE E = LIFE IS FOR SHARING. - Strictly confidential, Confidential, Internal - Author / Presentation title 29.09.2016



BUPTYAJIbHAA YACTHAA CETb - OCHOBA Q®®EKTUBHbIX
BUSHEC-NMPOLIECCOB

ObnayHble BbIMUCNEHNA, bonblune [NaHHbIE U
aKTMBK3aLMA 6I/13H€C-I'IpOLI,eCCOB B YC/10BMAX

ﬁ obLien rnobanmsaLmm co3aatoT pacTyLimne
% 06beMbl TpadrKa B KOPNOPATUBHbIX CETAX.
Dunnan Komnanua T-Systems pagpabotana paa

dunnan

MOAYMNbHbIX MHd)OKOMMyHMKaLI,MOHHbIX peLueHmZ
CBA3W A8 yOOBMETBOPEHNA NOObIX I'IOTpeéHOCTelZ
3adKa34MKOB - OT NOAKMHOYEHNA reorpad)mquKM

pacnpeneneHHblX d)l/IfI nanoB NOCPeENCTBOM
BMpTyan bHaA YaCTHaA CE€Tb pas3inyvHbIX KaHa/n0B CBA3KN 0 obecneyeHus

GE! MPLS nnardopme |ntraSe|ect) MOCTOAHHOM CBA3M C MOOWBHBIMK COTPYAHUKAMM
M NOCTPOEHMA 3KCTPAHET-CETEN. DTU pelLeHus

6asupytoTca Ha moLHon MPLS nnatdopme
IntraSelect IP VPN, kotopas Bkntouaet 6onee 300
Y3M10B AOCTyNa Mo BCemy MUpy.

LleHTpanbHbin
otuc

Ha ocHoBe nnatdopmbl IntraSelect noctpoeHo
okono 9000 kopnopaTUBHbIX CeTeW pPasnMyHoOro
YacTHoe 06nako My6AnuHoe 061aKo macluTaba ¢ 06LMM YUCIOM NOPTOB bosnee
3aKa34mKa 86000. T-Systems ynpasnset 240 000

¥ MapLIPYTU3aTOPOB M KOMMYTATOPOB Ha
NAoLaaKax CBOMX 3aKa34YMKOB, a Takxke 0KOmo 4
000 eauHmML, 060pya0BaHMA, 06ECTIEUNBAOLLIMX
pasnnYHble acnekTbl 6e30MacHOCTM.

YacTHoe 06nako
T-Systems

n I EEE LIFE IS FOR SHARING. )



MATUCTPAJIbHAA NM/TIAT®POPMA INTRASELECT

"nobanbHoe nokpbitue (MPLS cetb T-Systems u cetu napTHepoB)

®AKTbI
g s , = 302 MPLS-y3na

= 8950 knuentckux MPLS-ceTn, 86 616

';5 KIIMEHTCKMX canToB, 2359
b @

‘:ﬁ”’ -

s

l S

»

!

= 240000 mapLupyTM3aTOpOB U

MarncTpasibHbIX MapLIPyTU3aTOPOB
< y
- KOMMYTaTOPOB Ha canTax KNMeHToB

= 575000 egnHuL obopynosarua VolP

= 3900 ycTponcts 6€30MacHOCTH
(ceTeBble aKpaHbl, CKaHepPbl KOHTEHTA,
YyCTPOMCTBA OTCNEXMBAHMA
MPOHWKHOBEHMW W ap.)

B MPLS cetb T-Systems

B MPLS cetn naptHepoB
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IP VPN - INTRASELECT FIXED CONNECT
OBbEAUHEHWE ODUCOB W JATA LIEHTPOB

ornuuu
banaHcupoBka Tpaduka:
| " Mcnonb3oBaHWe pe3epBHbIX
BAPUAHTbI OPTAHUSALMM  KAYECTBO ROCTYMHOCTb A0 99.9% Lo e e
NTUHUU AOCTYNA ObCNY>XUBAHUA SLA rapaHTHpyeTCca He TONbKO MultiVPN:
= DSL: ctaHgapTHbie DSL Io 8 knaccos Ha IOr0OBOPHOM, HO U Ha YcTaHaBnmeaet 6e30MnacHyto
noaKNrYeHMa nosepx NHTepHeTa ¢ obcny>kueaHua Tpacduka TEXHU4YECKOM YpOBHE CBA3b B NPEeAenax PasnmyHbIx
LndgpoBaHuem IPSec (CoS) s Sl BMPTYa/TbHbIX YaCTHbIX CETEW

(WTab-kBapTMpPa C hrnmranamu,
WK C MOCTaBLLMKAMM U

= Premium DSL: DSL nogknroyeHua c

BeenauEEy Cas = [IpmnopwuTesauma Tpadmka = Platinum (c pesepsunpoBaHnem)

. : B COOTBETCTBUM C .
- Fixed Connect Mobile: o G.old (c pesepBrpoBaHrem) napTHepamm).
NOAKMIOUEHNA Yepes CeTH P = Silver (c pesepsupoBaHuem)
A P [Tonb3oBartenbckue rpynmbl
3G/UMTS/LTE = Bronze paanuurbix VPN nornuecku
= Ethernet: nogkntouenma c pasaeneHbl, HO UCMOSb3YHOT
NPONYCKHOWM cnocobHocTbio A0 10 OZINH U TOT XK€ (PUBNYECKIMM
[out/c KaHan gocTyna.

= Link: nogknroyeHms BblaeneHHbIMM
KaHanamu no TexHonorun SDH
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IP VPN - INTRASELECT REMOTE CONNECT
PELLEHME A1 MOBM/bHBIX OPHUCOB M YOANEHHBIX COTPYAHUKOB

=

LIFE IS FOR SHARING.

NMIOBOE YCTPOUCTBO /&'El
BE30MACHAA MHTEMPALIMA B CETb CMAPT®OHOB U MIAHLIETOB
= VPN knmentsl gna Windows 8, 10 1 Android
= [lopaepxka ans Apple iOS
= BblCOKMI ypOBEHb 6€30MaCHOCTM 3a CHET MYNLTU(AKTOPHOM
ayTeHTUMUKALINM:
reHepauma 04HOPAa30BbIX Mapoien NOCPeACTBOM NPUIOXKEHMA Ha
cmapToHe (nonyyeHune no SMS nnu Ha smart token)

B JIIOBOE BPEMA 0

[MBKAA TAPUDUKALIMA

= Hosble 6unnMHrosblie Mogenu (onuua Secure Internet Dial):
Tapudukauma no BpemeHn, obbeMy Uiu B BULE aDOHEHTCKOM nnarbl

B TIObOM MECTE 9
[TTOBAJIbHAA AOCTYIHOCTb
= JloctynHocTb no Bcemy mupy B 150 cTpaHax




ENX - INTRASELECT EXTRANET SOLUTION
PELLIEHWE [/1A OB bEAVHEHKA ABTOMPOVM3BOANTE/EN

= T-Systems npepoctasnaet goctyn k cetv ENX - eBponerckon cetr obmeHa
AaHHbIMW MEX Ay KOMMaHWAMU aBTOMOOUIbHOM OTPACM U KOMMAHWAMM K3
cMexHbix oTpacnen. Cetb ENX obbeanHsaeT uneHos Accoumaumu ENX, kotopas
6bina cospaHa B 2000 r. u HacumTbiBaeT Ha Mait 2016r 1815 yneros B 39
ctpaHax. Cetb ENX aKTMBHO MCMOMb3YETCA TakKe NPeanpUATUAMK
aBMaACTPOMTENBbHOM OTPAC/IN.

= CETb ENX obecneuvBaet be3onacHyto nepegady AaHHbIX M paboTy
CNeLnanM3npoBaHHbIX MPUIOXKEHWU (B TOM YUCE, CUCTEM KOMMbKOTEPHOIO
MOOENMPOBaHKA, yNPaBNEHNA MOCTaBKaMK M T.M.) Mexxay YneHamm Accoumaumm
no IP npotokony. [1na cBoux nonb3osatenen ENX asnaetca oTkpbITON U rmbKom
kak cetb MHTepHeT. [Nonb3oBatenu nogkntoyatotes K cetr ENX uepes
CEPTUPULIMPOBAHHBIX MPoBanaepoB. T-Systems ABNAeTCA NEPBbLIM U

KganemuwM ceETMQMLLMEOBaHHuM nEOBaﬁueEOM xcnxr cetn ENX.
OCHOBHbIE CBOUCTBA YCNYIU

= [loonepxka Becex IP-nprnoxeHuit, B Tom uncne obmeHa aaHHbIx EDI,
MyNbTUMeana U 3NEKTPOHHOM NOYTHI

= ObecneyeHwne coeanHeHUa C MHOXECTBOM [e/I0BbIX MaPTHEPOB Yepes OAMH
extranet-nopt (1:n cBA3b)

= OcHoBa ana MexxmallrHHbIX (M2M) KoMMyHUKaLM#M

= [Noonep>kka kayecTsa / 6€30MacHOCTU Ha YPOBHE 3aLLMLLEHHOW
KOPMNOpPaTUBHOM CETH

T = BesonacHbin gocTyn Kk obnadHbIM ceparcam NPodeccroHanbHoro coobLlecTsa

EgHE EH B

LIFE IS FOR SHARING.



VPN - BUPTYAJIbHbIE YACTHDbIE CETWU

KAK Mbl TTOAOEP>XMBAEM BALL BUSHEC

HALL NMOoAxXoA:
HYNNEBOE PACCTOAHUE

Bawwa cetb IP VPN 06beamHaet

MPOW3BOACTBEHHbIE M/IOLLAAKN,
OTAEMbHbIX COTPY.AHUKOB,
MHOPMALIMIO, MPOAYKTbI K
MPUNOXKEHUA

LIFE IS FOR SHARING.

MOAY/IbHOCTb, TMBKOCTD,

USMEPUMOCTDb

IP VPN obecneuusaer:

macluTabupyemoe, besonacHoe
peLleHKe and CoeAMHEHNA BaLLMX
canToB B Poccuu v 3a pybexxkom

Pa3HO06Pa3HbIE BOSMOXHOCTH MO
NOAKMHOYEHMIO, BKtoYasa XDSL,
MOOUNbHbIE CeTH U ceTn Ethernet ¢
NPOMycKHOM cnocobHocTbio Ao 10
Féut/c

6e30nacHbIv rodanbHbIA 4OCTYM K
MOOWbHLIM PAO0YMM MECTaM B TOM
yncne Yepes MHTepHeT

MOJY/IM LOMONHUTENbHbIX YCAYT,
NpefoCTaBIAEMbIX MO 3anpocy
3aKazuvka

COINALLUEHUA Ob
YPOBHE OBCJ/T1Y>KUBAHUA
«END-TO-END>

OcHoBHble nonoxxexua SLA:

= CPOKM Havana npeaocTaBneHu1s
ycnyr

= BPEMEHHbIe napameTpbl
06CcnyXXnBaHua

= OTBETCTBEHHOCTb 3a BCHO CETb
OTAes1bHbIE NOAKMIKYEHNA N OpYyrme
S/1IEMEHTHI PELLEHNA

MOHUTOPUHT N JOKYMEHTUPOBAHNE

= EXXEeMeCAYHbIE UMK EXXEHEBHbLIE
OTYETbI O Ka4Y€ECTBE COrfTaCoOBaHHbIX
ycnyr

N'Mbkue peweHua, HacTpamBaemblie
nop TpeboBaHuA Bawero 6u3Heca u
Ballen Me>kayHapoaHOWU cTpaTeruu.

OauH npoBangep, oauH
KOHTPAaKT, 0fgHa TOYKa
OTBETCTBEHHOCTH

NONMHOCTbIO YNPABNAEMAA
CETb IP VPN

Bawa Bbiroga:

apeHa CyLeCTBYHOLLEN MHPACTPYKTYPbI

YMEHbLLEHWE aBaHCOBbIX UHBECTULIMM 1
BbICBOOOX/IEHWE CPEACTB

MCMNOMb30BaHME OMbITa M 3HAHWUK
nepcoHana T-Systems

(hOKyC Ha OCHOBHOM HM3HECE
MCMNOMb30BaHWE HOBEULLMX TEXHOMOT MK

B03MOXHOCTb MCNOML30BAHMSA B BaLLEM
OU3Hece MHHOBALIMOHHbIX MPUIOXKEHM

Pewenue «end-to-end» ana
YOOBNETBOPEHMA BaLUUX
WHAMBUAYaANbHbIX
noTpebHOCTEMN.



VPN - BUPTYAJIbHbIE YACTHDIE CETU
Mbl FTAPAHTWPYEM, YTO BALUA CETb BYIET PABOTATH KAK YACH

HALL noaxon:

MAKCUMAJIbHAA BE3OIMACHOCTb «END-TO- OBECINEYEHUE COI'/1A-
HYJEBBIE NOTEPU AOCTYNHOCTb END» COBAHHbIX MAPAMETPOB
Mbl npunaraem AONOMAHUTENbHbIE = OtCyTCTBME BNMAHMA CPEOCTB = TexHonoruu 6e3onacHoun nepegadm NEPEOAYU TPAPUKA
YCUAUA NPU paspadoTke HaLlmx MOHWTOPWHIa Ha PaboTy YacTHOM CETU TpaduKa, obecneynBaemble - TMepenaya naHHbIX B COOTBETCTBNM G
TEXHOSIOTMYECKMX 1 CEPBUCHbIX 3aKasyuka nnatgopmorn MPLS

NPeanoxXeHun. To rapaHTUpyeT
MaKCUMasbHYH MPOU3BOAUTENBHOCTb
Baluen cetn IP VPN

‘R;

TR .
1"

i),
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[NpenoTBpalleHre NPOCTOeB 3a CYeT
NPOAKTMBHOIO CETEBOrO YNpaBeHwMs
= MOHWTOPWMHT «end-to-end»

= MOHWTOPWHT B LleHTpax ynpasneHus

CETbIO B pexxknme 24/7

= MPOEKTUPOBAHME MHIPACTPYKTYPbI

C pe3epBMPOBaHMEM KOMMOHEHTOB

Bawwu Bbirogbl ot
rapaHTMPOBaHHOMW AOCTYMHOCTH
Ha ypoBHe 99.99 %.

LLIndposanue IPSec ans noctyna
yepes MOOUbHbIE CETU UK Yepe3
NHTEpHET

= [lononHuTenbHble yCnyru:
= 3alluTa NnoYThl ¥ KOHTEeHTa
= CEPBUCbI MEXCETEBbIX IKPAHOB

onpeeneHHbIMK Knaccamm
00CNyXXMBaHWA C YETKO 3aaHHbIMM
napameTpamm

= CornacoBaHHOe 3Ha4eHKe
3aJEP>KKW OS1A NepenaY NMaKeTOB

= (CornacoBaHHOe 3HaYeHne
MaKCHMasIbHOrO KMTTEepa

= HW3KMM ypOBEHDb MOTEPH MAKETOB

Bawwu Bbiroabl ot
UCMNO/b30BaHUA BbiCOYaULLUX
MeXXAyHapOAHbIX CTaHAapTOB
6e3o0nacHoCTH.

Bawwu Bbiroabl ot Haunyylwero
KayecTBa 006Cny>KUuBaHUA U
ObICTPOW M HaAEeXKHOW Nepefayu
[aHHBIX.



YCNYI YNIPABNAEMbIX LAN
MOYEMY OHI BOCTPEBOBAHbI?

HOTpeéHOCTb B YNpaBiAeMbIX JTOKaJIbHbIX CETAX U 6eCI'IpOBO,D,HbIX peleHnax onpegenaeTtcd B OCHOBHOM
KOMMaHWAMM C OOMbLLIMM KOMMYECTBOM HaLUMOHa/IbHbIX 1 MeXOYHaPOAHbIX d)mmanos. Takum
KOMMNaHWAM MNMPUXoanTCA TPaTUTb MHOIO BPEMEHMH, yCVIﬂMlZ N OEeHer, YTOObI YMpaBnAartb UX
KOpNopaTtnBHbIMKW CETAMMU. 10 NMPUBOOUT K 3HAYUTESNIbHbIM pacXodaM /19 PELEHNA TaKUX 3adad, KakK

BbIABMIEHME W OLIeHKA HOBbIX TDEOOBAHMH,

npuobpeTteHne 060pyaoBaHKA,

HaCTPOMKa CUCTEM,

obecneyeHne PyHKLMOHUPOBAHMA M MOHUTOPUHIA YAaEHHbIX OPUCOB C YH4ETOM UX NEePeesnos 1
M3MeHeHneM cocTaBa 060pya0BaHKS,

OTCNEXWBAHWE HOBbIX PEN30B 1 0OHOBNEHUI MPOrPAMMHOI0 0becneYeHus,

obecneveHne CepBUCHOro 0OCNy)K1BaHWAa 060pYyAOBaHUA Ha MECTE.

[MOMMMO 3TOrO ECTb €Llle KOCBEHHbIE PACXO/ibl ¥ PUCKM, CBA3AHHbIE C 0OYYeHWEM NepcoHana,
perynAapHbIM 0OHOBNEHNEM CePTUPHKATOB, a TaKXKe C NPOBEAEHUEM TOProB 1 OpraHM3aLmnen
3aKyMOYHbIX MPOLIECCOB.

Bce 6onee WMpokoe pa3BuTe YHUDULMPOBAHHbBIX KOMMYHUKALIMM W, CNefoBaTebHO, POCT TPeboBaHWH,
npeabaBnAeMblx K cornateHram 06 yposHe obcnykmeanna (SLA) 1 6e30nacHOCTH, Takxke CnocoOCTBYHOT
PA3BUTHIO ayTCOPCUHIA B AKCMyaTaLmm U yrpaBneHum CEThHO.
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YINPAB/TAEMbDIE LAN

COCTAB MNMAKETA YCIYT
JIOKAJIbHBIE CETU- LAN

NMPOEKTUPOBAHUE U TUNbI NOPTOB LAN
BHEAPEHUE =« Data Basic

= MNPOEKTUPOBaHKUE = Data Highspeed

= MHTErpauma = \oice Basic

= MOHTaX M HACTPOMKa Ha = \oice Highspeed
camnTax 3aKaz4unka = Server/Special Port

= apeHaa/nponaxa = DC Ethernet

obopynosaHua v 10

JNOKAJIbHbIE CETU WIFI

TOUYKU AOCTYMNA TUMNbl W-LAN CETEN
= [IpoekTnpoBaHue = Data
= [lpepocTaBneHue = Critical Data
= ApeHpaa/npuobpeTeHue = Data & Voice
obopynosaxua v 10 = Critical Data &
Voice

YCNYIU YNIPAB/TAEMbIX LAN YCNYIrU YNPAB/TAEMbIX W-LAN

OBC/NY>KUBAHUE SLA

= CobctBeHHbIN LleHTp Bpems BoccTaHOBNEHUA —
TeXHUYeckon noanepxkn 4/ 8/ 24 unn 72 yaca

= Bblean cneunanucra 7x24

= 3ameHa 060pynoBaHMe

YNPABJ/TIEHUE LAN onuuu

= BbinonHeHwe ctaHgapTHbIX =  BbinonHexue
onepamm NOMOMHWUTENbHbBIX OnepaLmm
= OnepaTtuBHaA OTYETHOCTb = TexHM4YecKkaa OTYETHOCTb

LIFE IS FOR SHARING.

OBC/NY>XUBAHUE SLA

= CobCTBeHHbIN LleHTp Bpems BoccTaHOBNEHUA —
TEXHUYECKOW NOAAEPXKKM 4/8 /24 vnur 72 yaca

= Bblean cneunanwucra 7x24

= 3ameHa 060pynoBaHKS

YNPABJ/IEHUE W-LAN onuuu

= Onepaumu ¢ TouKamu = TexHnyeckan OTYETHOCTb
[ocTyna

AOMN. YCNYTU

NMPODPECCUOHANBHbLIE YCNYTHU

= ObcnenoBaHue canTa

= ObcnenoBaHWe YaCcTOTHOM
006CTaHOBKM

= YnpasneHue npoeKTMpoBaHUEM

CETEBbLIE CEPBUCDI
= Radius = DNS
= DHCP = NTP

YNPABNEHUE USMEHEHUAMU

= CraHpgapTHbIV nakeT

= PacwupeHHbI naker

= KnneHTckmr noptan anq
CaMOCTOATENbHOMO
a0MUHUCTPUPOBAHNSA

= Kactomuzauua: bicTpble
M3MEHEeHMs, CTaHOaPTHbIE
W HEeCTaHOAPTHbIE M3MEHEHMA



YCNYTIA YIIPAB/TAEMOW NIBC AUNA LEHTPOB OBPABOTKU AIAHHbIX (LlOA)

MoprT @)
KopnopaTtveHas ceTb 3akasymka Ha ocHose MPLS b LOA
@ Ethernet @ = [lopt vina IO/ (DC) npuBnekaeT KNMEHTOB TeM,
6
. >‘ﬁ< - UTO OH COKpALLAET PacXofbl 1 NMOBbILLIAET
Z AN

MPOnU3BOOANTENBHOCTb

YpoBeHb onopHor cetn IO Ethernet 1076ur/c

= Ethernet 1/10 '6uT/Cc No megHoMy Kabento
(RJ45) nnu ontnueckmn nopt (SFP/SFP+)

= CraHOapTHaA v KOMMyTMpyeMas (MaTpuyHan)

E3 3
S £
T T

Cetesble cnyx6bl IO (ypoBeHb APXUTEKTYpPa
arperaumu)
Ethernet 10 M6uT/c = [lpegocTaBnaeT BOSMOXHOCTb MOAKIKOYEHNUA MO
Ethernet n IPv4/IPv6 (Bkntouas
YpoBeHb foctyna MapLIJpYTVI3aLI,VII-O)
Lo
—— —— = Cepeep (0aMH MK HECKOMbKO
—.!_h —,,_h MAC-anpecos 1 VLAN)
N/ = bnenpg-cepsepsl (Tonbko and Ethernet
Ethernet Bupryanshbiit N/ Etgemet Data Center Services fr-cepseps { A )
1 T6ut/c/ KOMMYTATOP 1Téwut/c/ .
0re — 10 L nobanbHas 4OCTYNHOCTb
Cepsepbl/
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KOPMOPATUBHOE BUAEO
MPOCTAA 1 CTAHLAPTU3OBAHHARA YCIYTA

KOPIMOPATUBHDBIE YC/YTU BULIEO-
OBMEHA

= OpraHu3aums B1Oeo-Ceccum Ha
nnatopme T-Systems

= [locTynHOCTb M paboTOCNOCOOHOCTH MO
BCEMY MUPY

= [loptan pe3epBMpoOBaHUS BUOEO-
KOHepeHumn ¢ peanunsaumen VIP-ctatyca

YNPAB/TAEMBbBIE YCIYTU
KOPIMOPATUBHOIO BUAEO

= [1pOaKTMBHOE W/MNN aKTUBHOE
ynpaBneHue: BuaeoTepMUHanaMm 1
KOPNOPAaTUBHbLIMU PELLIEHUAMM

= [lpodeccroHanbHble yenyru

= YnpaBneHue onepaumnamu u
MOHWUTOPMHT «end-to-end»

yCnyru, CBA3AHHbI C BUAEO-
ObOPYAOBAHUEM

= [locTaBka BUAEOTEPMUHAIOB

= [penocTaBneHue obopynosaHma u 10 B
apeHay

= YCTaHOBKa M HACTPOMKA BMAEO-

n I " ow LIFE IS FOR SHARING. 0bopynoBaHua




YNPABNNEHUE PABOTOWU KOPMOPATUBHbIX IT-CUCTEM

KOHCANTWUHE W YMPABNEHWE: MPO3PAYHBLIV MOHWUTOPUHI MPUNOXKEHMIM 3AKASUMKA «END-TO-END>» B PEXXUME
PEAJIbHOI' O BPEMEHHW; ONTUMWSALIMA TTEPELAYN TPADKKA PAS/TMHHBIX NMPUNOXEHWM [UTH NMOBbILLEHNA
IDPDEKTUBHOCTH UCT10/Ib3OBAHMA CYLLECTBYHOLLMX CETEBBIX MOLLHOCTEMN.

AHANMU3 UKT UHDOPACTPYKTYPbI

[lpoBepka ceTu:

AHann3 Nnpomn3BOAMUTENBHOCTM KOPNOPATUBHOM CETH

3aKasymKa 1 KOHCY/IbTUPOBAHME C FreHepaLmen:
TPeboBaHMIA MO NPOMYCKHOW CMOCOOHOCTH

NPeaTOXKEHWUHM MO MPOEKTUPOBAHMIO MO
knaccam cepamca (QoS)

TPeb0oBaHWIM MO ONTUMMU3ALIMK TNO0DATLHOM
KOPropaTMBHOM CETU 3aKasuymKa.
OnTMMm3aums cetu:
YrnybneHHbIM aHann3 NpunoXKeHUn 3akasumka ¢

LeNnbro Bpr&éOTKM ONTUMN3aLMOHHbIX peLuean?l Mno.

MHTErPaLIMM CETEBbIX KOMMOHEHTOB U KX
TepPPUTOPHUaTbHOMY Pa3MelLieHUIO

banaHcy 3aLlMLLIEHHOCTU M TMOKOCTH

OnepaunoHHbIM MeTprKaMm (systemlogs,
errors,..)

LIFE IS FOR SHARING.

[OCTOAHHBIN aHANM3 U KOHTPOMb Ka4ecTBa paboThl
NKT MHdpacTpyKTypbl 3aKadumka

HenpepbIBHbIM MOHUTOPWHT MPUIOXEHWUN K
komnoHeHToB UKT MHMpacTpyKTypb

AHanus MPON3BOONUTENBHOCTU B PEXXUME PEASIbHOIO
BPEMEHN N 3a 3afaHHbIE MHTEPBASIbI BOEMEHW.

MrHoBeHHoe onoBeleHre T cneunanmctos
3aKas4yrKka 0 TOM, B KaKOM MPWUIOXEHUM BO3HWKNA
npobnema, Koraa 1 no Kakom npuymHe.

CHUWXXeHWe NPOM3BOANTENBHOCTM W OLIMOKH
06HaPYXKMBAOTCA 1 AOKYMEHTUPYHOTCA [0
BO3HWKHOBEHWA HEraTUBHBbIX BIUAHWMM

KoHTponb puckoB 1 yctonunsoctu MKT-
MHPACTPYKTYpPb.

0———— 8 0————

MOHUTOPUHI UKT UHOPACTPYKTYPbI

ONTUMU3ALNA UKT UHPPACTPYKTYPbI

YMeHbLIeHWe N3ObITOYHOCTU Nepeaaym AaHHbIX,
cXKaTue NakeToB AaHHbIX M 3PEKTUBHOE
ncnonb3oBaHue npotokona TCP.

3HaunTenbHoe yeKopeHue paboTbl MPUNOKEHNMN.

*  YBenuueHue CKopocTM nepeaayn aaHHbIx ao 20-

50 pas.

*  [loBbileHne 3hHeKTUBHOCTM OUBHEC-NPOLIECCOB

W YBENIUYEHWE NPOU3BOAMTENBHOCTU TPYAA
COTPYAHMKOB

anMepr MNCMoJib30BaHUA:

*  Kopnopat1BHble 0PUChI(HaLIMOHAMbHbIE,
MeXX1yHapOo/Hble), MOOU/bHbIE MOJIb30BATENN

*  [laTa-LieHTbl 3aKa34MKOB, AaTa-LieHTbl T-Systems,
YyacTHble obnaxa



KOHCANTUHI NO OBECNE4YEHUIO BESOINACHOCTH

NMPUNOXXEHWUA U UHDPACTPYKTYPbI

OCHOBHBDIE MPUHLIAIbI

T-Systems akcnnyatnpyeT coBpemeHHbin LieHTp
obecneyeHna 6€30MacHOCTM Ha OCHOBE MOHUTOPUHIa
B peasilbHOM BPEMEHW BCEX MPUNOXKEHMH, [T-
060pya0BaHUA W CETH NyTEeM aHan3a HOMbLLIMX
06bemMoB aaHHbIX (Big Data)

*  AKTMBHOE B3aMMOENCTBUE C 3aKA3UMKOM, YUEeT
ero TpeboBaHWM

*  BbicokokBannduuMpoBaHHbIM NePCOHan ¢
OO0MbLIMM OMbITOM PELLIEHWA BOMPOCOB
6€30MacHOCTH (BCE KOHCY/IbTaHTbl UMEOT OMbIT OT
5 net n umetot ceptudmkarsl CISSP, a Takxke
CISM, CRISC, CEH, ITIL, ayautop ISMS, PCIP 1
T.0.)

*  KoHcantuHr obecrneynBaeTca He3aBUCHMO OT
NpoW3BoaUTENEN 000PYLOBAHMA

] I HE BN LIFE IS FOR SHARING.

BESONACHOCTb KOPIMMOPATUBHOIO YPOBHA

*  CosnaHuWe cUCTEMBI yNpaBneHna MHPOPMaLIMOHHOM
6e3onacHocTbio (ISMS) v ynpasneHue eto

*  Ayaut 6e30MacHoCTH

° KOHCyﬂbTMpOBaHMe Mo UBMEHEHNAM B dPXUTEKTYPE
CETW A1A NOBbILLIEHWNA YPDOBHA 6e30MacHoOCTH

*  Bxenperue metonoB obecneyeHma 6e30nacHOCTH
[AaHHbIX W 0OCTYNa K HAM

- YnpaBneHue prckamu 1 yasBUMOCTAMM
- TeCTMpoBaHWe Ha NPOHWKHOBEHMWE

- KomnnekcHbiv aHanmns knbep-yrpos

- Onepat1BHOe peLleHne Npobnem

- HOpuanyeckaa nogaepykka Npu pacCMOTPEHWUM B
cydax BOMpocoB 6e30MacHOCTH

- Ob6Hapy>KeH1e MHLUMOEHTOB, CBA3AHHbIX C
cuctemamm 6e30MacHOCTH, 1 UX PeLleHne

- Paspabotka v cepTiuKaLma NPUNOXKEHUI Mo
obecneyeHnto 6e30MacHOCTH



TECTUPOBAHUE HA MPOHUKHOBEHUA

OMNPEAENEHME CNABbIX MECT B CUCTEME BESOMACHOCTHU M YASBMMOCTEM B MPUNOXKEHWUAX UK
MHOPACTPYKTYPE OO UX MCIMOJIbSOBAHWA 3MTOYMBbILLIEHHWUKAMKA

PEAJ/INBOBAHHDIE MPOEKTbI
op

DETECON =~ 3§

<D Felbru

British Petrol, MTN Sudan, Telekom
Brunei Berhad, Slovak Telekom,
Magyar Telekom, Hrvatski Telekom,
T-Mobile Austria, T-Mobile Poland, T-
Mobile Nederland, T-Systems
International, RomTelekom,
Detecon, Makedonski Telekom,
Crnogorski Telekom, T-Systems
Iberia, Deutsche Telekom, OTE,
British American Tobacco, Czech
Ministry of Local Development and
other.

BRITISH AMERICAN
ToBACCO

LIFE IS FOR SHARING.

OMUCAHUE YCNTYTU

Mcnonb3oBaHWe pasnuyHbIx CTpaTErMK TECTUPOBAHMWSA YA3BUMOCTEN
*  White-box, Grey-box, Black-box, Double blind testing
e COoY€TaHNE aBTOMaTN3NPOBaHHbLIX N PYYHbIX METOOO0B TECTUPOBAHNA

* ucnonb3oBaHue ctaHaapTHbix metoauk (OWASP, NIST, BSI, BHyTpeHHAs meToamKal
Deutsche Telekom)

Ctparterma TeCTMpoBaHWa 1 YpOBEHb NOAPOOHOCTM OTYETOB 0OCYKOAKTCA C 3aKA34YMKOM Ha
aTane NnoaroTOBKM C LieNbto MOTHOTO BbIMOMHEHWS ero NoXenaHWi 1 noTpebHocTeN
TectnpoBaHne NPUNOXeHN U MHPPACTPYKTYPbI
*  Web-npunoxeHuna n MOOUIbHbIE MPUNOXKEHNS
e Cneumduryeckoe TeCTMPOBaHME Ha MPOHUKHOBEHWE TENEKOMMYHUKALIMOHHOIO
060pya0BaHUA (HaNpPUMEpP, CUrHaNbHBIX MPOTOKOMOB)

bazoBble pekomeHaaLmMm no ynyyleHuo CPeacTs 3allmTbl MPUBOAATCA B UTOFOBOM OTYETE.
[etanbHbli NiaH COBEPLIEHCTBOBAHMA BCEX aCneKToB 6e30MacHOCTM NPeaoCTaBIAeTCca Mo
3anpocy

Bce tectnpoBumkm nmetot ceptndmkarsl CEH (CERTIFIED ETHICAL HACKER)

[lna nocTmxeHwna ny4dero peaynbTata TECTMPOBaHUE Ha MPOHUKHOBEHWE YaCTo
KOMOUHUPYETCA C TakiM ycyramu Kak KoHcanTHT no 6€30MacHOCTU MPUNOXEHWUI U
MHPPacTpykTypbl, ObLIad oLeHKa CUcTEMbl 6630MaCHOCTU 1 AHANM3 UCXOOHbIX KOLOB



OBJIAYHbLIE YC/TYTU HA OCHOBE UH®PACTPYKTYPhI
OPEN TELEKOM CLOUD
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KPYMHEULUUE KNUEHTbI T-SYSTEMS B POCCUM
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KOHTAKTHbIE JAHHbIE

000 «T-Cuctemc CuAndc»

- Appec: 105064, Mockaa,
yn. 3emnaHou Ban, 9

- Ten:+7(495)644-47-00

- E-mail: tc-sales@t-systems.ru
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