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5G MAKES REAL TIME
SNAPSHOT SECURITY
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real time
•  COMPUTING 

relating to a system in which input data is processed within milliseconds  
so that it is available virtually immediately as feedback, e. g., in traffic/news 
reports or an airline booking system.

noun
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Time is the only resource we can’t 
get back. That’s why IoT is booming. 
According to Forrester, the market 
for the Industrial Internet of Things 
(IIoT) alone could grow to 123 billion 
US dollars next year. But whether for Connected Industry, 
Connected Building and Connected Car or Smart Cities, 
Smart Energy, Smart Agriculture and Smart Retail – the real 
challenge to exploit the potential of IIoT is real time. 

This means that in order to remain competitive, companies 
must focus on minimizing as much as possible any unnec
essary loss of time in their processes. For this they need 
connectivity, intelligence and automation. And platforms, 
for example for the development and integration of new 
apps and cloud services in order to make these applica
tions available quickly. In the Open Telekom Cloud, for 
example, their configuration is automated via APIs. And 
these are the interfaces to a defined, agile provision of IT 
resources. In this sense, real time means for companies in 
the first step that someone has to train them accordingly. 
Not least for this empowering of a better performance of 
our customers, we have built an excellent IoT platform, 
combined with modern connectivity and are already very 
well prepared for 5G as the future real time communica
tions standard.

A number of articles in this issue of Best Practice show why 
real time is becoming essential for businesses and their 
cus tomers alike. In the healthcare sector, building a telem
atics infrastructure for communication between doctors, 
pharmacies, hospitals and health insurers will directly 

de termine how quickly patients will 
be helped in the future. Both in direct 
treatment and in real time consulta
tion. In both freight and passenger 
transport, whether by road or rail, real 

time applications from Deutsche Bahn and the car manu
facturer Daimler show how the use of means of transport is 
more convenient, reliable and safe. Examples for compa
nies that see real time as a competitive factor because they 
think from the customer’s point of view. This also applies to 
our proactive Security Information & Event Management 
(SIEM), which enables real time analyses of hazards and 
attacks on IT systems to be discovered and averted before 
actual damage occurs to our customers. 

It's not just when dealing with cyber crime that the fast beat 
the slow. We therefore have to be able to react quickly to 
changes in technologies and markets for our customers. 
Otherwise the bitter truth for our clients would be what the 
musician John Lennon analogously warned almost 50 
years ago: Life is what happens while you are busy still 
making plans. This is precisely why our customers expect 
us to implement their digitization issues – IoT, 5G and real 
time – drive innovation and help them perform even better. 
In other words, they expect empowerment from us. 

Best regards

Adel AlSaleh

“Real time needs 
Empowering.”

ADEL AL-SALEH
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Whether in industry, commerce, or everyday life: we are surrounded 
by real time applications. They have different standards regarding 
acceptable delay and respond with different levels of urgency when 
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B
ump–bump, bump–bump, bubumpbump. 
A monitor shows a heart beating irregularly. 
A technological innovation opens up new pos
sibilities in the analysis of cardiac arrhythmia: 
the real time MRI. Magnetic resonance imag

ing is a medical imaging procedure. Now, thanks to a devel
opment by Göttingen physician Jens Frahm, moving images 
from inside the body are possible in real time. Frahm’s pro
cedure, which won the European Inventor Award, uses 
special technology to achieve an imaging speed of up to 
50 images per second: Only a portion of these 50 images 
are based on measurements; reconstructive algorithms 
compute the differences between the measured images 
and fill in the gaps between them. 

From this type of hightech application to a mass transit 
app for smartphones: real time applications are all around 
us. “Wherever computers interact with the real world today, 
‘real time’ is typically behind it,” stressed Björn Branden
burg of the Max Planck Institute for Software Systems. The 
head of the Real time Systems Group calls this a strong re
alworld impact. However, real time is defined differently in 
these various fields, and not keeping up with it has conse
quences of differing severity. Real time is commonly sepa
rated into hard real time and soft real time: with the former, 
exceeding the time limit has significant consequences; 
with the latter, only the quality of a service is reduced. In this 
distinction, Brandenburg finds at least the absoluteness of 
the assertion dubious: “There is harder real time and softer 
real time,” said the software specialist. Whether the mass 
transit app shows that the trolley is five minutes late after a 
delay of 30 second or 60 seconds is hardly relevant. With 
the real time MRI, it is more a matter of the fluidity of the 
movement and not whether it is transmitted on a one 
minute delay. 

However, if Amazon reports that a delay of 100 millisec
onds when loading the homepage costs one percentage 
point in revenue, then we are talking about a significant 
economic loss. And if an airbag in an accident or an air
plane during an automated landing procedure responds 
to commands after a delay, the consequences are a matter 
of life and death. According to Brandenburg, the lines be
tween hard and soft are blurred. “I always need to see 
what restrictions I can tolerate and what steps I may need 
to be ready to take to remove those restrictions.”

INHERENT LATENCY 
Real time systems are always subject to inherent latency. 
“This delay is an additive phenomenon,” emphasized Bran
den  burg. Take the antilock braking system of a car: The 
sensors check traction, then transmit this information to 
the wheels, the actuators and, ultimately, to the car’s elec
tronic control unit, which may initiate countermeasures. All 
of these processes produce latencies that aggregate into 
an endtoend delay. To minimize this, every step needs to 

be analyzed and optimized. Large processing capacity, 
such as that of quantum computers, is certainly helpful. 
Even edge computing, where certain data is processed at 
the edges of the system and does not need to be sent first to 
the core processor, can improve performance.

No less important is the path the data must travel. The dis
tance and number of waystations affect the transmission 
speed. Experts agree: Industry 4.0, automated driving sys
tems and the Internet of Things, in which large volumes 
need to be sent over long distances, can only be imple
mented comprehensively with the powerful 5G mobile 
communications standard. Data will soon be sent along one 
particularly long path by EarthNow: The American startup 
founded in 2017 has announced plans for satellitebased 
real time earth observation. A comprehensive network of 
hightech satellites and a powerful transmission system are 
designed to ensure that users can view events in real time, 
such as illegal fishing or emerging environmental disasters. 
Aerospace giant Airbus, which also wants to manufacture 
the satellites, and Bill Gates have invested in the company. 
However, the company has yet to announce when this ser
vice will be available.

PREDICTING WORST-CASE BEHAVIOR
At the Max Planck Institute for Software Systems in 
Kaisers lautern, Brandenburg is studying the worstcase 
behavior of real time systems. Is large processing capacity 
a guarantee of reliable real time behavior? “Yes and no,” 
said Brandenburg. Large capacity certainly offers good 
performance on average, but it is not immune to down
ward shifts. “If a system has good averages, I often have a 
lot of very good and a few very bad figures,” explained 
Brandenburg. These bad figures, however, cannot be al
lowed to occur when releasing an airbag. This is why Bran
denburg is conducting what he calls worstcase execution 
time analyses. What are the worst possible figures from a 
system when executing a command? To find this out, he 
looks for the longest path at the programming level and 
tests it. “Generating a lot of load, finding bottlenecks and 
applying stress. It’s a rather laborious process.”

All this serves to optimize more critical real time systems 
such as airbags or aircraft control systems where delays 
have grave consequences. Because, as Brandenburg la
conically puts it, “The real world doesn’t wait for the com
puter to finish.”

FOCUS Real time
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What service does Brytes offer and what customers do 
you attract?
We offer online stores what is called psychographic online 
personalization. There are three steps: 1) We identify the 
visitor to an online store and track how they navigate the 
page; 2) We attempt to gain an understanding of the user: 
“What kind of person is this at this moment? What are they 
looking for? What do they want?” 3) We use this under
standing and respond in real time by making use of, say, 
messages. Overall, it is a matter of better understanding 
the visitor in that specific situation.

We make websites more empathetic and bring human un
derstanding to online communication. It is suitable for any 
company that places value on the customer experience. 
This definitely pertains not only to highend consumer 
goods, but also mass markets. It also has a purpose in 
grocery shopping, since that is about habit and a feeling 
of familiarity.

What parameters do you use to analyze a user’s current 
mental state? 
We use over 200 parameters to understand what drives the 
visitor’s decisions and purchases. These include scrolling 
and mouse movements – Are they moving in one direction? 
How fast are they? In what order are they looking at offers? 
Where are they pausing? Are they going from the overview 
page or from other recommendations? We talk of a decision 
journey, which is basically a brokendown customer journey 
with which you can see the moments of decision.

To what extent do you access other information the 
user leaves behind online?
Analyzing user behavior from earlier visits to our client’s 
online store or on the Internet in general is irrelevant to us. 
Our system reacts in real time to a visitor’s current behav
ior. Even if they were to come repeatedly or were to have 
just come from a competitor’s store, the system would not 
respond differently. And even if we could technically do 
that, we do not save the customer’s information.

How do you define real time and what do you do to ac-
com plish it?
When we talk about real time, we are talking about milli
seconds. Faster is not technically possible: We load as 
quickly as the page loads. Delayfree website performance 
is important to our customers and we adapt ourselves to 
that. Without a delay subjectively perceived by the user, we 
analyze their behavior and respond to it. This, of course, 
makes demands on infrastructure and server capacity. We 
also keep a content delivery network ready for our clients 
to help cushion peak loads.
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Brytes was founded by Hendryk 
Hosemann and four cofounders in 
Dortmund in 2017. The startup is currently 
at the end of its pilot phase and plans to 
enter the market in 2019. Brytes currently 
has 11 employees, including software 
specialists, behavioral economists and 
data scientists. 
www.brytes.de
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What does real time mean in production control?
To begin with, we are talking about relative real time. And 
that depends on the specific requirement. There is an ab
so lute real time created by the transmission rate of signal 
processing and that is in the millisecond range; however, 
in production control we often do not need that at all. For 
production planning – which is weekly – a delay of 10 to 30 
minutes is typically very tolerable. For assembly control, 
however, it cannot exceed 30 to 120 seconds in order to be 
able to respond to disruptions accordingly. With cutting 
machine tools, on the other hand, it would be good even to 
find out within milliseconds when machining goes off the 
rails. 

What requirements need to be met for this?
To start, I need to learn to see digitally. This pertains to 
the individual sensor: Does it work optically, with a cam
era using image recognition or even using radar? Then I 
need to learn how to interpret what is seen. This means 
how can I combine the sensor data into a single image, a 
digital shadow of production? To do this, I need to estab
lish networks at various levels. In each machine tool, I 
combine sensors and actuators; at the shop floor level, I 
merge the various systems. How quickly I do that is also 
a question of telecommunication. 5G will certainly make 
a lot of it go faster.  

What are the advantages of real time production control?
In the broadest terms, it helps to avoid the two greatest 
obstacles to productivity: waiting and searching. It allows 
me to have complete control of the control loops of my pro
duction. I know the statuses of my machines and I know 
where the parts are located. This affects the entire supply 
chain. It also increases my OEE, or overall equipment ef
fectiveness. Now I only have productive employees and no 
longer need troubleshooters. When there is no more search
ing and waiting, the work atmosphere also improves. The 
employees are no longer interrupted and can work at their 
own individual pace. Real time capability is also important 
for making predictions. When I compare the current situa
tion with past experience, I can recognize patterns and 
make predictions. In this way, you could predict up to 90 
percent of all disruptions. 

Is this kind of production control a topic for the future? 
If you want to know whether this kind of control is wide
spread: no. If you are asking whether it can be now: abso
lutely! All of the necessary technology is there, it just has to 
be utilized. In our production of the e.GO, we have real time 
control with a delay of one to two minutes. And this despite 
the fact that a lot of assembly is done by hand. There is 
absolutely no reason not to immediately introduce this 
kind of control into every type of production. The excuse of 
waiting for 5G, i.e., that it does not work with 4G, is unac
ceptable to me.

PRODUCTION

FOCUS Real time
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What are the possibilities for real time applications in 
media?
There is a principle that states, “The better I know the cus
tomer, the better I can appeal to them.” For this purpose, 
information from online targeting needs to be combined 
with information from smart home applications, motion 
detectors, etc.

What technology is needed for this and to what extent 
are such applications being used today?
From the examples mentioned, we are only one small 
step away. It would be necessary to consolidate collect
ed data at various points. The technical possibilities are 
there and only need to be employed in the field, such as 
AI applications that automatically organize unstructured 
information and draw conclusions from it. A lot is already 
being done today, such as with VHF radio, where you can 
do things like run ads other than for grilled sausages in 
distribution areas that are expecting rain.

What does this mean for journalism and what does it 
mean for advertising?
News can be made compatible with the user and their 
specific usage situation. I not only know where and how 
the user lives, but also the situation they are in at the mo
ment and what news they have already heard up until 
now. This way, regional or even local news is becoming 
increasingly important. Also, I can run news on a topic in 
which the user is already interested, or on traffic and 
weather before they leave the house. A similarly pointed 
mode of address is possible in advertising.  Someone 
listening incessantly to Rammstein on Spotify naturally 
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will not get an ad for a Rihanna concert. Everyone gets 
ads for laundry detergent, but perhaps with an emphasis 
on being dermatologically tested for families with a new
born child. For an even more pointed targeting, someone 
with a beard would then get ads for beard care products 
right as he is standing in front of the mirror at 7:00 a.m.

What does real time mean here and what are the re-
sponse times?
In these configurations, there are basically two timebased 
drivers: The first is the pace set by events. Naturally, every
one wants to get breaking news that, say, Angela Merkel 
has resigned as chair of the CDU, as soon as possible. Lo
cal and regional topics are less timecritical. If I learn about 
events in my neighborhood one or two hours after the fact, 
that is usually perfectly fine. Exceptions might be traffic 
reports that I would want to see before I leave the house. 
The other timebased driver is created by how the user’s 
day goes. If I want to reach minimal time windows, whether 
with news or ads, I need to be quick. Ideally, I know before 
the user that they will be interested in a certain topic in five 
minutes. That would then be a negative response time. 

Marco Maas is a data journalist and 
founder and managing director of 
Datenfreunde GmbH, a company 
spe cial izing in innovative audio 
products that has been on the market 
since 2013. It specializes in audio analy
sis and innovative news dis tri bution.  
Its most recent project is “xMinutes,” a 
news app that plays out contextbased 
journalistic content – the right news at 
the right time in the right place. 
www.datenfreunde.de
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What does real time mean in logistics?
Real time is basically a relative term. Just technically 
speaking, real time means the time a system needs to 
initiate an action within a specified period. This is in the 
nanosecond range. In an application, of course, I always 
need to consider the context and the specific require
ments. A driverless delivery vehicle or a drone probably 
needs to make 60 to 100 decisions per second about 
parameters such as direction and speed – and each of 
these decisions needs to be correct. When I think global
ly, such as a container ship sailing around the world, I 
have days to optimize the routes used to forward goods 
once they arrive at the port of destination.

You specifically addressed warehouse logistics in a 
pilot project with one client. What is that about?
We optimized a warehouse together with an internationally 
renowned logistics service provider. The task was to per
petuate the flow of material from a high bay warehouse to 
workers at the packaging stations in order to keep the 
people there continuously busy. The critical thing was to 
come to a dynamic arrangement in the warehouse. Dynamic 
means, in the basic requirement for a large grocery ware
house, for example, something like placing seasonal 
goods – say, chocolate Easter bunnies, to be topical – in 
the locations in the warehouse that can be reached the 
fastest. But there are also much more subtle correlations 
that a person may not even realize. This is why we also 
installed a system that learns in real time and which can 
favorably position goods that are in high demand at cer
tain times in variable cycles proactively.
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How are learning warehouses controlled?
It could have been done with a central computer. Aside 
from an energy requirement that is high but, in the long 
run, not more economical, such a system also has the 
disadvantage of not being scalable with the size of the 
warehouse – for warehouses of different sizes, you would 
need central computers of different sizes. This is why we 
spread the problem out and gave each storage unit a 
minicomputer. These minicomputers do not need to 
compute any comprehensive, overall solution, only a par
tial solution. They then communicate it only to the stor
age units in their immediate vicinity. If I then have ade
quate natural light in the warehouse and can give the 
computers a solar solution, I end up with an autonomous 
selflearning system.

Are there special infrastructural requirements for this, 
such as 5G?
5G is more important for use on the road if I want to  
control driverless vehicles or delivery drones. Although I 
also need to integrate intelligence into the respective 
cars in that case. On one side, even a highperformance 
computer routing an entire fleet of drones reaches its limit 
at some point. And on the other side, a 5G connection 
can naturally be interrupted at times. This is why I need at 
least enough intelligence in a delivery drone that it can 
safely exit traffic if there is a problem.

FOCUS Real time
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At the TU Dortmund, Dr. Nico 
Piatkowski researches machine 
learning (ML) for resource 
constrained systems. According to 
Piatkowski, AI and ML should not 
imitate people as such, but their 
consumption of resources. While 
Google’s AlphaGo did indeed 
defeat an international champion of 
the board game Go, it used 50 times 
the energy of its “colleagues,” who 
as generalists can solve much more 
than just one computer task.
www.tu-dortmund.de

LOGISTICS



When real time 
means: In a  
second, you will 
be dead
Thomas Tschersich, Head of IT security at Deutsche Telekom, on 
imminent attack scenarios in the near future, failures of the past, and 
“basic homework” of the present. 
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T
o get straight to the point, there are only two 
kinds of companies today: those that know 
they have been hacked and those who do not 
yet know. Period. This is because the in
creasing complexity of our systems makes it 

very easy for hackers. Especially when the vast majority 
of victims have not even done their most basic home
work. This is why around 95 percent of all successful at
tacks today are based on the fact that software updates 
are not downloaded or are downloaded too late, or that 
a system is poorly configured. So much for an overview 
of Germany’s corporate landscape. And it is not only 
about the operating system, but in companies sometimes 
about several hundred programs, which must be kept 
uptodate and maintained. Where, just a few years ago, 
we had months after discovering a weakness to down
load an update, today we have a few hours. It no longer 
takes a hacker any longer than this to reverse engineer 
what weakness in particular is closed by an update and 
to program an appropriate hacking tool. And if things 
continue to develop this way, we will experience fully au
tomated attacks from the moment of release in the next 
five years. At the latest by then, we will say, “Welcome to 
real time! In a second, you will be dead.”

In other words: As quickly as we plan for real time sce
narios coming from a threat, we also need to be able to 
react as quickly. Businesses no longer have an excuse: 
Statistics show that more software failures occur be
cause NO updates have been downloaded than the re
verse. Moreover, simple yet clever strategies in rolling 
out updates have long since offered drastically reduced 
testing periods to win the much quoted race between 
the tortoise and the hare – and all of it in real time.

REAL TIME MEANS AUTOMATION
This development makes one thing clear: I need to con
tinually adapt the shield I have placed over my company. 
Objective security is always only a snapshot and is never 
sustainable as the status quo. Security is much more 
about the lengths to which I go to protect my employees 
and their devices, my processes, data, company secrets, 
and customers – a perpetual motion machine. And there 
is always a time pressure under which we need to keep it 
in motion. It begins when an attack is detected. This is 
why, in a security context, we invest a lot of money into 
automation. Real time means nothing but automation – 
to have my sensors automatically detect attacks the mo
ment they begin and, ideally, automatically implement 
countermeasures. In this context, real time means I need 
analytics that evaluate sensor data in real time and are 
capable of reacting in a way that helps me use analytics 
to convert the sensor data into a response. Immediately.

One very good example of this, because it is extremely 
challenging for us, is what are called APTs, or advanced 
persistent threats. These are new, unknown attack pat
terns that want to infect me with malicious software, for 
example, through a weakness in my PDF reader that has 
not been patched. I can detect this by virtually opening a 
document on a computer during transport and running a 
behaviorbased analysis. If it behaves in such a way that 
it obviously wants to make changes to the operating sys
tem, then it is probably malicious, and I would block it. In 
this case, I would have already analyzed the harmful effect 
in real time, but the tradeoff is a poor user experience. 
This is because taking a document or whatever a user 
downloads from the Internet out of circulation takes just a 
few seconds. However, this is a price we do not usually 
want to have to pay, which is why today we let the docu
ments get to the recipient and analyze them at the same 
time. Consequently, I am no longer working in real time 
and may only determine a harmful function seconds later. 
But now I have its pattern and can block all others that fol
low in real time. In other words, I lose the time needed to 
analyze the first one, but I can detect the second, third, 
fourth, and fifth on the fly in real time: These I just block, 
they do not get through. Then it is just a matter of dealing 
with the first one, the one that got through, which I need to 
repair later or put under quarantine. This is an example of 
a strategy of how analysis only works in nearreal time for 
the first one but does work in real time for the second, 
third, fourth, and fifth times. 

PREDICTIVE PROFILING:  
THE HIGH ART OF CYBER DEFENSE
Today, machine learning algorithms help us a great deal 
with creating predictive profiling. That is, using traffic 
data, traffic volume, and behavioral information to pre
dict what is likely to occur soon if hackers had it their way. 
Then I would actually get a bit closer to the real time win
dow to block the attack before it has actually occurred. 
Being preventively prepared in this way and possibly being 
able to say, “Something is brewing here” ahead of time, is 
the job of a monitoring center. Its task is to provide man
aged cyber defense services: proactively tapping data 
sources, correlating them with one another, and using the 
result to be able to predict attacks – in real time if possible. 

One technologically simple yet massive problem by com
parison are devices that I call “fireandforget” devices. 
They turn our private home environment into a parade 
ground for cyber attackers. Practically no one addresses 
the topic of security when talking about networked baby 
monitors, for example. No one is interested. Updates? 
Nope! They are in hundreds of people’s homes and are 
easy for attackers to hack in order to carry out attacks 
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against others. And when hundreds of baby monitors 
send requests to your website, it can be overloaded in 
the blink of an eye and your company’s website is now 
down for hours.

For me, this is the dark side of unfettered digitization. Or 
you could also say digitization without rhyme or reason. 
This is what leads to refrigerators sending spam or baby 
monitors carrying out attacks against infrastructure. To 
say I am going to stop digitizing because the attack sur
face is too large is no solution. Digitization done intelli
gently means I first look at the risks and consider how I 
can network something – when it makes sense to do so – in 
an intelligent way. Basically going on a digital interface diet. 

By answering questions like 
“Where do I maybe need to 
install a shield?”, “Where do 
I just need to sever commu
nications or reduce them to 
a minimum?” And sooner or 
later, I will need to pose the 
fundamental question: Do 
shutters, home solar panels, 
and coffee makers need to 
be accessible to anyone in 
the world? In most cases, 
there is no sensible appli
cation scenario for this. 
Ultimately, only I, the user, 
should be able to access 
my home network to look 
at the components and see how much power I produced 
today. In this sense, a smart design would preclude my 
refrigerator being accessible to unauthorized outside 
parties in the first place and the additional attack surface 
to the outside would therefore be prevented. So far, this 
has been missed on a number of occasions. For more 
digitization need not mean new exposed flanks – as long 
as you invest a little care. 

SURRENDER IS NEVER AN OPTION
Investment is a good keyword here, especially consider
ing there is enough capital and technological knowhow 
in Germany to effectively shut down the risks of cyberat
tacks. However, both also need to be invested. In the 
end, knowledge only hurts the one who does not have 
enough of it. And this illustrates that those who do not 
obtain this knowledge become victims more quickly. 
Translated into cold, hard cash or technology that also 
make sense to be used in a company, there is no magic 
formula for the solution. The solution depends on the 
company’s specific needs, the level of automation, the 
business models, etc. But if my annual security invest
ments are not somewhere between two and seven per
cent of my IT expenditures, then the alarm bells in my 
head should be going off as an entrepreneur, because I 

would then be dropping below the standard that is gen
erally seen as healthy. 

Resigning to some putative superiority of cybercriminals 
would definitely be wrong. No one should be put off by 
the fact that 100 percent protection is impossible. Let us 
stick to what has led countless startups – including ones 
in the area of security – to success: Practically anything 
is only impossible until someone comes along who does 
not know it is impossible and simply does it. There is 
much truth to that. 

To put it another way: When it comes to cybersecurity, 
whoever fails to draw the right conclusions in just one 

single area can very quickly 
have all the time in the world, 
since, from a security per
spective, they have likely un
derestimated the factor of real 
time and will then have some 
“real time” to fume about it.

“Digitalization made 
intelligent means I’m 

dealing with the risks first 
and thinking about how  

I can network what 
intelligently.”

THOMAS TSCHERSICH,
Head of Group Security Deutsche Telekom Thomas.Tschersich@tsystems.com

Vita

Thomas Tschersich, who has a degree in electrical 
engineering, has been Head of Internal Security & 
Cyber Defense at Telekom Security since 2017. He 
previously held the position of Chief Security Officer 
of the Deutsche Telekom Group. He is a member of 
the Cyber Security Council, the UP-KRITIS Council 
and Chairman of the Security Steering Committee at 
BITKOM.
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Better  
accuracy 
with data
Burst pipe, flooding, fire: These types of  
damage demand quick action. The restoration 
experts at POLYGONVATRO, with 64 offices 
nationwide, are on site in no time. Yet while 
speed counts when on the job, the staff in the 
company’s back office faced complicated 
processes in the past. Today, this medium-sized 
enterprise is just as fast in house as on site with 
a smart IoT (Internet of Things) solution from 
T-Systems. 

F
rom the tiny, damp spot in the corner to the 
square metersized water damage in the ceil
ing, to the constant leaking and first puddles 
on the floor: A burst pipe can quickly cause 
tremendous damage. A nightmare for renters, 

homeowners, or businesses – but everyday life for the 
staff at POLYGONVATRO, a mediumsized business from 
Olpe, in the Sauerland region of North RhineWestphalia, 
that specializes in locating leaks and restoring fire and 
water damage. 

The company enjoys plenty of business, not only be
cause it can both handle smaller jobs on private proper
ties and provide extensive assistance in case of a catas
trophe thanks to its locations all over Germany, its 1,750 
employees, and its 40,000 pieces of equipment, but 
also because the number of incidents is increasing. 
Among the reasons: “In Germany, there are many private 
homes from the ’50s and ’60s whose pipes and lines 
have become outdated,” explained Cornelia Czenkusch, 
Head of Quality Management at POLYGONVATRO. To 
add to this: “Due to climate change, damage from the 
elements, such as heavy rainfall and flooding, is be
coming more widespread. Even significant temperature 
fluctuations put stress on pipes and lines.” 

COPY    Deborah Grauert
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Deutsche Telekom’s Cloud of Things until 
the technician disconnects the devices 
from one another in the app when the job 
is done. 

Thick cellar walls and poor network cover
age are no problem: If the PVE box is un
able to transmit data wirelessly, it stores it 
and sends it later once reception is rees
tablished. 

PREFERRED PARTNER OF 
INSURANCE COMPANIES
POLYGONVATRO has since put 20,000 
boxes in the field – at a fixed monthly rate 
that includes the app and mobile rates as 
well as support and service from Deut
sche Telekom for a period of five years. 
The mediumsized enterprise has come 
out ahead in several aspects: The back 
office can take the precisely processed 
digital data from the cloud with ease and 
use it for the consumption certificates. 
This frees up more time to meet the grow
ing number of orders. But what is espe
cially important: POLYGONVATRO also 

provides insurance companies with exact consumption 
levels, which gives the company a decisive competitive 
advantage. “Digital billing that is 100 percent accurate 
has turned us into a preferred partner for insurance 
companies. They may not be the ones hiring us in the 
event of damage, but they strongly recommend us,” 

effused Czenkusch. This helps the company main
tain and expand its leadership in the water and fire 
damage recovery sectors. 

The impetus for POLYGONVATRO’s smart solution 
was Deutsche Telekom’s groupwide IoT (Internet of 
Things) project from its “Digital Jobsite,” which iden
tified “recording operating data from dehumidifiers” 
as a possible application area, determined require

ments with the client in joint workshops, created proto
types, and developed and rolled out the solution within 
two years. The box for accurate billing meets the re
quirements of Germany’s law on weights and measures, 
and it also comes with a ground fault circuit interrupter 
(GFCI). An integrated mobile communications antenna 
allows for cloud connectivity. A red light on the box indi
cates when data cannot be transmitted. The box also 
includes sensors that measure ambient conditions, 
such as temperature and humidity.

ANONYMOUS CONSUMPTION LEVELS 
To ensure neither indicator lights nor safety fuses nor 
any other box component or function causes annoyance 
to the customer, the mediumsized business has trained 
and supplied informational materials to its employees. 

PROBLEMS OF THE PAST
However, aside from sales and growth, a full schedule also 
means a challenge to the company. The skills shortage 
makes it difficult for POLYGONVATRO to recruit new qual
ified employees. Even in the company’s back office, there 
is always more to do. One particularly laborintensive pro
cess in the past was issuing energy consumption certifi
cates, since the powerful dehumidifiers POLYGONVATRO 
sets up to draw moisture out of floors, ceilings, and walls 
following water damage run day and night on the home’s 
electricity. The energy used is clearly reflected in the 
aggrieved party’s power bill.

“For covered damages, the customer can claim these 
costs with their insurance company,” said Czenkusch. 
The aggrieved party can also certify with the power 
company that this was a onetime event, so they do not 
raise the advance payment. Given just how many pieces 
of equipment POLYGONVATRO has, however, it has not 
been possible to determine actual total consumption 
anywhere in a consistent form or manner. “For certifica
tion, we’ve used the manufacturer’s consumption data 
as well as how long the equipment is in use,” added 
Czenkusch. 

The result was timeconsuming as well as errorprone, 
since the technicians at POLYGONVATRO entered equip
ment numbers and counters by hand when setting up the 
dehumidifiers. The back office then transferred them into 
the billing system. The notes were occasionally difficult to 
read, reported Czenkusch. In addition, POLYGONVATRO 
based the calculations – as is standard in the industry – 
on the arranged/actual runtime in the customer’s 
residence. All these factors made it impossible to 
consistently record energy consumption with 100 
percent accuracy.

INTELLIGENTLY CONNECTED 
DEHUMIDIFIERS
At the start of 2018, the company found a remedy 
in a digital solution: the smart POLYGONVATRO 
energy management (or PVE) box, which Deutsche Telekom 
developed and implemented as an endtoend solution. 
This box acts as a “smart extension cable” between equip
ment and socket. The important thing is that it is compat
ible with every piece of equipment the company owns, 
since it is attached to the dehumidifier with a magnet and 
is simply connected using the standard power plug. The 
box then measures how much power the dehumidifier 
consumes, sending the data wirelessly to the cloud. The 
advantages: The effort required by the technician is mini
mal. Once the dehumidifier is set up, the technician pulls 
out their smartphone and uses a specially developed app 
to quickly scan a code on the equipment and box. In sec
onds, both components are linked together, and the con
sumption levels are automatically and clearly assigned to 
a dehumidification order. The box sends these levels to 

POLYGONVATRO’s smart PVEBox sends 
power consumption data from room dryers to 

Telekom’s Cloud of Things via an integrated 
mobile radio antenna.
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Not all customers are equally openminded to digital 
solutions, reported Czenkusch. The topic of data trans
mission in particular stirs skepticism. “Understandable,” 
according to Czenkusch, “but unfounded.” This is be
cause the box only transmits consumption levels in con
junction with a complex device code, but does not trans
mit any personal information, such as an address. Only 
when the levels in the cloud are associated with the order 
information in POLYGONVATRO’s system does the com
pany obtain customerspecific information. 

DELIBERATE DIGITIZATION
In the future, the company from Sauerland wants to digi
tize other business processes – step by step and always 
only where the recovery experts see clear added value. 
“Digitization and the service we provide can’t be com
bined so easily,” explained Czenkusch. However, the digi
tal potential is great – especially in detecting damage and 
documentation. The first pilot projects in these areas are 
underway: At the large logistics center in Olpe, 10 digital 
scanners are currently being used to automatically record 
all materials loaded onto trucks for commercial or indus
trial jobs. “This has made our job so much easier that we 
want to take the scanners into the field,” praised Czenkusch. 
The mediumsized business also figures it will need more 
PVE boxes in the future: It has already ordered 500 units 
for highvoltage equipment. 97 %

of the up to 200,000 home fires reported annually in 
Germany produce fire and smoke damage and, above 
all, fire-fighting water damage.

www.polygonvatro.com

Markus.Buiven@tsystems.com

Digitalization with caution – Cornelia Czenkusch, 
Head of Quality Management at POLYGONVATRO.

Great potential: Step by step, more and more processes in the service 
company are to be digitalized.



Doctor and health informatics specialist Dr. Henning Schneider on real 
time in healthcare, an e-health communication network without dead 
zones and bar codes in place of lower-back tattoos. 

COPY    Thomas van Zütphen

Dr. Schneider, what role is real time already playing in specific 
medical applications today?

A very large one. The repeal of the ban on remote treatment, which 
required doctor and patient to meet in the same place at the same 
time, has been doing justice to the changed care situation since 
May 2018. More and more doctors are retiring, more and more 
areas are underserved. This development can practically only be 
countered with ITassisted telemedical applications. Only then will 
we be in a position to initially examine a patient, even when they are 
not sitting across from us. This requires real time connectivity to a 
doctor who is ready to use this technology. Patients expect that 
today and are increasing the pressure, so to speak. A patient’s vital 
signs, such as blood pressure or heart rate, are basic information 
the doctor needs for the patient’s initial medical history but this only 
works when the infrastructure is in place. In the end with the patient, 
anywhere, regardless of where that patient is. Nothing is worse than 
a lack of connectivity when I need it most. This means the real need 
is for a health network. 

What would that look like?
We need a telecommunications infrastructure that offers reliable 
quality, stability, and service. This would absolutely allow us to 
improve quality of treatment in real time. It’s no longer a problem 
today to call up a patient’s vital signs with a tiny chip. The question 
remains: How does the information get to the doctor? This is why 
the next step in telemedicine is to shift the target group to doctor – 
patient communication, caretopatient communication, careto
doctor communication.  

With your understanding of real time in medical care, to what extent 
will patients become more challenging? 

It depends on the application scenario. For patient treatment, it can 
be a matter of seconds. The simplest example is in the OR. Another 
scenario refers to the treatment decision. If I have all the information, I 
can make it in minutes. And sometimes I have to get this information 

Real time = Health10
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from a distance, such as when interacting with EMS. Take stroke treat
ment: When a cerebral infarction occurs, “time is brain” – meaning 
when a vessel in the brain is occluded, every minute counts. The 
same applies to a heart attack. EMS often only has paramedics on the 
scene, and they aren’t allowed to 
make certain decisions. In those 
cases, though, I need to have some
one who can assess the situation. 
This is why it’s important to connect 
to a qualified specialist – say, via 
video – and to give them patient 
information so they can decide: Is 
it a heart attack? Are those the 
symptoms of a stroke? And: Which 
stroke unit can take the patient at 
that time? I need to be able to send 
the patient there in real time and 
give the patient’s current status to the doctor on duty on the way to the 
hospital. This describes the time saved by what’s referred to as the 
prehospital solution. And it has to be managed in real time.

Then, there are also issues where we’re talking about hours or days. 
Such as when I want to get a second opinion from a colleague. But 
in all three categories, the service concept that patients – just like 
customers – want to be helped more and more quickly, ideally right 
away, plays an increasingly important role.
   

Patient treatment, nursing and healthcare, EMS management – 
Health Informatics is a broad field. What role do the points of 
contact play within this field? 

This question is the core challenge. Until I’ve identified and engaged 
with these interfaces, as a doctor, I can’t do anything. The first step 
is to define the points of contact. How do hospital and doctor’s 
office communicate to 
exchange information? 
These days, we see 
more that the actual 
gobetween for all in for
mation is the patient. 
Otherwise, it would be 
impossible to have all 
the information wher
ever a patient goes 
unless the patient 
“acts”, as it were, as a 
real time information 
carrier: with medical 
file, medical history, 
medication regimen. 
So far, every concept 
assumes that, to do 
this, we need a cen
tralized infrastructure 
with high availability 
that provides the pro
tagonists of a dedi
cated process all the 

information they need in real time. This means the network is in 
place, the files work, no media discontinuity – on the other hand, 
the information can be examined. Unfortunately, with the IT and 
interface landscape of this network in mind, there’s hardly a more 

heterogeneous health system than in 
Germany. This is why we want to 
bring the medical files to the patient. 

How would that work?
There’s a wide variety of models. 
Nearly everybody has a router at 
home. That fact alone has three 
major advantages: you have an Inter
net connection, the patient has their 
information at home, and there’s a 
hard drive for storing this information. 
This function is already a service 

offered by the provider of Speedport. If patients were to then be 
able to put the information on their cellphones before going to the 
doctor or access their router from the doctor’s office in real time, 
they would be the ones to decide who gets what information from 
them. This is the kind of offering that must be made to patients. If a 
provider said, I’m going to slap a health service on our router for 2, 
5, or 10 euros a month and supply my clients with the matching app, 
it would take off. Of course, we’re just researchers and don’t need 
to sell anyone anything, but for 10 euros a month, that’s about 32 
cents a day, I would elevate my personal healthcare to a completely 
different level. 

As a side effect, everyone would practically be their own data 
protection officer. 

That’s exactly it in a nutshell. You have a smartphone and a bar 
code. The person across from you can only access your information 

if you let them scan this 
bar code. The patient 
also decides what infor
mation is in the file. This 
is an entirely different 
angle, since we doctors 
can’t get information 
faster than a patient 
bringing all necessary 
information with them. 

What if a patient can 
no longer speak or is 
incapacitated?
They would at least need 
to have an identifier on 
their person. Ideally, a 
signed consent form 
under the bar code. I 
scan it and get the 
patient’s basic informa
tion from their central 
file. In a few years, it will 
be normal for patients to 

“Patients carrying their 
medical data on them – as a 

barcode, small chip or tattoo – 
will become the norm.”

PROFESSOR DR. HENNING SCHNEIDER,
THM Giessen
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carry their medical information with them – in the form of a bar code, 
a small chip or even a tattoo. That would certainly be more sensible 
than a lowerback tattoo. This option also needs to be considered 
from an ethical standpoint, but this type of medical card will come, 
one day. Just one provider needs to offer this kind of product for it to 
take hold. I’m convinced of that. It’s visionary, if you like. But it’s a 
vision of real time that couldn’t be more real.

How far along are you in building appropriate integration centers for 
consolidating the data islands from the fields of medical care and 
research?

At the outset, the goal of a 100millioneuro initiative by the federal 
government was to just consolidate the data that was available in 
the various far corners of a hospital. This included research data. 
Today, our data integration center in Giessen can solve this prob
lem. The job now is to process data so a doctor can do something 
with it in real time, since they should be able to get the information 
expected from a certain keyword or hashtag from very simple algo
rithms without having to click through complex applications. This is 
what we’re currently working on with the universities in Erlangen, 
Greifswald, Mainz, Frankfurt, and Magdeburg. Working together in this 
manner, beyond the classical 
competition between research 
sites, is a first in Germany. We’ve 
broken up this competitiveness 
in the field of Health Informatics. 

Going back to the health network –  
how long has that been under 
discussion?

For about a year. And EMS 
understood it right away. When 
someone dials 112 today, EMS 
is given the address, a general 
description of the patient’s con
dition, like “suspected soand 
so”, and that’s it. If we had access to the patient’s router, we could give 
their information to dispatch. Then, when the EMTs reach the patient, 
they’re already familiar with that patient’s entire medical history. The 
time that would be saved here would often save lives. And if we were 
then to use the nearly 30,000 wind turbines, we have right now in the 
country to expand cellphone networks, a lot would be gained in terms 
of network coverage. They do it in Austria, but unfortunately it hasn’t 
happened in Germany yet. 

Who would use the health network? 
We always talk about doctors, but it’s the nurses who have far more 
intimate contact with patients and would possibly need to be able to 
decide what should specifically be done with a patient. That means 
we would also need a platform for nurses that would allow them to 
forward information on their patient to a medical center in real time. 
From there, a doctor can bolster their medical decision and have it 
carried out immediately by trained personnel on site. 

Another possible application is smartwatches to analyze bio signals 
or, as they do now, record ECGs. Millions of people today die from 
atrial fibrillations because it takes minutes for help to arrive. If this 

data were analyzed by a module in real time, it could report some
thing to a public entity like: “At these geocoordinates, a person is 
experiencing an atrial fibrillation and will soon have an emergency.” 
Or when blood pressure gets out of hand, a cardiologist is immedi
ately notified. That would improve the quality of care and treatment 
substantially. 

But to what extent is a lack of standards a sticking point?
That’s a sore spot, a real plague, if you like. Let’s take just emer
gency vehicles. Regardless of who builds the vehicle – there’s no 
standard regarding the medical technology installed in it that would 
make it possible to use a normal industrial PC to connect to hospi
tals. It would only take a political directive that says: By 2022, we will 
only use medical technology in emergency vehicles that is compat
ible with this dedicated industrial PC. I would already have a stan
dard, then. The PC establishes the encrypted connection to the 
dispatch centers and communications technology practically 
becomes a standard feature from the manufacturer. If the vehicles 
could then roam from one network provider to another without hit
ting a dead zone, that would be ideal. That would also be a political 
directive no one would be against. 

And what about your own homework? 
Have you done it at least?
No, even we at the hospitals need to 
lead the way. There aren’t any stan
dards for, say, hospital information sys
tems. With a standard HIS, doctors and 
nurses would immediately be produc
tive after changing employers. Today, it 
can take days before they’re familiar 
with a new system. The result of this is 
the resources of 1,000 fulltime posi
tions spent at German hospitals every 
year amount to new induction training 
only. An unjustifiable absurdity. 

There needs to be massive interest in this topic from health insurance 
providers and in terms of health care policy. What’s lacking is a politi
cal decision about which HIS on the market – for cost reasons and 
due to the fact that we have a massive skills shortage – will be used for 
the next 10 years. The question we’re asking ourselves is: “What 
needs to happen for health care policy to intervene in this market? 
How many patients still need to be examined two or three times before 
this jungle of hospital systems is brought to an end? 

Prof. Henning Schneider is Dean of the Technical University Mittelhessen (THM) and 
Head of the Competence Center for Telemedicine and EHealth Hessen.

www.thm.de

bestpractice@tsystems.com
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“ The Universe is a  
quantum computer”

Seth Lloyd designed the first viable blueprint for a quantum computer 25 years ago, 
setting off a technological revolution. After all, it is not impossible that at some point 
one may even decipher the Universe.

COPY    Sabrina Waffenschmidt

P
ioneer, guru, even revolutionary leader: These are the 
words often used to describe Seth Lloyd. Lloyd is not only 
one of the most brilliant minds in his field – with his endear
ingly nerdy demeanor and enthusiasm for what he does, 
the professor of mechanical engineering and physics at 

MIT enchants both colleagues and laypersons alike. He is driven in his 
work by one of the most elementary questions of humanity: What does 
it all mean? But he is also driven by a desire to get to the bottom of 
questions about the Universe posed by his doctoral advisor, the 
worldrenowned Heinz Pagels, at the end of the ’80s. 

The breakthrough came to the quantum mechanic, as Lloyd likes to 
call himself, in 1993: He designed the first viable blueprint for a quan
tum computer, setting off a technological revolution. What has become 
one of the central and most exciting research fields in the IT sector 
used to be a niche topic without hope for success. “Back then, I had 10 
difficult years behind me. Despite having degrees from Harvard and 
Cambridge, no one wanted me. My topic – the interplay of information 
with complex systems, especially quantum systems – hardly interested 
anyone back then. Today it’s completely different, everyone wants to 
talk about quantum physics and quantum mechanics,” said Lloyd.

PARALLEL OVER LINEAR
Today, quantum computers are looked at with great hope. “They solve 
certain problems that the best supercomputers can’t solve. Instead of 
classical bits, which can be in one of two possible states – 1 or 0 – 
quantum bits or ‘qubits’ are in both states at the same time. They compute 
in parallel instead of linearly,” explained Lloyd. A quantum computer with 
50 qubits could therefore be in 2 to the 50th power states simultaneously. 
That equals 1,125,899,906,842,624 states. Experts predict that such a 
computer would reach “quantum supremacy”, or the moment in which a 
quantum computer exceeds the best conventional supercomputer in per
forming a task. IBM, Intel, Google, and other companies are investing a 
great amount of money in the area and have already been working on 
these types of computers with great success. The only problem is qubits 
are highly sensitive and lose their superposition state at the slightest 
disruption. This is what makes building quantum computers so difficult. 

“The problems they should be able to solve include special algorithms in 
cryptology as well as optimizing machine learning and artificial intelli
gence. Even real time systems that not only need to analyze and optimize 
a lot of data simultaneously but also work with pattern detection using AI 

to make predictions would have considerable help from the enormous 
computing capacity of quantum computers,” said Lloyd. Above all, 
quantum computers are superbly suited for use in industry 4.0, espe
cially for optimization processes in IoT environments. Lloyd is currently 
working with a major German carmaker on a solution that prevents pro
duction errors in real time before they occur – in “predictive real time”, 
so to speak.

GROUNDBREAKING TECHNOLOGY
Lloyd believes quantum computers will be ready for the market no 
sooner than five years from now. But engineers, technicians, and 
researchers can already develop the applications and algorithms of 
the future using what are known as quantum simulators. At any rate, 
companies need to address the topic to bring their IT security up to 
date, since quantum computers will be capable of cracking complex 
encryption technology. Quantum computers can be used to meet the 
great challenges of humanity, develop innovations to manage the infra
structure of megacities, cure diseases, or counteract climate change. 
In short: Quantum computing could become the groundbreaking tech
nology of the 21st century. 

Lloyd takes it one step further. He argues the Universe itself is one 
great quantum computer running a cosmic program. “The Universe is 
constantly processing information at the fundamental level. Everything 
happening around us feeds information into this ongoing program – 
and what comes out is nothing less than reality itself,” summarized 
Lloyd. “If we can use quantum computing at the smallest level of atoms, 
photons, and elemental particles, we will also be capable of decipher
ing the Universe.” And somehow it would not be surprising if Seth Lloyd 
were to hack into the Universe one day – and come back with answers 
that would advance what is practically a standard work on quantum 
physics: “The Cosmic Code. Quantum Physics as the Language of 
Nature”. The publication, given the Science Writing Award by the Amer
ican Institute of Physics, was written by Lloyd’s doctoral advisor, Heinz 
Pagels. The GermanAmerican physicist remains deeply connected to 
Lloyd to this day, well beyond his death. As a young doctoral candidate, 
Lloyd was there when, in the summer of 1988, his doctoral advisor died 
in a mountain climbing accident on Pyramid Peak in Colorado. Many of 
Pagels’ scientific questions have been left unanswered.

bestpractice@tsystems.com
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Vita

Seth Lloyd (58) studied at Harvard and Cambridge and 
received his doctorate from Rockefeller University in 1988 
for “Black Holes, Deamons and the Loss of Coherence: 
How complex systems get information, and what they do 
with it.” He then worked as a postdoctoral fellow at Caltech 
and the Los Alamos National Laboratory. Since 2002 he 
has been Professor of Mechanical Engineering and since 
2014 Professor of Physics at the Massachusetts Institute  
of Technology (MIT). He deals with complex systems, 
particularly quantum systems, and has made significant 
contributions to the fields of quantum informatics, 
quantum communications, and quantum biology.
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A question 
of will
Deutsche Telekom CEO Timotheus Höttges on Deutsche Telekom’s initiative 
to bring mobile telephony to the new real time communications standard: 5G.

Y
ou could get the impression these days that 
the answer to everything involving digitization 
is 5G: coverage, dead zones, innovations, self 
driving cars... simply everything. For a company 
like Deutsche Telekom, that’s mostly a very 

good thing, because we are building 5G as the “network of 
networks.” By 2025, we plan not only to provide 5G service 
to 99 percent of the population, but to cover 90 percent of 
the country using various frequencies that are hopefully 
available to us. Where needed, we will offer speeds up to 
one gigabit per second. We will provide blanket coverage 
on the autobahn, federal highways, and railways. What is 
important is that the regulatory framework allows this and 
supports our investment. At the same time, LTE is a critical 
part of our strategy as it contributes to coverage and covers 
many applications. 

Deutsche Telekom’s networks are already set for 5G: At 
311,000 miles in total length, we have the largest fiberoptic 
network in Germany – no fiberoptics means no 5G and no 
digitization. We expand the network year after year. We are 
THE fiberoptic company. More than 80 percent of our cell 
sites have already been connected to fiberoptic. And, by 
2021, another 9,000 sites will be added to the 29,000 al
ready in place around the country. Many of these will take 
care of what are known as white spots: dead zones that an
noy practically everyone, including the 100,000 employees 
we have in Germany alone. That is about to change.

By combining fiberoptic coverage with cell site upgrades, 
we are ideally equipped for 5G and, in many locations, we Ph

ot
o:

 D
eu

ts
ch

e 
Te

le
ko

m

INSIDE TELEKOM



FOCUS Real time

25 5G

are already 5Gready. What that looks like and who can use 
it to what effect are things we are already seeing today in 
Berlin. A 5G test “cluster“ we built there is already achiev ing 
transfer rates of two gigabits per second and a latency of 
three milliseconds in the boroughs of Schöneberg and Mitte.

Why are we doing this? Because we want Germany to 
have the most powerful digital infrastructure. We want to 
accomplish this goal together with the government and 
other companies willing to invest! We want to move digiti
zation in Germany forward: together with the government 
by digitizing administration; together with industry by mak
ing Germany a viable location for the future. We want to 
make it possible for people to take part in digitization, 
both in the city and in the country. Broadband for mil
lions instead of a digital divide. In short: 5G is a question of 
will. But it is a question posed not only to one (and by the 
way, almost always the same) network provider, but to 
many, many stakeholders beyond the industry.  

This is also why we want to use the infrastructure neces
sary for 5G together with other providers where sensible – 
especially in the countryside. For this reason, we are open
ing our fiberoptic network to other providers, just as we 
have recently done with Telefónica/O2. We are offering all of 
our rural cell towers and towers along traffic routes to our 
competitors for mutual use. Voluntarily. Because this is 
where the expansion benefits from both: competition be
tween providers as well as cooperation where there is a 
winwin situation – for our partners and, above all, for the 
customers.

But 5G is not simply another network, it is a fundamental 
part of how our customers’ products create value. We 
need 5G for the Internet of Things, for controlling machin
ery or smart cities. These are all major challenges. I would 
even go as far as to say the prosperity of Europe depends 
on achieving what is called Industry 4.0. This is why we 
are offering industry the chance to take part in the con
struction of a standardized European platform – with know 
how and equity. For this reason, we are inviting German in
dustry to a “5G user conference” to determine the quality 
requirements they have on our network regarding coverage, 
latency, and bandwidth. Projects critical to the success of 
industry will be given priority.  

To me, digitization is the greatest gift to today’s genera-
tion. It helps solve the underlying challenges of our time: 
from mobility to climate protection, to health and educa
tion. We will soon be able to live together better in smart 
cities. Thanks to intelligent traffic systems, economical 
lighting and power, smarter waste disposal, fewer traffic 
jams, and better air and digital citizen services. With tele
medicine, we soon will be able to reach everyone without 
a doctor nearby – whether in the German countryside or in 
medically underserved and hardtoreach areas around 
the world. A digitally supported education system makes it 
easier to access information regardless of the country of 
origin, age, or place of residence. Machines communicat
ing seamlessly with one another will take a lot of mindless 
and physically burdensome work off the shoulders of us 
humans. 

Deutsche Telekom is expanding its fiber optic network every year, not least to close the socalled  
“white spots” in rural areas.



Yet the availability of broadband services is not just a com
petitive and location factor for commerce and industry 
throughout Europe, but also for government services. This 
is why, together with the Fraunhofer Institute, the acatech 
Academy of Science and Engineering and the German 
Association of Towns and Municipalities, we are working 
on proposals for the consistent and rapid digitization of 
government agencies and administration, and develop
ing ways to implement them in a collaborative manner.

We are doing this for many reasons, including the fact 
that 5G is not an end in itself. In recent years, we have con
tinuously increased our investments in Germany up to a 
current 5.5 billion euros per year. I would like to maintain 
this pace. This is because I know that Deutsche Telekom 
has a tremendous responsibility in laying the ground-
work today that allows us to seize the opportunities of 
digitization tomorrow. And all customers should be able 
to get what they need, wherever they are. However, the 
world is not always that simple. Complex questions do not 
have simple and helpful answers. A second look is almost 
always worthwhile.  

One example of this is the comparison of countries the 
media very much enjoy making. According to this com
parison, other countries are well ahead of Germany when 
it comes to mobile telephony. I would smirk at this were it 
not so aggravating. There is no such thing as the German 
network, rather, there are multiple networks of different 
quality. For mobile telephony in Germany, for example, 
there are three. Unfortunately, a large portion of course 
uses the weakest of these three networks. On average, 
then, of course Germany is behind. But this does not nec
essarily mean an individual customer is.

Another example is our society. A very complex entity, just 
like our markets. If I want to build a cell tower in Germany, 
first comes the citizens’ initiative, then monument and 
landscape preservation, followed by the Federal Network 
Agency, which surveys each tower individually. That all 
takes time. In China, there are fewer public protests against 
cell sites than here. They are simply built. No discussion. 
Do we want that? I believe it is right that we in Germany 
face the social debate and communally weigh what is 
good for the people. If you want to celebrate China’s in
frastructural achievements, you need to put them in this 
context. But that is something often overlooked.
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We cannot discuss important issues while ignoring their 
context. There is a discussion of results, but less discus
sion about what led to those results. And, in the end, solu
tions are presented that may in themselves be compelling 
but can be utterly dysfunctional in the context for which 
they are ultimately conceived. Take the concept of national 
roaming in mobile telephony. What does it mean? It means 
that someone, in doubt, builds a tower and can then access 
all the towers of the other providers. This someone then 
has the best network in Germany. The problem is that, if 
national roaming were to work like that, providers would no 
longer have any incentive to build any more towers because 
then every competitor would come and access it. Everyone 
would be waiting on everyone else. This turns expansion 
into a game of pickup sticks: The first to twitch loses.

Another example is the regional frequencies. The current 
spectrum auction for 5G is focusing primarily on a block in 
the highfrequency range. Short waves, high capacity, low 
latency, poor propagation. Sort of like VHF. A block of 300 
Megahertz is to be auctioned off. Additionally, 100 Mega
hertz, or a quarter, is reserved for local and regional appli
cations. This means the spectrum is being artificially short
ened. I understand that businesses want to set up their 
own networks at their production facilities to link their  

machines together, but how much coverage do these facil
ities take up? One percent? Two? Even five? Would a quarter 
of the entire spectrum then not be available to 95 percent 
of the coverage area – and also not be available for rollout 
in rural areas? I say every production facility should be 
able to network its production. That is good for the 
economy. And we are happy to help these companies with 
our expertise. But we also need a solution that provides 
frequencies to the general public wherever they are not 
being used. 

Some would now say Deutsche Telekom’s view is selfish 
and purely financial. No, it is not. With us, there is always a 
tangible feedback loop between the company and what 
happens in society. Our actions are always borne out of 
our responsibility to society. Our incentive is to make it so 
people and businesses can be involved. Our customers 
have a right to be present for digitization. Whether profes
sionally or privately. This is why we continue to expand.

www.telekom.com/5G

bestpractice@tsystems.com

www.telekom.com/video5GAusbauBerlin 
(german only)

Over the next two years, Deutsche Telekom will 
expand the network of its current 27,000 mobile 

communications stations by a further 9,000 
locations.



6,000 B.C.
The oldest human form of data transmission. 
Assuming a maximum range of 875 yards, this is 
bridged at the speed of sound in about 2 seconds.

Drumming

875 yardsRange

490 B.C.
The Greek runner Pheidippides ran
the 155 miles route from Athens to 
Sparta in 36 hours. 

Messenger runner

155 milesRange

1794
The first optical telegraph route led from Paris to Lille. A signal 
needed up to half a day for the 124 miles distance, and could 
not be sent at night or during bad weather. 

Optical telegraph

up to 12 hoursLatency

200 B.C. 
Assuming a visibility of 50 miles, the smoke 
signals are perceived at a speed of light in air 
close to the ground approx. 186,000 miles/s 
with a delay of about 30 milliseconds.

Smoke signals

50 milesRange

1881
The first telephone network in 
Germany was tested in Berlin in 
1881. The initial eight participants 
were connected by calling the 
exchange and were then connected 
to each other.

Telephone

up to 3 minsLatency

1957
Geostationary satellites

of up to 1 second Latency

The first geostationary satellite was the Russian Sputnik 
in 1957, followed a year later by the American 
Explorer 1. Their signals were travelling at the 
speed of light.

1966
Today, data travels through the network via 
fiber optics at two thirds the speed of light, 
i.e. 124 miles per millisecond. 

Fiber optics

124 miles/msLatency

1984
The first e-mail to Germany reached a 
technician at the computer center of the 
University of Karlsruhe on August 3, 
1984. It had been sent the previous day in 
the United States. 

E-mail 

ca. 6 hoursLatency

1958
In the A-network (1958), calls were 
still connected by hand and were 
therefore not much faster than the 
first fixed-line attempts. With today's 
LTE, mobile networks ideally react 
with a latency of 40 milliseconds. 

Mobile telephony 

40 msLatency

1973
It takes about 30 milliseconds from an 
impact to the moment when pyrotechnical 
gas generators inflate the airbag. 

Airbag

30 msLatency

1989
The WWW started in 1989 with the 
networking of the first computers. 
Since then, latency has to date been 
reduced to 100 ms. 

Internet

100 msLatency

2010
Due to the speed of light, a latency 
of 1 millisecond can only be 
achieved if the transmitter and receiver 
are no more than 186 miles apart. 

Mobile phone standard LTE

10 msLatency

2015
A latency of less than
20 milliseconds for the 
networked car has
already been achieved
in a pilot project. 

Networked car

20 msLatency

2017
A transfer reaches the recipient in 10 
seconds, instead of within one day, but 
only in the EU.

Instant payments 

10 sLatency

2020
With 5G, the target is a maximum 
latency of 1 millisecond. This means 
that a machine reacts so quickly to 
control impulses that humans don’t 
perceive any delay.

Tactile Internet / 5G

1 msLatency

The requirement for a computing system to react within a 
shortest defined period of time: This is how to explain real time. 
However, this also means that there is no data transmission 
without any delay; every infrastructure on which data is 
transmitted causes a delay. Starting with drums and messenger 
runners, speeds have changed throughout the history of 
mankind and, with increasing mechanization, delays have been 
reduced to a level that is no longer perceptible to humans.

From the   
drum to 5G

COPY    HeinzJürgen Köhler
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Bodyguards of  
the road
Even cars have long been under attack from the Internet. In the worst case, a 
passenger’s life is at risk. It is time for a cyber bodyguard to protect against 
hacking in real time.

COPY    Yvonne Schmitz

K
evin Costner knows how to protect people: In 
the movie “The Bodyguard”, the actor wrests 
pop singer Rachel played by Whitney Hous
ton from a raging mob of fans and flees with 
her in a limousine whose driver had previously 

completed an advanced driving course. 

This blockbuster was released in 1992, today the scene 
would probably look quite different. To protect against 
attacks, a skilled chauffeur and hightraction tires are no 
longer enough. Digital defenses are also needed. After 
all, 10 to 30 percent depending on which study you use of 
all cars are now connected to the Internet, and the trend 
is growing. This means not only more convenience from 
digital services like a mobile hotspot, but also more atten
tion from hackers. Without airtight safeguards, cyber
criminals can access a vehicle online from anywhere in 
the world – a foe from which not even Kevin Costner could 
drive away.

The most recent example shows that cars are not immune 
to security flaws: Around September 2018, Belgian experts 
publicized a weakness in the key fob for Tesla’s Model S 
with which they were able to clone the key in seconds, then 
unlock and start the car itself. Great for car thieves, disas
trous for car owners.

SECURITY FROM THE START
The automotive industry has acknowledged the risk and 
is making cyber upgrades. The law firm Foley & Lardner 
surveyed automobile and technology managers from the 
U.S. and Asia on the development of connected and 
selfdriving cars: Nearly twothirds indicated concerns 
about cyberattacks. Additionally, the 15 carmakers in the 
European Automobile Manufacturers Association (ACEA) 
have signaled their willingness to discuss new cybersecu
rity risks with government agencies, industry players, and 
other third parties. But is that enough? “Regardless of 
how carefully cars are developed in terms of IT security, a 
security flaw can always be left behind or develop with 
time,” warned Christian Olt, senior security manager for 

automotive and manufacturing at TSystems. This is why 
cars need a digital bodyguard that detects cyberattacks 
throughout its entire service life and immediately inter
venes in an emergency: an automotive security operations 
center (SOC).

KEEN WATCHDOG ON BOARD
An automotive SOC is where all securityrelated data from 
the car and its surroundings would converge. One important 
source of data would be an intrusion detection system (IDS) 
inside the car. The automotive industry is already working 
intensely on integrating such systems. However, abnormali
ties in mobile networks and the manufacturer’s backend are 
also relevant. For example, unexpected messages in the 
onboard network do not necessarily need to originate from 
an intruder. However, if unusual processes ran in the auto 
manufacturer’s database shortly beforehand, the probability 
of a hack increases. 

External information also helps identify cyberattacks. 
Threat intelligence, for example, uses a list of malicious IP 
addresses, tips from wellmeaning security experts, and 
other SOCs, or even special future honeypots: car simula
tions that specifically attract hackers in order to discover 
new attack patterns.

RAPID RESISTANCE WITH A SIEM SYSTEM
A special system called a security information and event 
management (SIEM) system analyzes and correlates all 
data. If the system finds indications of a cyberattack, it alerts 
the security analysts in the automotive SOC through a dash
board. These analysts then take on the event, checking 
messages for false alarms and conducting their own 
research. The tough cases are handed to digital detectives 
at the security center: the IT forensic investigators, who 
comb through compromised systems and attempt to recon
struct the perpetrator’s process. If necessary, they secure 
data from the affected vehicles directly on site.

Yet how do the specialists at the automotive SOC scare 
off attackers in an emergency? This procedure has been 
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The advance of networked vehicles:
whether a car has Internet access will no longer be a 
question of the individual fitting. At least not in the EU: 
since March 31, 2018, all new vehicle models must be 
equipped with the automatic emergency call system 
eCall in order to obtain type approval – i.e. state 
approval for their production. The system includes a 
SIM card and thus also an Internet connection. eCall 
automatically makes an emergency call in the event of 
an accident. The EU Commission wants to save 2,500 
lives a year this way.



Christian.Olt@telekom.de

defined down to the last detail: An incident response 
plan establishes what steps the security analysts need to 
take for what alert. “Malicious software, for example, can 
spread through a network in minutes or even seconds,” 
explained Olt. “There is no time for discussion. The faster 
the response, the less damage is done.” Ideally, the car
maker would then also determine how quickly an analyst 
needs to respond to an alert.

Especially in extremely critical cases or when the counter
measure will not remain unnoticed, the auto motive SOC 
team needs clear, coordinated instructions or has to get in 
contact with decisionmakers, such as when a compro
mised vehicle SIM card continuously calls expensive 
hotlines and the SOC team wants to disable the mobile 
network module, but doing so would also turn off services 
like real time navigation.

PLAYING IT SAFE WITH DATA PROTECTION 
One important aspect of working with data for an auto
motive SOC is data protection. For example, the German 
Association of the Automotive Industry (VDA: Verband 
der Automobilindustrie), along with state and federal 
data protection officers, assume all data associated with 
a license plate or vehicle identification number (VIN) is 
personal and thus relevant to data protection. This can 
apply to GPS data or vehicle speed. The problem with 
this is that, even without direct reference to a person, 
some data can be used to point to a specific passenger, 
such as revolutions per minute, which depends on an 
operator’s driving style. “If carmakers want to be on the 
safe side,” said Olt, “we recommend declaring that all 
data for an automotive SOC is personal.” 

However, for its analysis, the SOC itself does not need to 
even know the specific vehicle or person to which the 
data belongs. For this reason, car manufacturers should 
anonymize or pseudonymize this information before it is 
transmitted to the cyber defense center. The latter is always 
useful when the manufacturer wants to reestablish refer
ence to the person at a later time to contact the owner, for 
example. This is not possible with anonymization.

EXPERTS WITH DOUBLE KNOW-HOW
Security operations centers themselves are nothing new. 
They exist in numerous sectors, including the automobile 
industry, to protect the IT of a company. The classical IT 
SOCs, however, are unfamiliar with both automotive tech
nology and vehiclespecific threats. This is why cyber 
defense for connected cars needs its own specialized 
security center that combines the expertise from both 
fields: IT security and vehicle IT. However, a hotline between 
the two SOCs is advisable, since an attack that starts in 
the work space could spread to the vehicle domain.

Since the fall of 2017, Deutsche Telekom has been running 
one of the largest and most advanced security operations 
centers in Europe. A total of 200 experts monitor the sys
tems of Deutsche Telekom and those of its clients around 
the clock both here and at connected sites all over the 
globe. They detect attacks virtually in real time, fend them 
off, and then analyze how the cybercriminals did it in order 
to optimize their own security. This effort is supported by 
important information obtained from the 2,200 worldwide 
honeypots in Deutsche Telekom’s network. 

The automobile knowhow that is essential for an automo
tive SOC is also embedded in the corporation’s DNA: The 
Deutsche Telekom subsidiary TSystems helps many major 
manufacturers, suppliers, and dealers develop connected 
and selfdriving cars. “With our experience in the areas of 
security and automobiles, we can help car manufacturers 
organize specialized cyber defense for the connected car,” 
emphasized Olt. “Depending on need, we can also take 
over selected roles in operations, such as offering a stan
dardized initial analysis of security alerts.” 

In a remake of “The Bodyguard”, Kevin Costner could 
then ward off a hacker’s attack that has remotely taken 
over control of Whitney Houston’s limousine by reaching 
for his phone and simply asking his cyber colleagues to 
interrupt the car’s mobile network connection. 

3,300
data sources provide data for Deutsche 
Telekom’s Security Operation Center.

1.5 billion 
security-relevant events per day.

Deutsche Telekom’s Security Operation Center analyzes 

12 million 
attacks  
every day.

The honeypot sensors in the Telekom network register 



BEST PRACTICES German state North Rhine-Westphalia

35 InMemory

I
t may be a new record: Once a month, the State 
Office for Salaries and Benefits of North Rhine 
Westphalia processes around 676,000 transactions 
for its officials, public employees, and pensioners. 
This makes the “payroll” office in Düsseldorf the 

largest public payer in Germany – and the secondlargest 
in the world. The process has proven to be timecritical, 
since each of the approximately 279,000 officials and 
nearly 400,000 salaried employees and pension bene
ficiaries want their money in the bank promptly at the 
beginning of the month. 

Until now, IT.NRW has relied on SAP’s HCM (Human 
Capital Management) module in its role as the state’s IT 
services center. The module has been running on a main
frame architecture largely without issue for years. However, 
the mainframe was slow and laborious to operate and 
maintain, which ate up time and money. Too much time 
and too much money, IT.NRW determined, using an expir
ing maintenance agreement as an opportunity to switch to 
a system based on an x86 architecture that was both faster 
and lowermaintenance. At the same time, the IT experts at 
IT.NRW switched SAP HCM to inmemory computing with 
SAP HANA. The result is impressive: The core payroll time 
each month was reduced by 50 percent.

NO DATA LOSS AND MINIMAL DOWNTIME 
“With SAP HANA, we have the possibility to optimize 
the application and use analytical methods that were 
not available before,” said Dr. Jan Mütter, head of IT 
Solutions at IT.NRW. Yet migrating to new systems is 
not the popular choice because the transfer of data 
from the old to the new system in particular pose risks. 
Data migration takes time to avoid data loss and other 
problems. There is also an inevitable downtime period 
that needs to be as short as possible. 

“What we have accomplished is not commonplace in 
IT,” conceded Dr. Mütter. “Together with TSystems and 
a standard SAP tool from SNP, we were able to meet the 
16month changeover time and not exceed the planned 
costs – so, on time and on budget.” Even the actual 

migration went smoothly over a single long weekend. 
For North RhineWestphalia’s State Office for Salaries and 
Benefits, the switch has also paid off in terms of costs. As 
Dr. Mütter explained: “The amortization period was just 
one year, since the considerably reduced maintenance 
costs in particular quickly offset the investment in the new 
hardware and software architecture.” Clients of the State 
Office have noticed no change from the switch to SAP 
HANA: Officials and pensioners received their payments 
as usual, and families, with a total of over 206,000 children, 
received their child benefits right on time.

Time is money
With the migration of the human resources management module 
SAP HCM® from mainframe to SAP HANA®, Information und Technik 
Nordrhein-Westfalen (IT.NRW), an enterprise operated by the 
German state of North Rhine-Westphalia, has reduced the core 
payroll time for monthly salaries by 50 percent.

COPY   Roger Homrich

For its almost 700,000 monthly 
payments of salaries and pensions, 
the state of North RhineWestphalia 
upgraded to costsaving inmemory 
computing.

Erich.Paprotny@tsystems.com
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When a delay secretly 
brings joy
Any disruption to a train timetable is annoying. For Deutsche Bahn 
and for its passengers. With the up-to-the-minute traveler informa-
tion from its new forecasting machine, the company is saving its 
customers unnecessary waiting times. It’s a service that, from this 
year on, will go far beyond just long-distance travel.

COPY    Thomas van Zütphen
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1,387 
trains a day on its long-distance 

network alone.

Deutsche Bahn  
operates up toW

e talk for hours and hours about 
the sweet and the sour …” – Jenny’s 
favorite Ed Sheeran song suddenly 
pops into her head, but there’s no 
time for hours of chatting right now. 

With a glance at the time – it’s just before 9 a.m. – she has 
just put down her mobile phone a second ago after hastily 
ending a call with her friend Kerstin with the words “You’re 
a sweetheart!” Because, from now on, every minute counts. 

Who expects to be invited to a meeting with Ed Sheeran in 
Hamburg on a Saturday morning, in Jenny's case right be
tween her shower and breakfast? What a start to a week
end that had up until then she had expected to be pretty 
boring! Okay, “meeting” is perhaps a bit of an exaggera
tion. But a live concert by a star whose music has already 
given her and her friend many hours of joy, that’s quite 
something. Jenny had known for weeks that Kerstin's sister 
had managed to get two tickets last summer. That alone 
was a stroke of luck, and you could only feel good for her. 
Almost every one of the British superstar’s few German 
concerts had sold out within minutes. 

Now Kerstin was looking for a replacement for her sister 
of all people – “... that’s why I’m calling – she’s sick, with 
a 102 degree fever, so she can’t possibly...” – Jenny  
almost felt guilty. But with a quick look at the time – “The 
train won’t be quite on time, it only leaves at five past 10 
from the main station” – she made a quick calculation:  
“I can make it.” Jenny is happy that the train is late today 
of all days. She's actually a punctual person. But the DB 
Navigator app told the two women that she has a bit of 
extra time today. Jenny regularly travels by train and has 
been annoyed sometimes when a train has arrived too 
late. Especially when she was informed about the delay 
on the platform with only vague information like “in a few 
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minutes.” She gives brief thanks for the fact that her wish 
for a possible delay and timely information about it has 
been granted, thanks to Deutsche Bahn’s new forecast
ing machine. A closer look at the DB Navigator shows her 
that her friend was right. Instead of departing on sched
ule at 9:46 a.m., the Intercity train will leave Cologne 19 
minutes later. If she hurries now, there might even be 
time for a quick breakfast at the station.

Jenny calculates that 20 minutes will be enough for a light
ing quick check in the bathroom mirror, a quick change of 
clothes and packing the essentials for the night. Unlike her 
friend who lives in downtown Cologne, Jenny lives in the 
suburb of Brühl. It’s a good 12 miles from there to the city 
center, depending on the route. Taking the RB26 train to the 
central station, where Kerstin would wait for her, could work. 
But what if that train is also delayed, for example due to a 
disturbance on the track? Jenny decides against it.

“Leave and get in a taxi” – she thinks that following the 
advice from Ed Sheeran’s “Shape of you,” seems the better 
idea today. “9:20 a.m., Parkstrasse 17,” the taxi office con
firms that a driver will pick Jenny up on time. And when she 

steps out of the elevator, Jenny can already see the taxi 
waiting at the front door. She tells the driver her destination 
and takes a seat in the back – she looks at the app again. 
And indeed – should the taxi ride be delayed on the motor
way ring to the A555 in the direction of the city center, this 
still shouldn’t be a cause for panic. But a quick check of the 
updated information from the forecasting machine shows: 
The IC 2310 on its way to the North Sea island of Sylt will 
now leave Cologne Central Station at 10:03 a.m. Neverthe
less: That’s still 17 minutes later than scheduled, Jenny cal
culates and immediately informs her friend via WhatsApp. 
And she answers immediately: “Great! If it stays that way 
and you’re on time, there’ll even be enough time for an Iced 
Latte ”. At the thought, Jenny immediately thinks of 
Ed Sheeran’s “Cold Coffee.”

“Tell me if I’m wrong, tell me if I’m right”, it says in the 
song, but she hasn’t needed these kinds of hurried prayers 
for a while when travelling by train. That’s because for 
months, the forecasting machine has been making real 
time and downtotheminute forecasts of the arrival and 
departure times of all Deutsche Bahn longdistance trains. 
Jenny recently heard something about a “learning system” 

Rail passengers know: Not every train can be punctual. They therefore appreciate all 
the more receiving timely information about delays, in order to be able to make good 
use of the additional time.



Joachim.Betz@tsystems.com

on the radio. She always wanted to read about it and plans 
to do so later (see box on p. 39). As expected, her taxi driver 
knows the way to Cologne Central Station even without a 
navigation device. But when his passenger asks him when 
they’ll reach their destination, the man at the wheel just taps 
his dashboard display: “There’s a little traffic jam at the turn
off into to the city center. But we’ll arrive at 9:45.”

The driver is right. At a quarter to ten Jenny hands over the 
taxi fare and tip, gets out of the car and sees Kerstin waving 
to her in front of the station. Her friend approaches her with 
the words: “Do you know what’s the best thing? There’s an
other small correction. But the departure time of our IC is 
now one minute past 10. That’s cool twice over!” “What do 
you mean?” “I just see it that way,” she explains her view of 
things to Jenny: “A delay is a delay. But if you as a passenger 
are informed in time, you can use the time, make the best of 
it and don’t have to rush to the platform to find out that the 
rush was for nothing.” And Kerstin immediately calculated 
what that means for the two women right at that moment: 
“As a result, we have enough time not just for a coffee, but 
also for a croissant.”
 
“My belly’s sick to its stomach …,” Ed Sheeran sings in 
the ballad “Miss You.” And that would have been exactly 
Jenny’s feeling previously, so that she wouldn’t have been 
able to eat a bite in this situation. The fear of missing the 
train – at least this particular one – would have hit her too 
hard in the stomach. But now, the two women are happy, 
everything is fine. At the café, Kerstin explains their itinerary 
to her friend in detail. The whole journey without changing 
trains takes just over four hours. But before the concert she 
wants to check in at the hotel. And anyone who really wants 
to “get closer” to Ed Sheeran at the concert at the race track 
in Hamburg's Bahrenfeld district, i.e. in the area 11 to 13 
yards in front of the stage, should get there early. 

On their way to platform 4, Kerstin wants to look at the app 
again, just to be certain. When booking the train tickets for 
herself and her sister, she had “ticked” via the app that she 

wanted to be informed automatically about changes in the 
departure time of “IC 2310.” Her smartphone therefore no
tifies her of any changes to the timetable both acoustically 
and visually. But better safe than sorry.

“Give a little time to me or burn...” – well, it’s clear that 
sums up the way train passengers perceive every minute 
they wait on the platform as wasted time. The forecasting 
machine continues to predict “10:01 a.m.” as the final de
parture time. “We can actually have a quick look in the 
station pharmacy.” Minutes later the two women climb the 
last few steps up to the platform and see their Intercity al
ready arriving into the station from the south. Exactly a 
quarter of an hour late, “... but also somehow on time, 
down to the last minute,” to the delight of the two women. 

Instead of spending unnecessary time waiting on the platform, users of DB Traveler Information can 
synchronize their arrival at the platform with that of their train down to the minute.
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Why algorithms train every day

ple, makes it possible to make predictive statements about the 
“timetable accuracy” of trains based on the characteristics of the 
train journeys and the accompanying delays of the past. Another 
one produces static predictions for train connections whose 
routes and journey numbers are fixed. It analyses statistically 
which static delay value would have best affected the respective 
arrivals and departures of the trains in the past. However, since 
journey characteristics and delay patterns change almost daily, 
every 24 hours the algorithms undergo a nightly retraining of their 
modeling procedures.

During the forecasting process, the machine reacts in real time to 
new incoming timetable information, current train positions and 
manual entries from the control center. It is conceivable, for exam
ple, that the system could also react in the future if a star who is 
playing a concert – such as the above mentioned Ed Sheeran – 
spontaneously decides at the end to give not one or two encores, 
but five or six.

TSystems has implemented a learning system for Deutsche Bahn 
to forecast the departure and arrival times of trains. Both the hy
pothesis and the driving force is the assumption that patterns are 
hidden in the historical delays of train connections, whose identifi
cation will immediately contribute to a better prediction of delay 
situations (see interview p. 40). 

For this purpose, the TSystems experts divided the functionality 
of the forecasting machine into two components. A learning 
component performs nonreal timecritical pattern recognition 
and provides the process with complex mathematical models. 
These socalled support vector machines (SVMs) are essentially 
permanently teaching the system how to more precisely predict 
incremental delays on the route segments of each individual 
train. As soon as a result is available, it is read by the machine in 
the real time component, processed and used to create a fore
cast for the running time of a train within seconds.

In this ML process (ML = Machine Learning) different algorithms 
have to work together reciprocally. An SVM algorithm, for exam



Mr. Schütz, what exactly is the “forecasting machine”?
The forecasting machine is used to provide customers with highly 
precise information on train arrival and departure times along their 
planned itineraries and to show alternatives in the event of devia
tions from the plan. This information is “played” centrally by the 
forecasting machine from a “Single Point of Truth” to all of our out
put media. These are, for example, the display boards in the train 
stations, various apps, websites and travel portals in the network. 

What’s the status quo?
On longdistance services, the best networked system in the country 
with up to 1,000 trains a day, our passengers and those picking them 
up at stations have been benefiting from forecasting machines since 
May of last year. An improved travel experience in this form was also 
the aim of the project when we launched it in 2015. The initial ques
tion was: How do we get the best information on connections or 
delays for the arrival and departure times of our trains? Our hypothe
sis at the time was: Huge amounts of data and intelligent algorithms 
should make it possible to make and deliver a more reliable forecast 
in real time than our old forecasting system could achieve. The algo
rithm always calculates the actual data in relation to the current oper
ating status of the customer’s itinerary. And that’s refreshed every 
minute. Particularly on longdistance routes, the operating status can 
change every minute. When a customer travels directly from A to B, 
one minute is usually meaningless. However, a minute can be deci
sive when changing trains. That’s why it’s important that we get a 
good forecast for changing trains at an early stage and can offer the 
customer a consistently reliable travel chain forecast.  

Learning from data
What kind of data does the forecasting machine use?

Trainrunning information, scheduling decisions, but also second
ary information that the system can obtain from delays of other 
trains and that the algorithm has learned to deal with. In today’s live 
operation of the forecasting machine, these are all inventory data 
that we guide through the algorithms. In the future, this will be sup
plemented by circulation information, weather data, GPS data, etc. 
in order to achieve a shorter and at the same time even more valid 
information cycle. On the technical side, there are only two levers of 
improvement for this service: on the one hand, the data – the diver
sity of its sources and their provision frequency – and, on the other 
hand, the algorithm. 

Speaking of the “future” – what are you planning next?
The aim is to further improve the forecasting quality for longdistance 
services and, in parallel, to start integrating regional and metropolitan 
trains in 2019. It’s always a matter of learning from the data and de
ducing from it which improvements can be rolled out. That means 
nothing more than reading the right things from the data. If you like, 
it’s a standard process in the Big Data world. This also includes fast 
failing, sorting out data in order to say in a portfolio tunnel: These are 
the drivers with which we can once again create the largest hub for 
improving forecasts. The next step is to adopt these elements and 
introduce them into production. To this end, we want to successively 
expand our data source landscape and our longterm goal is to also 
include local public transport, i.e. to integrate buses, subways and 
suburban trains.

Joachim Betz, Principal Transport 
Solution at T-Systems, in conversation 
with Peter Schütz, Head of Traveler 
Information at Deutsche Bahn AG.

Joachim Betz
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And when does a cooperation partner on the IT side come into play? 
First of all: we use stateoftheart technologies for the many millions 
of forecasts that are made every day. Microservices, for example, 
which consolidate the data by the minute, are automated and scal
able, on Big Data platforms in the cloud. This gives us the scalability 
that allows us to be very flexible. Today, modern IT is a cloud opera
tion. But the idea behind our cooperation with TSystems is a different 
one: We bring the railway knowledge, while TSystems brings the 
algorithmic knowledge – the knowledge about how to find the right 
algorithm to solve a certain problem. They provide the competent 
team that knows everything about analytics and can handle both AI 
and Big Data. If both groups, and not just the respective data scien
tists, work together in a highly integrative manner, then there is real 
power behind it. Analytical power, implementation power and a 
great deal of competence. We have made a really great start, but we 
are sure that we can continue to improve here as well. And with every 
improvement, we will raise our bar. That is the socalled “forecast 
quality.” In longdistance services today, 30 minutes before a train 
arrives, it is 87.5 percent. However, we want to aim for a forecast 
quality of 95 percent, ideally even 99 percent. 

How will you achieve this?
A travel guide that is as comprehensive as possible needs information 
from all the modes of transport involved. And we’re talking about over 
800,000 trips a day on public transport in Germany. That’s why we are 
already integrating a large number of external companies into the 
travel information platform so that we can supply the information 
channels consistently and well. We have deliberately said that we are 

making the basic information available not only to DB companies, 
but also to all external transport companies, so that the entire indus
try can benefit. In the long term, this also includes air traffic, i.e. the 
real time supply of takeoff and landing information to airlines and 
airports. That is the future. In principle, the ability to forecast is not a 
USP in itself. This is more of an industry standard. But to make fore
casts of this quality, as the forecasting machine can already do for 
longdistance train services today, is something special compared to 
other countries. That’s why we are investing so that we can expand 
this service even further and make it faster.

You can’t get much faster than “real time”. 
It’s not about systemic speed, but about the speed of project imple
mentation. The quality of the algorithm accounts for 30 percent. 
The quality of the data accounts for 30 percent. But 40 percent is 
down to the way we work. At some points we still work redundantly 
as a team. We have to get to the market even faster through the way 
we work. That’s the next step. And that’s where I have confidence in 
the partnership. It’s working.

Joachim.Betz@tsystems.com

Peter Schütz
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“ Hello,  
this is your 
workshop!”

With a small plug, Daimler and 
T-Systems turn used cars and 
unconnected new cars into 
“Connected Cars” – creating a 
hotline between driver, vehicle, 
and dealer.

The Mercedes me Adapter is no bigger than a matchbox and 
“hides” in the footwell of the vehicle.
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COPY   Yvonne Schmitz

I
n the middle of the highway, halfway to a welldeserved vacation, 
suddenly the warning symbol for the brakes lights up. What now? 
Change to the side strip as fast as possible? Wait for the next rest 
stop or just continue? Often, motorists do not know what to do if 
any of the up to 80 different control icons light up. Nine out of ten 

British motorists said in a research of the Accident Advice Helpline that 
they had seen at least once a dashboard symbol they were unfamiliar with. 
Many MercedesBenz drivers will not have this problem any longer – 
thanks to a plug about the size of a matchbox.

INSIGHT INTO THE CAR VIA APP
The Mercedes me Adapter, which was developed in a technology part
nership between Daimler and TSystems, is part of a retrofit solution for 
vehicle networking. The “dongle” is in the footwell of the driver, directly 
at the interface to the vehicle diagnostic system. Via Bluetooth, it trans
mits vehicle data such as the brake status or the battery voltage to an 
app on the user’s smartphone. The app in turn is connected via mobile 
phone with a backend. If, for example, the vehicle has an accident or 
breakdown, the vehicle data and the position are automatically trans
mitted via the app to the Daimler Service Center and the driver can be 
helped immediately.

DIGITAL CONTACT TO THE CUSTOMER
“With this adapter solution, also those vehicles benefit from Connected 
Car services that are not already factoryequipped with online services,” 
says Pascal Schattner, Product Manager for the Mercedes me Adapter 
at Daimler. For example, if desired, the app provides an automated trip 
list, helps with fuel price searches and navigates directly to the ap propri
ate gas station, searches for free parking spaces, and saves the parking 

position or shows the driver various vehicle data in real time via a live 
cockpit. With the help of this B2B2C retrofit solution, MercedesBenz 
dealers improve their marketing and aftersales processes by maintain
ing digital contact with their customers – even after the warranty expires. 
The app reminds workshops, among other things, of upcoming service 
intervals of their customer vehicles, thus enabling them to proactively 
create an individual offer, for instance for spare parts or special service 
actions.

SEAMLESS INTEGRATION WITH EXISTING SYSTEMS
“TSystems delivers the only Daimlerapproved OBD adapter and the 
smart phone app for the driver and integrates the solution into the IT sys
tems and processes of the vehicle manufacturer as well as its dealers. 
Since the market launch in early 2016, we have delivered more than 15 
app releases with new features,” explains Christian Wengerter, Project 
Manager Mercedes me Adapter at TSystems. The Telekom subsidiary 
operates the backend systems on behalf of Daimler in a highly secure 
private cloud that complies with the strict German data protection legis
lation. Today, a sixdigit number of adapters is already in use throughout 
Europe. “The Mercedes me Adapter is available for 27 passenger car 
models and four Van models from 2002 onwards – in 21 European 
countries as well as in South Africa and Turkey. This year, we want to 
extend the offer to additional countries around the globe,” tells Pascal 
Schattner.

vehicles can still be fitted  
with the adapter.

and four van models built after 2002 can use the adapter.

21
EU countries as well as South Africa  
and Turkey are using the adapter.

Christian.Wengerter@tsystems.com
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17-year-old

27 passenger 
car series



The order is  
what matters
Globus Baumarkt is a company that is working on the DIY store of the future.  
In this process, technology that makes workers’ jobs easier and increases 
customer satisfaction plays a major role. Before getting to the “fancy” things 
such as augmented reality, artificial intelligence, and machine learning to lead 
shoppers to a new joy between the impact drills and the canopy swings, 
Globus Baumarkt first wants to have done the digital homework necessary  
to implement them. All at the right time.
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A
total of 24,000 square yards, over 60 con
secutively numbered aisles, a colorcoded 
customer guidance system down to the 
items on the shelves. And on those shelves 
are 70,000 different products, some of 

them with up to 6 different versions. This must be what 
paradise looks like – at the Globus Baumarkt in Saarlouis, 
Germany. At least for doityourselfers, amateur garden
ers, and animal lovers. Or even for interior designers, 
renovators, and homebuilders with the ambition of do
ing not insignificant work themselves between topping 
out and moving in and finding the solution to their prob
lems at Globus Baumarkt – “If you’re building, you need 
Globus.” 

The Globus located on Schanzenstrasse in Saarlouis is 
the flagship store of the currently 91 DIY stores belonging 
to the company. “Currently” is the operative word, since the 
DIY company, operated by a family from nearby Völklingen 
and now one of the largest DIY retailers in Germany, is grow
ing constantly. Both strategically and organically. And for a 
good reason: According to BHB, Germany’s trade associa
tion for DIY, construction and gardening, sales by the top 
20 DIY companies in 2017 totaled 18.54 billion euros.  
Germany is a nation of doityourselfers.

But back to paradise: One person who knows his way 
around is Globus Baumarkt IT Director Martin Fries. “But 
even those who set foot in our store for the first time find 
their way around very quickly,” he assured. This is also 
because of IT. And through digitization. Here, at the com
pany’s largest DIY store, first opened in 2016 near the 
banks of the Saar, Fries and Globus Baumarkt Marketing 
Director Jörg Lehmann are working with colleagues and 
specialists as part of a specially formed team to develop 
the DIY store of the future. By each successive step that 
brings them closer to the goal of rolling out from Saarlouis 
to the whole country. Into the entire Globus Baumarkt 
landscape, which also includes two DIY stores in Luxem
bourg. “The foundation for it has been laid and the frame
work is also complete. Now it’s a matter of the interior,” 
pledged Fries, specifying, “We didn’t want to get side
tracked right at the start with all the fancy things digitiza
tion makes possible. Instead, we wanted to do our home
work so we could then quickly roll out everything that we 
like because it benefits the customer. The wrong order 
would swiftly bring about a rude awakening.” 

A CONCEPT FROM THE SAARLAND –  
READY FOR ROLLOUT
To do this, the IT boss first contracted TSystems to up
grade all stores nationwide with fiber optics and WiFi, 
ensure broadband and availability in every corner of each 
store, and switch all stores to AllIP along the way. “This 
way,” Fries reckoned not without pride, “we’re the first 
corporation in the country to implement this so consis
tently. We defined the concept for Germany, it’s now be
ing exported to Luxembourg and tomorrow or the day 
after, if you will, anywhere in Europe.” That is how easy 
scaling can be. “We still sweated some things along the 
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way,” reminisced Thomas Petry, Key Account Manager 
for Globus Baumarkt at TSystems. This is because the 
TSystems team had just 18 months to roll up its sleeves 
and revamp Globus Baumarkt’s entire infrastructure. 

Today, the registers, the phones, the Internet, the WiFi, 
etc. – in every Globus Baumarkt – are all connected to an 
MPLS backbone via fiber optics. Instead of using their 
own phone lines, the stores use a central tele
phone system by Cisco to which all stores were 
connected via their local area codes with which 
customers were already familiar. “Just an MPLS 
data connection, all phone numbers imported, all 
copper cables completely cut,” summarized Fries 
of what had impressed him: “How TSystems kept 
that incredibly tight window and how every store 
switchover, the entire rollout happened without any 
disruption.” So much for how both foundation and 
framework are needed for a voyage into the world 
of digitization. And how was TSystems chosen? 

The subsidiary of Deutsche Telekom, Fries ex
plained, has been a strategic partner of Globus 
Baumarkt for several years. Cloudbased service 
management models, security and cyber defense solu
tions, or German data protection standards are ongoing 
topics. “But the real reason,” according to Fries, “has an 
entirely different component: If I’m going to embrace the 
future, I’m going to turn to someone who knows their stuff.” 

WHAT DOES THE CUSTOMER GET OUT OF IT?
To Fries and Lehmann, it is essential that this digitization 
voyage emanates from the customer. “When it comes to 
establishing the ‘DIY Store of the Future’, what’s import
ant to us is that the customer comes first. This is a very 
crucial factor.” Whether augmented reality glasses, cute 
little robots to guide customers around if desired, or in
teractive TV screens for informational videos – every 
decision on whether something is use ful, not yet useful, 
or not useful at all follows 
the answer to two ques
tions at Globus Baumarkt: 
How is it today? And how 
will it likely be in five 
years? Add to this the 
things that seem to have 
been around for years al
ready. Fries considers dig
ital price tags as “just one 
example. They used to be 
really pixelated, lowcon
trast, hard to read. Today, 
the technology is mature, 
and the image quality is so 
good, not least thanks to 
better cables, that you can 
barely distinguish a digital 
price tag from a paper one.”

At its core, Fries sees his role as IT Director thusly: “To 
create a shopping experience of the future out of many 
existing and still to be expected mosaic stones. And, for 
example, to use artificial intelligence or machine learning 
to take administrative tasks off our employees’ backs 
and to use technology that frees up resources for cus
tomer service.” When walking through the store, going 
around a corner, Fries already had an example to show: 

“Here we see one of more than 50 TVs in the 
store that used to have to be turned on every 
morning by an employee. Then, the flash drive 
with the video would vanish, a replacement 
would have to be ordered, every supplier had 
its own screen, yadda yadda yadda… Today, all 
of that is done with the push of a button and 
every error message is immediately logged.”

TESTING INNOVATIONS FOR SUITABILITY
Freeing up employees in this manner is import
ant to the IT Chief. This is because Fries already 
knows how the Globus Baumarkt of 2025 will 
look compared to the one of today. “There’ll be 
a bit of technology, but primarily it’ll be what 
sets us apart already today: our employees, the 

quality of their service, friendliness, helpfulness, and ex
pertise.” The benchmark set for this is extremely high 
and Globus – as one almost “naturally” wants to say 
when standing in a DIY store – did it itself. According to 
wellknown customer surveys, such as the Kundenmoni
tor Deutschland and the study by Dähne, a publisher spe
cializing in DIY, Globus Baumarkt is regularly chosen as 
the most customerfriendly DIY company in Germany. To 
maintain this position, “we try out a lot of things,” especially 
in Saarlouis, “to see what our customers think.” Tested, 
improved upon, or discarded. 

For example, VR glasses for virtually combining different 
bathroom designs have proven too cumbersome for cus
tomers: They take too much time to learn how to use them, 
each pair of glasses needs to be individually calibrated, 
and there are unresolved insurance issues should a cus
tomer stumble and break them – Globus Baumarkt goes 
down the list, item by item, of arguments against using pre
sumed innovations at this time. Or in favor of using them. 
For example, Globus Baumarkt is absolutely using special 
glasses to track the eye movements of selected customers 
for market research purposes. Questions such as where 
does it make sense to hang placards and where are they 
not even noticed, or questions about warehouse stock and 
its availability can be quickly answered in this way. 

Take robots, for example: Equipped with a navigation sys
tem, they can guide customers to specific lines or shelves 
they want to see. That was very nice the first time and was 
fun for children but was not suitable for everyday business 
“as things stand today.” Nevertheless, according to Fries, 
“It’s important to keep an eye on their development. Los
ing track of them could be devastating.” 

Globus Baumarkt relies 
with great success on 
omnichannel offers such 
as Click&Collect

“When it now 
comes to setting  

up the ‘DIY market 
of the future,’  

for us it’s about:  
customer first.”

MARTIN FRIES,
IT Director Globus Baumarkt
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OPTIONS BETWEEN SENSE AND NONSENSE
Alongside the building materials, bathroom and heating 
products, the tools, equipment and workshop machinery, 
between the paint and masonry products or gardening 
materials, there are many areas where Globus sees cus
tomer value maturing. Even today, the company offers fish 
lovers the opportunity to bring a water sample from their 
aquariums to Globus Baumarkt to have it analyzed. Some
thing like this could also become a digital service in the 
future via an IoT platform that registers and analyzes filtra
tion performance, oxygen 
supply, and water quality, 
thereby monitoring the 
health of the fish of every 
aquarist in the store. 

Another step on Globus 
Bau markt’s digitization voy
age is a customer guidance 
system that can be used 
from the cellphones of 
customers. However, when 
learning by doing, even 
Fries and Lehmann are 
occasionally surprised. 
In the course of the 
“Scan&Go” program, the 
new selfscanners were 
well accepted and the 
standard waiting time at 
the checkout was reduced 
considerably. Surprising
ly, the time saved by the 
customers was not sus
tained by an increase in 
paying with check or credit 
card rather than cash. In
stead, Globus Baumarkt 
found that the ATMs at the 
checkout were booming as 
they let customers continue 
to pay with cash. For Fries, 
this was an indicator “that paying with your phone will 
also break through in Germany in a few years.”

INTERSECTION BETWEEN ONLINE SHOPPING 
AND IN-STORE EXPERIENCE
Other developments, on the other hand, could pick up 
steam faster. Electric transporters, for example, that 
Globus Baumarkt customers can book online in ad
vance to transport particularly heavy purchases. But 
what happens when the decision to buy is held up be
cause the customer has questions at the shelf that are 
unanswered? Customer service representatives can 
already use a portable data terminal to not only check 
availability but also to give customers advice. These 
PDTs can make calls and send emails, both edit and 
send images, and are also connected to the Globus 

Baumarkt online store, where specialists can submit 
orders and initiate shipment should a customer want 
six lawn chairs but there are only five in the store. 
Overall, the online channel has become tremen
dously important even for the DIY sector. The com
pany logs more than 30,000 visitors to the online 
store every day, including the Click&Collect area, 
where buyers can pick up their items at a store of 
their choice within four hours. 

“The customers at our store are switch
ing more between shopping in person 
and shopping online,” explained Fries. 
“But online shopping also has its limits 
in the DIY sector. The ninth roll of wall
paper – because eight wasn’t enough – 
the customer buys online. But the initial 
purchase was in the store. See, touch, 
unroll: The literal look and feel of many 
products often can’t be replaced by any
thing for DIY store customers.” Never
theless, Fries wants to continue advanc
ing the connection between instore and 
online shopping. “We still have many 
ideas and we’re always trying out a lot of 
things,” added the IT boss with a smile. 
“But there are still some things we won’t 
reveal yet. We in the Saarland simply 
don’t like to cross our bridges before we 
get to them.” And it is easy to believe the 
head of IT at Globus Baumarkt when he 
says there is still plenty to come.

Craftsmanship from the bottom 
up – Martin Fries has been  

Head of IT at Globus Baumarkt 
since the company was founded.

www.globusbaumarkt.de

Thomas.Petry@tsystems.com
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“ From commodities 
to real impact”

Mexichem CIO Pedro Martinez and T-Systems 
Global Account Executive, Maricarmen Torres 
talk about corporate digital strategies, learning 
curves in global partnerships and delivering on 
promises. 

COPY    Thomas van Zütphen

Mr. Martinez, Mexichem is on a course of a worldwide expansion. How 
does ICT contribute to the company’s success? 

Reliable ICT means Mexichem can redirect internal resources, transi
tioning from a “keeping the lights on” approach to a focus on increasing 
business value. We offer a vast variety of products and services and 
operate across multiple geographies which means we need IT solu
tions that fit many specific scenarios. To allow us to focus on what really 
matters, the underlying IT services need to be invisible. When you plug 
in your cellphone charger or turn on the faucet; you simply expect it to 
work. And people want the same smooth experience when using email, 
working on a secure network, running an SAP® application, or setting up 
a townhall webcast for employees around the globe. Finding the right 
partner to help you provide basic technology services globally, flaw
lessly and at the right price is an essential key to success. This creates a 
platform to address important issues – like how we can be closer to our 
customers and how we can launch digital projects in certain areas. If 
you have fundamental IT problems, these things are impossible.

Wavin in the Netherlands, Dura-Line in the US, Netafim in Israel are just 
three examples of your recent acquisitions. Can you tell us about the 
type of business you have incorporated into your portfolio?

As our company name indicates, we started as a Mexican producer of 
chemicalbased commodities. And we have evolved into a provider of 
innovative solutions to address all kinds of global issues. Currently, 
60 percent of Mexichem’s Group EBITDA comes from speciality products 
and solutions, including precision irrigation, building and infrastructure, 
madetoorder resin compounds, datacom fiber microducts and fluoride 
applications in the medical and automotive industries. Our current combi
nation of assets makes us a truly global player equipped to effectively 
tackle diverse challenges, such as food safety, water scarcity or abun
dance and burgeoning urban populations. As we speak, we are busy 
redefining the purpose of our company. We want to better represent the 
fundamental “why” at the heart of this unique and powerful blend of 

FACTS & FIGURES 
With its roots in the processing of petroleum and petroleum 
products into plastics and a company history of more than  
60 years, Mexichem is today a leading producer of innovative 
solutions for a wide variety of industries and industrial sectors. 
Its business areas include the production and infrastructure of 
plastic pipe systems, data communication, irrigation and the 
development of special materials.



BEST PRACTICES Mexichem

49 CIOTalk

Vita

IT boss Pedro Martínez (47) has been 
with the company since October 2015 
as Corporate Vice President of IT. Prior 
to this, he was CIO of the Henkel Group 
for the Latin America region and 
sub se quently Head of IT and Process 
Owner at Henkel’s head quarters in 
Düsseldorf. Pedro Martínez holds a 
Bachelor’s degree in Manage ment 
and Business Administration from the 
ESADE Business School in Barcelona 
and an MBA from the School of 
Economics in Rotterdam.



business. Technology plays a major role in this, helping us accelerate 
the pace and become more than the sum of our parts. We’re moving 
from delivering commodities to really making an impact in the com
munities and countries we operate in. For example, we’re positioning 
ourselves as a leading developer of solutions that address food and 
water shortages, respond to the demand for increased crop yields 
and meet higher sustainability standards for fertilisation.

What do you expect from an ICT provider to keep up with this speed? 
The acquisitions I mentioned are global in their nature and they all have 
the potential to continue growing internationally at breakneck speed. 
So to deliver the same user experience and underlying technology 
infrastructure – whether it is in Norway, Colombia, Israel or the States – 
we need dynamic scalability. This helps us move forward fast and pro
vide standardised core applications, such as our harmonised human 
resources processes. Also, it allows us to deliver in a timely fashion and 
offer specific solutions for certain geographies or business groups. 

What was behind your strategic decision to task T-Systems with 
transitioning your SAP operations to a cloud technology platform? 

The initial decisiondriving factors were scalability and reliability com
bined with TSystems’ global footprint. We also wanted to minimise 
operational outages and perform according to established KPIs. The 
cost reductions we have achieved are a consequence of executing this 
strategy well and reaching a more significant critical mass. We were 
also looking for a longterm perspective to help the relationship work 
smoothly; mainly to overcome the first steps of the learning curve in new 
implementations.

What can you tell us about the cloud migration at T-Systems’ data 
center in Houston? What was your experience of the services and what 
are the first results?

TSystems helped us to set the stage for this migration, from the finan
cial business case to educating on using the cloud securely for a public 
company (listed on the BMV stock exchange). We are currently execut
ing this program in the Americas and have already migrated more than 
47 onpremise SAP servers and 63 TB of data. TSystems has consis
tently delivered what was promised, and worked seamlessly with our 
internal IT team, both during the projects themselves and afterwards to 
ensure availability and service levels. Collateral benefits included the 
reinforcement of best industry practices and continuous improvements 
in the IT processes affected by this program.

Cloud computing is a milestone in your digital transformation. But it’s 
not the whole story by far. What else has happened along Mexichem’s 
transformation journey and what’s coming up next?

An excellent example is the launch of NetBeat™ in May 2018. This 
enables the substitution of flood or sprinkler systems with drip ones 
(which means lower water consumption and increased yield) and we 
are now setting up the first intelligent irrigation system. A powerful algo
rithm combines the knowledge accumulated in years spent studying 
each type of plantation, with current figures recorded by sensors in the 
ground, as well as local weather forecast information or photographs 
captured by drones that show the colour of the fields. The possibility to 
store, classify and analyse huge amounts of data from customers 
around the globe in the cloud is revolutionising the way we optimise the 
industry and benefitting the communities depending on it. 

When it comes to the PLC of your production plants, their machines 
and Mexichem’s wide range of products, what role do predictive 
technologies play for your processes and the reliability of your 
infrastructures?

We are just scraping the surface of the immense possibilities that 
connected factories offer. We have one of the most significant 

In view of the variety of products in Mexichem’s portfolio,  
CIO Pedro Martinez needs IT solutions that “fulfill many different scenarios.”

22,000
Employees: over

worldwide.



concentrations of extrusion and moulding machines within our pipe 
manufacturing plants. Since 2017, we have successfully launched IoT 
smart adaptations in our plants (the first in Sumaré in Brazil). More
over, we have seen savings in raw material and waste reduction that 
delivered financial payback in less than ten months. These successes 
are boosting interest in Industry 4.0 across more than 130 Mexichem 
plants.

How long does it take you to identify the technologies you need, like 
real time data, IoT, AR and analytics, and how long does it take you to 
tie everything together?

Our digital projects call for a new approach to design where the tradi
tional lengthy methodology of capturing requirements and selecting a 
vendor does not necessarily fit. In the NetBeat™ example, the solution 
prototype was the result of joining forces with three startups in Israel 
that provided ideas for hardware, programming, and user experience. 
We have recently launched a corporate digital strategic pillar to convey 
this new way of working. This means we will need to adapt significant 
portions of our IT architecture, attract and develop new talent capabili
ties (such as data science, content design and user experience), and 
recalibrate the balance between internal and external resources. 

In a recent interview (with InnovationWeek) you said: “The balance 
between business goals and IT security” is a major challenge for 
Mexichem. What do you mean by that? 

I believe there is a very delicate equilibrium of protecting the assets 
used internally by more than 10,000 users (without counting our cus
tomers, vendors, and stakeholders), while not disrupting our business 
operation requirements. That is the ongoing challenge I was referring 
to. To help us on this longterm journey, TSystems has been assisting 
us with our global security operation centre (SOC) since late 2018. This 
is another excellent example of how the partnership helps us deliver 
consistent global 24x7 service and monitor, respond to, and resolve 
cyber incidents. 
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Maricarmen Torres, Global Account Executive at TSystems for the 
chemical company Mexichem.

Mexichem produces individual plastic 
jackets for almost everything that flows –  
from water and data to electricity.

www.mexichem.com

Maricarmen.Torres@tsystems.com

M
or

e 
th

an
 1

35
 p

ro
du

ct
io

n 
pl

an
ts

 in
 o

ve
r 4

0 
co

un
tr

ie
s

Ph
ot

os
: O

liv
er

 K
ra

to



The influencers  
behind the factory gates
Schwan-STABILO Cosmetics GmbH & Co. KG, or Schwan Cosmetics 
for short, uses HoloLens to maintain its production machines 
around the world. One example from operations in the U.S. state 
of Tennessee illustrates how digitization is deeply rooted in the 
global leader of cosmetic pencils.
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“

Troubleshooting across 4,700 miles – while repairing “his” production machine  
in Murfreesboro, Tennessee, David Wilson has his colleagues in Germany follow 
every move he makes.

W
hat the heck?!” – David Wilson does not 
understand what is happening. For days 
now, a cooling unit from the production 
machine in front of him has been losing 
leakage water. Drop by drop, which he 

has had to collect in a bucket. He has had parts replaced. 
He has sent emails to the main office in Heroldsberg, near 
Nuremberg. He has had external technicians look at the ma
chine here in Murfressboro, in the U.S. state of Tennessee. 
Yet the sobering result – almost depressingly unvarnished: 
Nothing has worked. So now, Wilson goes to the digital  
version, puts on a pair of HoloLens glasses, goes up to  
the cooling unit, and lets three colleagues from Germany, 
4,700 miles away, virtually look over his shoulder.

There, on their office computers in Heroldsberg, Bavaria, 
the three colleagues literally have Davids’ exact field of view 
on their monitors. Wilson moves his gaze along the lines 
over and over, expertly comparing notes with the others in 
real time through the jointly developed remote support 
solution, until one of the men on the virtual team begins 
to suspect something. He is someone with a background 
in tinsmithing – a traditional trade involving sheet metal 
working – who follows an instinct developed from decades 
of experience and advises his U.S. colleague: “David, would 
you please take off all the insulation from the lines?” And 
minutes later – voilà: “During the last installation, some
one actually forgot to take out a stop valve in the line that 
didn’t belong there. That solved it. Nobody, I don’t care 
who it is, would have figured that out by themselves,” said 
Bernd Preuschoff, senior vice president of digital trans
formation at Schwan Cosmetics, who developed the Holo
Lens application together with his colleagues in coopera
tion with TSystems MMS and introduced it to the company.

AVOIDING CARDINAL ERRORS
“What can be digitized is being digitized,” said Lars Vogel, 
head of TSystems Multimedia Solutions in Munich. There 
are already numerous “chief digital officers”, working 
groups or think tanks are being formed, and companies 
with the necessary cash are founding hip branches in 
Berlin, yerba mate iced tea and chillout lounges included. 
That is all well and good, but here and there it is some
times hardly more than cosmetic. A bit of digital polish, in 
a manner of speaking, that only covers the surface. This 
is where the global player from Franconia, steeped in tra
dition, takes another path. Here, at one of the world’s 
largest producers of eyeliner, lip liner, and kohl pencils, 
digitization seeps deep into the pores, comes alive, and 
is the company’s bread and butter. However, the secret 
recipe for this is actually no secret at all: Here, digital 
transformation begins with the people and not with the 
machinery.

Everyone is familiar with the products of this industrial 
holding company, which was founded back in the 19th 
century, and has likely held at least one of them in their 



hands before or even uses them daily – which is, of course, 
always much better for customer loyalty. They are the high
lighters with the characteristic shape and equally un for
gettable name of “Boss”, the distinctly orangecolored 
fineliners with the white stripes for calligraphers, the eye
liners and lip liners from wellknown cosmetic brands. All 
highly haptic products that have since also developed a 
strong connection to the new digital world. “When a 
known influencer with more than 100 million followers 
posts a video on YouTube on Tuesday giving makeup tips 
with our new kohl pencil, that same day, the wires start 
buzzing with new orders and production has to put the 
pedal to the metal,” reported Preuschoff. Incited by social 
media, the demand for one or two dedicated products can 
scale up exponentially. Both in national markets and world
wide.

A BAT OF AN EYE WITH A STRANGE IMPACT
What power and the kind of dynamics digitization can 
unleash in real time have long been known in Herolds
berg. Not only that, they are actually orienting their 
business toward it – deeply, with focus on the future. 
Not just polish.

This is why they understood from the getgo how to go 
about using data glasses like HoloLens in the workplace. 
The immersion into “new work” began with virtual/aug
mented reality in order to optimize the maintenance pro
cesses at seven production sites around the world, since 
Schwan Cosmetics makes products in China, Mexico, 
Indonesia, the Czech Republic, Columbia, and Brazil in 
addition to the U.S. and the headquarters in Herolds
berg. All of these sites utilize complex, highly automated 
production systems. The factory floors are just as neat as 
a luxury limousine showroom. This is because the manu
facture of cosmetic products is subject to the strictest 
requirements, not least of all dermatological. This means 
Schwan Cosmetics is not just lean, it is also clean. How
ever, the challenge in this highly engineered, virtually 
sterile fabrication is an unequal qualification at the sites, 
which makes its presence known not least in the form of 
resource scarcity. Expert knowledge of the hightech ma
chinery is not at the same level everywhere, resulting in 
high costs. Technicians must fly around the world, and 
occasionally, machines suffer costly failures. Today, how
ever, even quality audits can be performed at signifi cantly 
lower costs.

Nevertheless, industrial machinery everywhere is trimmed 
for efficiency, to some extent, from the day its built. “The 
rule is to obtain maximum output from the machine with 
minimum expenditure. That means when we’re at capaci
ty, we don’t have time to look at new maintenance ap
proaches using, say, HoloLens. But if the machine isn’t 
running, we still don’t have time because we need to get it 
working again quickly,” said Michael Wazlav – who is the 
Managing Director of Schwan Cosmetics Produktions
technik, which manufactures and maintains the produc

Using HoloLens technology, experts at the Schwan Cosmetics headquarters in 
Heroldsberg control the worldwide maintenance of their machines.

tion machines for the entire network – in summary of the 
classical challenges of introducing new technology to in
dustrial production plants. The implication for executives: 
“With us, digitization starts with our coworkers. If you ask 
someone today whether they miss augmented or virtual 
reality in their daytoday work, it’s like asking someone 15 
years ago whether they miss a smartphone,” explained 
Preuschoff. This is why it was important to him “to demys
tify, to give a handson introduction to” HoloLens at the 
plant, as he emphasized.

LOOK AND FEEL OF DIGITIZATION
To this end, Preuschoff and his teammates toured the fa
cility, spoke with the works council, visited both the day 
and night shifts, and let them simply touch, put on, and 
try out the glasses. In doing so, they made the technology 
literally tangible. At this time, Schwan Cosmetic’s pro
duction machines were primarily incidental. The team 
focused solely on finding internal “influencers”, so to 
speak, who have fun with new technology and get excit
ed about it, then help colleagues understand it. “For our 
maintenance with HoloLens, it is crucial for people to talk 
to each other and work together efficiently to localize 
faults. We’ve managed to do that by getting them first to 
talk about the new tool and then to try it out for them
selves,” elaborated Preuschoff.

This resulted in that deepdown digitization along with its 
greatest benefit: The initially desired savings effect – an 
amount in the upper five figures for travel alone – hap
pened almost in passing. Sometimes, it is a machine fail
ure, other times, it is operating instructions that give an 
employee the opportunity to put on mixed reality glasses 
and compare notes with colleagues around the world. 
But it is the indirect effects of HoloLens that are much 
more important: Above all, Schwan Cosmetics has 
achieved an immense transfer of knowledge within the 
company. “Everyone who works in an office knows this: 
Windows crashes, you call IT support, you get help. But 
you don’t come out of it any wiser. Now, however, employ “ D
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ees in, say, the U.S. only get help from colleagues here in 
solving their problem by themselves. They only get a guide 
and make the repairs with their own hands. The next time, 
they probably won’t need the help,” Alexander Sarkissian, 
Digital Initiative Manager at Schwan Cosmetics, expressed 
with confidence. 

EFFECTS BETWEEN MASCARA AND MACHINE 
ROOM
Digitization at the employee level is now fully estab
lished. Whether it be problems in pencil assembly that 
suddenly result in too much scrap or the starting up of 
the largest system ever built for the cosmetics company 
and installed in Český Krumlov in the Czech Republic: 
The HoloLens has become an everyday work tool. It is 
now even used to run through complicated operations 
before actually executing them on the machines. And 
even the operators are becoming more confident with 
the technology. They appear more relaxed in handling 
new, complex machines, since they know there is always 
someone who can virtually assist them in the moment if 
needed.

With this strategy, Schwan Cosmetics has been able to 
break down reticence and make room for new ideas, such 
as digital color management, which is also being devel
oped with TSystems. The company’s beauty products 

The highest quality control 
standards are a musthave for 
Schwan Cosmetics. 

www.schwancosmetics.com

Martin.Reissmann@tsystems.com

come in 350 different textures and 12,000 different colors. 
This level of variety is based on the different market needs 
around the world – “different countries, different colors.”

Digitization can help give transparency to the entire color 
portfolio, giving users various options for choosing their 
desired color to then determine which of the 12,000 colors 
works best. “Aside from speeding up the process and sav
ing on actual sample pencils, customers will be directly in
volved in the color selection process,” said Sarkissian, who 
is leading the project. But no matter what the employees at 
Schwan Cosmetics come up with: “Our approach is always 
to connect people to work together and make something 
happen,” said Preuschoff of the company’s very special 
and successful digitization strategy – digitization always at 
the employee level first.

12,000 

The world market leader 
Schwan Cosmetics produces 
cosmetic pencils in more than 

different colors.
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“ The lifeblood of 
the Sparkasse”

With its communications service provider,  
SIZ Service GmbH, the Sparkasse-Finanzgruppe 
(savings bank financial group) is setting the 
course for the “digital future.” One mammoth 
project in this endeavor: Converting all member 
companies in the association – totaling around 
800 individual customers – to a nationwide All-IP. 

Benno Rieger,  
Head of SIZ Service GmbH

Ph
ot

o:
 N

or
be

rt 
Itt

er
m

an
n



Sp
ar

ka
ss

en
Ra

nk
in

g
COPY    Sven Hansel

T
he gate system of a parking lot. The driver 
presses the buzzer, the gatekeeper responds – 
through a telephone line. The elevator inex
plicably halts between the third and fourth 
floor and stays put. At the press of a button, 

passengers are able to reach building services – using the 
elevator phone. Or even turnstiles and entrances, where 
cameras provide security and transmit their data along the 
ISDN network. “There has always been telephony in the 
Sparkasse banks, which themselves have a long history. But 
only now, with our project, do you notice just how it’s in 
everything and how much you rely on it every day in all 
aspects of business,” said Benno Rieger.

Rieger knows exactly what he is talking about. A business 
IT specialist, Rieger is the head of SIZ Service GmbH in 
Bonn. The company supplies communications solutions 
to the SparkassenFinanzgruppe, which primarily refer to 
fixed and mobile telephony. In this role, Rieger is heading a 
mammoth project these days: He and his teams are working 
with TSystems to oversee the conversion of around 10,000 
classic telephony connections throughout the nation to 
AllIP. This is one of the largest conversions by Deutsche 
Telekom to date; a blueprint for future IP projects with other 
companies.

FROM THE LANDESBANK TO THE SPARKASSE
Setting the course for the digital future of Germany’s savings 
banks, the Sparkassen, is made particularly challenging by 
the company’s unique structures. SIZ Service GmbH serves 
800 individual customers. These include both large institutes, 
such as the Sparkassen in Hamburg or Cologne, and state
owned commercial banks, called Landesbanken, with sev
eral thousand employees, as well as small offices such as 
those of LBS or Provinzial, with three or four employees. 

All of these business units require the same reliable care 
when it comes to switching to a modern communication 
network. This also originates from the SparkassenFinanz
gruppe’s legally mandated function. Its institutes are no 
ordinary banks, rather they are typically what is described 
as “nonprofit, municipallyowned, public universal banks.” 
Unlike hip fintech companies or pure Internet banks, they 
are required to provide services to the public such as dis
pensing cash or facilitating payment transactions. This 
means customers may not be aware that their Sparkasse 
around the corner is not only competing with the scores of 
other bank formats, they are also bound by a multitude of 
regulations that do not hinder the competition. “And the 
consequence of that is the IP conversion by our 800 cus
tomers needs to be not 100, but 1,000 percent reliable,” 
said Rieger. “Sparkassen need to work, failure is not an 
option!” 

To guarantee this absolute reliability, SIZ Service GmbH 
and TSystems proceeded with military precision – a pos
itive crosssector example.

PERMANENT INFORMATION PAVES THE WAY FOR 
GO-LIVE
The first phase of this IP battle plan: planning. This 
includes a dedicated project team as well as a powerful 
steering committee in which all representatives relevant 
to the process are actually present. “Without the regular 
steering committee, we would be completely lost. They’re 
doing tremendous work,” praised Rieger. The second 
phase: analysis. “We’ve peered into every last corner of 
our customers to find out where telephony is being used 
and where it is important,” said Rieger. This also included 
a very granular examination of where in the network the 
switch to the new technology would cause what functions 

BEST PRACTICES Sparkassen Finanzgruppe
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INSTITUTE BALANCE SUM EMPLOYEES

1. Hamburger Sparkasse 44,118,484 5,286

2. Sparkasse KölnBonn 26,233,413 4,083

3. Kreissparkasse Köln 25,898,662 4,126

4. Frankfurter Sparkasse 18,719,355 1,743

5. Stadtsparkasse München 17,980,670 2,744

6. Sparkasse Hannover 15,043,858 1,848

7. Mittelbrandenburgische Sparkasse in Potsdam 12,818,975 1,570

8. Sparkasse Pforzheim Calw 11,675,673 1,920

9. Ostsächsische Sparkasse Dresden 11,633,315 1,594

10. Nassauische Sparkasse 11,509,401 1,691

* Data relating to 2017 financial year, source: DSGV



to no longer be available or to be substituted with digital 
functionality. The third phase: information. “We really got 
into it: organized regional information events, made news
letters. We approached the relevant parties early on and 
provided much detail,” said Dirk Zierhut, TSystems’ Account 
Manager for SIZ GmbH and SIZ Service GmbH. The fourth 
phase: preparing to go live. If you know a surveillance 
camera is going to be down on Day X of the conversion, 
you post an additional guard at that location.

DATA SECURITY AS BRAND ESSENCE
The fifth and last phase of the project is, of course, the 
most important: the conversion. SIZ Service GmbH’s 
approach is also setting benchmarks here, such as with 
security. This is because the attraction of AllIP is that it 
can bundle technologies. Where before, there was an 
ISDN connection with two voice channels, now there is 
AllIP, which can combine up to 1,000 and more chan
nels in a single connection. However, this fundamentally 
significant advantage also conceals challenges: If this 
connection goes down, innumerable branches are sud
denly unable to communicate. In addition, the Sparkas
sen are also subject to special regulations when it comes 
to handling customer information. Finally, of course, it 
cannot be possible for this massive bundling to give way 
to flaws through which cybercriminals can hack into core 
systems via IP. The consequence: SIZ Service GmbH and 
TSystems are spending an entire year working out a 
sophisticated security concept. “The linchpin is that our 
security requirements always have to be met, even when 
an IP line runs outside. Data protection and data security 
are the essence of our brand – always,” said Rieger. This 
exemplary process will likely still take a good year and a 
half, with the occasional delay or technical challenge – 
hardly surprising, given the scope. With IP telephony, 

functions such as call forwarding in the event of a dis
ruption need to be integrated specifically, as they do not 
come standard. Ultimately, however, by 2020, all 800 
connected customers of SIZ Service GmbH will be able 
to benefit from the modern technology. “The mix of ana
log and digital, that’s the lifeblood of the Sparkasse,” 
summarized Rieger in regard to the expectations on 
AllIP. 

HOW LOCAL PRESENCE HELPS KEEP A 
COMPETITIVE EDGE
Despite margin pressure, low interest periods, and online 
competition, the Sparkassen are looking to continue 
emphasizing their local presence with their customers. 
The nearest bank may always be just a click away, but the 
brand essence of the Sparkassen will experience a boost 
from AllIP. According to Rieger, “Customers these days 
use the web for initial information almost without excep
tion. Only thereafter do they come into the local branch. 
This is where it is necessary to be able to connect to, say, 
a tax or real estate expert via video conference, if needed.” 

This makes the Sparkassen wellequipped for customer 
relations across all channels, since today’s banking takes 
place via an app, online chat, or video with a tablet and 
Internet connection while sitting on the couch. In addition, 
the Sparkassen will reduce their costs tremendously with 
AllIP, since the bundling makes telephony considerably 
cheaper compared to the earlier connections. New possi
bilities for real time interaction can be introduced and even 
massive volume is no problem thanks to AllIP’s extreme 
scaling capability.

The SparkassenFinanzgruppe is ready for the future – a 
future that can only work by combining an analog and a 
digital bank into one. Its very lifeblood, in fact.

Joint project responsibility – business information specialist Benno Rieger, Head of 
SIZ Service GmbH (left), and TSystems Account Manager Dirk Zierhut. 

www.sizservice.de

Dirk.Zierhut@tsystems.com
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An OTA connection  
for emergencies
Even when a nationwide IP conversion like the one by SIZ 
Service GmbH is planned and implemented with military 
precision, no one is immune to failures or disruptions. 
Total system reliability is not possible. This is why the 
experts at TSystems have developed a mobile emergency 
kit containing a sophisticated package of router, power 
distributor, SIM card, a specially developed active high
power antenna, antenna extension cable, and IoT tracker. 

This makes it possible for a remote location to maintain a 
secure connection to the company network at all times 
until the normal connection is reestablished, such as 
during remodeling or if an excavator gets a little carried 
away with its notorious bucket at a nearby site and severs 
a buried line.

The kit is powerful and can reach up to 10 Mbps, allowing 
the customer to continue to maintain their security require
ments in such an emergency. The connection is tunneled 
in Deutsche Telekom’s IP VPN network, making it immune 
to hacking. Within the Sparkassen, an organization of 
savings banks in Germany, 12 of these “overtheair” (OTA) 
connections are already in use around the country. This is 
because the public mandate of the bank, which provides 
services such as pension payments, simply does not per
mit prolonged shutdown periods. There is no alternative to 
a network connection for the nearly 10,000 branches 
nationwide. The kit is also superbly suited for establishing 
a powerful, secure network at Christmas markets or other 
temporary events, including popups. 

A real showstopper is the builtin IoT tracker, which shows 
in real time where the kit is being used and whether it is 
functioning smoothly. This is accomplished by the kit 
transmitting its data to Deutsche Telekom’s completely 
secure Cloud of Things platform, a webbased analytical 
system used across numerous industries. The transmit
ted information on the platform can be visualized on a 
dashboard. Where is the kit right now? Is it moving to 
another location? What is the internal temperature of the 
kit? Is the system possibly at risk? How is the power sup
ply and battery charge? The platform can give reliable 
answers to these types of questions, allowing potential 
hazards to be detected in advance, making the emer
gency kit that much more reliable. A powerful emergency 
solution that is much more than just that.

Twelve of TSystems' emergency cases are already in use 
nationwide within the Sparkassen organization.

6 minutes
– and the permanent data connection is up and running.

With just a few simple steps the case is ready for use in 
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All of 
Switzer-
land in 
one trip 
Public transportation in Switzerland is 
something of a cliche, considering its 
transportation companies have taken the 
stereotype of ultraprecise clockworks –
Switzerland’s second-largest export industry, 
by the way – and quite simply turned it into 
reality. 

S
witzerland’s rail system is one of the most 
punctual in the world and even local public 
transport is incredibly reliable. Now, the Swiss 
Federal Railways (SBB) are teaming with sys
tem integrator TSystems Switzerland to take 

it one step further in creating NOVA, a new local transit 
system that is the first of its kind in Europe. Wherever 
travelers want to go in Switzerland, the goal of NOVA is to 
make it all possible in one trip and with one ticket. And 
here is the kicker: Any mode of public transportation can 
be used.

This is because Switzerland is not only a land of trains, it is 
also a land of ships, cable cars, and buses. All of these are 
now integrated into NOVA, with more than 200 mobility 
providers between lakes Geneva, Constance, and Lugano 
having connected their sales systems, including ticket ma
chines, online stores, and mobile apps, to the platform. 
And that number is growing. Now, when a user enters a 
query, NOVA calculates prices and routes in the occasion
ally complex fare system. The traveler needs to purchase 
one ticket only to travel seamlessly and easily, even when 
combining entirely different transit types. Even car sharing 
is integrated.

Here is a specific example of the benefits of NOVA: Before 
NOVA, passengers in the town of Zug in the canton of the 
same name looking for a connection to Luthern in the 
canton of Lucerne would be given a complicated route with 
a travel time of up to one hour and fortyfive minutes. And 
that is just travel time, since the timetable had no sensi
ble connection for this route. Now, NOVA calculates the Ill
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optimal connections, switching between train and bus, to 
ultimately produce an actual travel time of one hour and 
twentynine minutes, including sensible interchanges.

“Customers want efficient mobility, not stressful complexi
ty,” said Daniel Röder, NOVA project manager at TSystems, 
in summation of the benefits of the new platform. And appar
ently the innovation in IT is exactly what customers wanted: 
With NOVA, up to 300,000 tickets are sold daily and 5,000 
price queries are received per minute. From its inception, 
NOVA has totaled 1.4 billion Swiss francs in ticket sales. In 
SBB’s opinion, “With NOVA, we have now launched a 
central, nationwide sales hub that has already proven itself 
today and will fully guarantee certainty in the future – a stal
wart contribution to digitization,” summed up Urs Richert, 
contract manager for the company’s Future Pricing System.

The new system is also impressive from a technological 
standpoint. NOVA is entirely cloudbased, naturally replac
ing countless legacy systems and backend connections 
at, as of today, nearly 200 companies who connect their 
transit services, ticket sales, and information to NOVA. 
From the various pointofsale solutions, the hundreds of 
backend applications and inhouse developments to the 
offline terminals of bus conductors in the farthestflug val
leys, this means every system critical to the sale of tickets 
is now seamlessly integrated without any media disconti
nuity. This also includes other systems, such as those for 
billing and for ticket inspectors. And it all is anything but 
selfevident: “Where and how a transportation company 
places the QR code on its ticket alone needs to be clarified 
with all of the transportation companies, which takes time 

and resources,” said Röder, illustrating the effort needed 
for the platform.

NOVA also won over the panelists for the Digital Economy 
Award, one of the most significant IT awards in Switzer
land, with SBB beating out 18 other finalists. NOVA was 
nominated for the categories “Digital Innovation of the 
Year” and “Highest Digital Quality”, winning in the latter. 
The award recognized how the project has masterfully in
tegrated the different public transit ecosystems and play
ers in a complex, heterogeneous landscape. “It can serve 
as an example beyond our borders and gives customers 
enormous value in combination with a simple customer 
experience. This is highly relevant to customers in every
day life. Integrating the multitude of local transit providers 
into a single joint enterprise requires an extreme need for 
coordination and ability to reach consensus. All of that is 
only possible if the platform meets the strictest require
ments of quality,” the panel found. Switzerland is once 
again an example of utmost reliability, the Swiss clock
work more than just a cliché, but rather a role model for the 
rest of Europe and beyond.

www.sbb.ch

www.tsystems.com/ch

Daniel.Roeder@tsystems.com



H
ollywood blockbusters in 3D have long become standard, 
virtual and augmented reality solutions are taking root in 
factories, and visualized servers are replacing a plethora 
of real hardware: The virtual world is mixing more and 
more with the physical world. Now, Russian tinkerers at 

TSystems have come up with another innovation for this blending of 
worlds.

“Our goal is to overcome language barriers and distances,” said Kirill 
Vaniukov, Technical Project Manager at TSystems in SaintPetersburg. 
To do this, Vaniukov and his colleagues combined a telepresence robot 
by U.S. startup Double Robotics with real time translation software. The 
idea: Double – which is reminiscent of a Segway – can be controlled re
motely at Deutsche Telekom headquarters by an attendee of a video 
conference between, say, Moscow and Bonn. The robot itself is located 
in a conference room in Russia, where those in attendance see the virtual 
counterpart in Bonn on the robot’s iPad, almost as if they were meeting 
facetoface. Kind of like an anchorman of the video conference, Double 
can move during communication to “look” at each attendee, making them 
more tangible. “A rolling, digital alterego,” marveled “Der Spiegel” maga
zine in a recent article.

Video conferences between locations even several thousand miles apart and 
in different languages could soon become more natural and easier thanks to a 
polyglot on wheels developed by T-Systems.

Anchorman for 
video conferences

The showstopper highlight is that Double is connected to a  
real time translation module. When Vaniukov speaks into his 
headset, saying something to his colleagues in Bonn along the 
lines of “Привет, Майкл, как дела?”, he sees and hears “Hello 
Michael, how are you?” on his screen. Overall, Double makes 
the meeting not only more comprehensible, but less compli
cated. Aside from Russian, English, and German, Double’s  
real time translation also offers Japanese, Chinese, and other 
languages, such as Hindi. For now, the services are based on 
Microsoft technology, “but we have designed the solution in 
such a way that other translation software developers can also 
get in on the action,” said Vaniukov.

The invention is slated to hit the market later this year. In 
addition to Double, users only need a browser and a webcam 
to use it with a tablet or a PC. “We think the solution provides 
a good service for any industry and is particularly exciting for 
widespread companies. It makes you much more present in 

meetings,” said Timo Taschewski, product manager for TSystems in 
Germany. Naturally, the developers have also given consideration to 
maximum security: “Double can never start by itself and, say, wander 
around offices taking pictures, you always have to actively take a call for 
it to start working,” said Taschewski.

While the first intended use of the robot Double and its extended software 
for translation is clearly defined, Taschewski is already thinking about en
tirely new scenarios: “Double as a tour guide that can travel set routes in a 
museum and explain the works to visitors in their native language – the 
possibilities are limitless.” The virtual and physical worlds are indeed 
mixing more and more, and now with real time communication.

www.doublerobotics.com

Kirill.Vaniukov@tsystems.com
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Nine facts about a genuinely  
contemporary development

DA CAPO
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Source:   1. Prof. Dr. Henning Schneider  2. Peter Schütz  3. Forrester Research  4. DAI-Labor/TU-Berlin  5. SBB  6. Seth Lloyd  7. Schwan-STABILO Cosmetics GmbH & Co. KG  8. Thomas Tschersich  9. Handelsverband 
Heimwerken - Bauen - Garten
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US $123 billion 

€100 million  
invested by the Ministry of Health  

in the establishment  
of data integration centers.

calculated market volume for 
industrial IoT in 2020.

12,000
World market leader Schwan Cosmetics 

offers cosmetic pencils in 

colors.

quadrillion
of so-called bits.

Quantum computers can 
simultaneously calculate the status of 

800,000
daily trips – public transport 

volume in Germany.

200More than 
mobility service providers in Switzerland 

use a central ticket system.
of all road vehicles today are already 

networked via the Internet.

Up to 30 % 

95 % 
of all successful cyberattacks are  

possible due to software updates that 
are installed too late or not at all.

Approximately 

€18.5 billion 
turnover of the largest hardware store 

chains in Germany in 2017.




