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Respire –
the Call to Inspire
The coronavirus pandemic has hit the global economy, millions
of businesses, and us as individuals very hard. While we hardly
dare to breathe a sigh of relief, we continue to be cautiously
optimistic.

And thought leadership starts with introspection, which leads to questions.
Above all, questions about the impact any change has on our environment,
our lives, and our work.
Now, as Friedrich Nietzsche once wrote, “the good questioner is already half
answered.” However, while this does not automatically make it easier to find
answers, it does make it more difficult to ask the right question.
At T-Systems and Deutsche Telekom, we believe that big questions have the
power to unlock the future’s potential. That our future might even depend on
asking the right questions. And we need more people who have the courage to
do exactly that. To be led by questions rather than seduced by quick answers.
We call them “Chief Tomorrow Officers” and are looking for them specifically
among Generation Z. The 20-somethings who, in a decade, will make up 30 %
of the global workforce. The “Chief Tomorrow Officer” is not really a job in the
traditional sense – rather, we use the term to describe a new generation of
leaders who think positively and in a forward-looking way, and who exert influence across the company’s departments.

These are leaders who encourage employees to
find new solutions because they want to be part of
that solution and not remain part of the problem.
And who, in the process, also answer the questions
that we as IT service providers need to be asking
ourselves: Who are our future customers and employees? What does the future customer experience look like? How do we engage Generation Z?
How can AI enhance people’s productivity and
provide them with a stress-free work environment?
How can we utilize IT & AI to solve potential environmental crises? Which industries do not need to
be in constant reinvention? How can we make urban mobility more efficient?
This first edition of Future Practice will give you some
initial clues, and is intended to offer encouragement
as well as ideas. For example, our strategic approach
to customer success management, the article on our
Syrah sustainability dashboard, our low-cost mobility
management solution, or the numerous exhibits and
speeches from T-Systems and Deutsche Telekom
about the mobility of the future at the ITS World
Congress, which concluded recently at Hamburg.
Yours sincerely,
Adel Al-Saleh
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This “New Normal” calls for new practices, those that create a better foundation for current and future success. With this aim, we have now relaunched
our award-winning Best Practice magazine in a slightly different format and
with a new name – Future Practice. I am really delighted about this personally.
Because I believe that when our customers dare to take a deep breath again,
it doesn’t just reveal a lot of hope, but also entails a clear request. To us. And
that includes a request for thought leadership.
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Like mother
and daughter
Catena-X is becoming the digital ecosystem for
Europe’s automakers. In the process, another major
project is providing welcome obstetrics.
Author: Shreesh Tongaonkar
Photo: iStock

GAIA-X.
The name of the project, whose formal founding brought together
22 German and French companies in Brussels earlier this year, derives from “Γαῖα,” one of the first Greek deities to emerge from
chaos. In mythology, she stands — literally spelled as Gaia — the
Earth personified as a woman giving birth.
The father of the idea, however, is quite pragmatic: GAIA-X is intended to promote a high-performance, competitive, secure, and
trustworthy data infrastructure for Europe, based on an attitude of
openness and transparency. Similarly — with uniform standards
and common principles — Catena-X aims to increase the productivity of the automotive industry through the secure and sovereign
sharing of data and enhance the transparency of automotive supply chains in concrete terms.
Particularly, the automotive industry is considered as one of the
prime movers of the European economy, because it generates about
7 % of the European Union’s (or EU’s) total GDP (Gross Domestic
Product) and provides skilled employment with its nearly 12 million
employees. To put it bluntly, the car is one of the most powerful
engines of the European economy. But as the industry evolves from
a car maker and seller to a “mobility service provider,” its business
model is fundamentally changing.
This is because “service”, in the context of mobility, is primarily
based on subscription on the one hand and data centricity on the
6

other. This means that the revenue promise lies more with the data
than just with vehicles. And this makes the storage and transfer of
data within their transcontinental value chains a major concern for
companies in terms of compliance and security.
At the same time, however, it requires not only better networking
to meet the challenges of digitalization and exploit its benefits
across the entire value chain. But above all, a harmonization of
the different ways and means that the players have identified as
suitable for them.
Data exchange without loss of trust
Yet, of all things, the lack of data continuity — not just between
companies but also across the product lifecycle — is an almost
traditional problem in many industries. For a variety of reasons:
individual data formats and different protocols that result in a lack
of standardization and increased complexity. This, in turn, can make
the whole process error-prone and inefficient. Furthermore, different
authentication and authorization mechanisms hamper the supply
chain-wide networking. And if the companies involved use dissimilar
algorithms, the effective use of data is once again restricted.
A loss of trust is even imminent if companies cannot be absolutely
certain that the data they share will subsequently only be used for
the intended purposes. Among other things, the handling of particularly sensitive data, which regularly affects planned R&D projects
in addition to the market launch of new products, also has antitrust
significance. To bring about reliable security at all these points, the

founding members developed the GAIA-X initiative as early as
2019. To build protected data spaces, based on a European data infrastructure, and to protect all critical industrial sectors in Europe.
“In this sense, we want to build a European data ecosystem in
close cooperation with our partners and thus ensure European
data sovereignty,” explains T-Systems’ Chief Technology Officer
Maximilian Ahrens, who has been elected Chairman of the Board
of Directors of the GAIA-X initiative.
Hyperscalers on board
Conceptualized as a European data ecosystem, GAIA-X is nevertheless intended to remain an open cloud network at the outset and
not a closed, purely European operation. Since then, the initiators
have also opened up to non-European hyperscalers that recognize
the potential of the project and respect its rules and regulations.
Just one example is Google Cloud, whose flexible provision of enormous computing power can thus be combined with the guarantee
of European data sovereignty. To ensure the necessary and required
protection for GAIA-X customers and users, T-Systems has developed the necessary security architecture and made it the dedicated
subject of a partnership agreement with Google.
With GAIA-X, high-performance data centers are freely selectable
in terms of location, performance, quality and price, and services
can be transferred from one center to another, giving users data
sovereignty again. For Maximilian Ahrens, “this freedom of choice is
the first important step toward sovereignty. Above all, the customer

can choose whom to share data with, and retains full control over
the location, processing, and access to this data. These are the
European values that Deutsche Telekom and T-Systems share and
contribute to.”
On these lines, first new partnerships are emerging on the horizon.
For example, T-Systems is now working with the French cloud provider OVHCloud on a purely European, sovereign cloud. It is based
on the OpenStack architecture and addresses the specific needs of
the public sector as well as key infrastructure operators and companies operating in strategic or sensitive areas of public interest.
While GAIA-X is essentially a general, open-source, sovereign digital
infrastructure for Europe, Catena-X builds on it and represents a
specific use case for the automotive industry. In a further development of the GAIA-X reference architecture, the industry is primarily
concerned with standards for the digital exchange of relevant vehicle, equipment, logistics, and mobility data. The aim is to build secure,
interoperable, and neutral corporate networks with network-based
industry solutions on this foundation.
Therefore, the members have agreed on an IDS (International Data
Spaces) standard, among other things, which makes a federated
design for data exchange possible. This strengthens trust between
the partners, provides equal access options and the essential level
of security and data protection. Data sovereignty makes Catena-X
an extensible ecosystem for all kinds of players beyond OEMs including: suppliers, dealers, and logistics providers.
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“We want to build a European data ecosystem in
close cooperation with our partners and thus
ensure European data sovereignty.” Maximilian Ahrens

The benefits are clear: a system that creates standardization and access to data would indeed increase the competitiveness of the participants, improve overall efficiency, and contribute to sustainability
goals. Standardizing data spaces will also allow companies to tightly
combine advanced AI and automation technology and their results
with real-life demands of business. Time to market, for example,
from the development of a product to its placement in the market.

T-Systems’ Chief
Technology Officer

The following example illustrates this: quite a few European car
manufacturers are represented on all continents and have production units, manufacturing plants, supply chains, and dealership
networks across several countries. As a member of Catena -X, each
OEM can be sure that its own engineers, who work worldwide on
the same project, have access to the same data in their country,
while at the same time ensuring European data sovereignty.

Catena-X as a logical step
The Automotive Alliance will use the data ecosystem to concretely ensure digital sovereignty for
players in the automotive industry. In doing so, the industry is not only looking at the future requirements of the sustainability of its products and the safety of its processes. It has long been looking
at the future of production as well as services beyond that, from the dealership to sales. One of the
most important decisions and promises made by the members of Catena-X concerns the entire
automotive value chain, in which “joint cooperation and collaboration in an open network should
accelerate the exchange of data across companies”. But what does this look like in practice? One
tangible example of this is continuously connected data chains to create digital twins of automobiles.

to join the open network with very little IT investment. Thus, their
own logistics and supply chain management — in addition to the
topics of sustainability, maintenance, and quality management —
are also defined focus projects of the Catena-X members.
Networked data infrastructures are already making productivity increases, and advances in product sustainability and automotive
supply chain resilience seem within reach. Future applications will
include supporting production and development. In the second step,
Catena-X will focus on supporting production and development. And
then, once again, secure data spaces and networks will be critical in
ensuring that Europe’s automotive industry meets the demands of
the data economy, while safeguarding its data sovereignty.

Integration of SMEs
For the automotive industry, with its tendency to lean towards low
vertical integration, it is also important to make it possible for the
small and medium-sized enterprises (SMEs) in its supplier landscape
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Better welding
with AI

The quality control takes place directly during the welding process
rather than when the parts roll off the line. Instead of using spot
checks to identify defective parts, all the welds that occur are
inspected. Constantly, 100 % of the time. This curbs the number of
expensive and reputation-damaging recall actions, and the automated process speeds up production. The cost advantage is enormous: AI cuts quality control costs by up to 90 %.

Car companies are revolutionizing their quality controls. With welding robots
that automatically detect defects and, in the future, correct their own errors.
Author: Ingrid Kirsch

Photo: Shutterstock

Pores, spatter, bubbles: The welding robots in the automotive
industry can get any number of things wrong. And they have plenty
of opportunities to do so: Up to 100 welds are required before a
piece of sheet metal can be called a car door, for example. Robots
complete the welded joints in fractions of a second – far too quickly
for the human eye to register or even control the process. Until
now, the automotive industry has relied on manual quality control,
which requires a good eye. Sometimes, companies use computer
tomography to assess the quality of the weld or even choose the
path of destruction and separate individual weld seams again to
detect any defects. Whatever methods the car companies choose,
these kinds of subsequent checks are always expensive, time-consuming, and don’t cover everything.
How robots show insight
In a joint research project with a major German car manufacturer,
T-Systems has shown that Lenin’s assertion “trust is good, control is
better” can be turned on its head with the help of artificial intelligence.
The prerequisite is that the robots used in the production are able to
develop an understanding of the quality of their work. It’s only then
that carmakers can trust their laser or spot-welding machines to
detect their own mistakes, immediately sound an automated alarm
in the event of deviations, and remove the defective parts. So many
conditions cry out for the use of artificial intelligence: That’s why
T-Systems is raising the IQ of welding robots with a combination of
deep learning and reinforcement learning.

T-Systems is raising the IQ of welding robots with a combination of deep learning and reinforcement learning.
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Constant control instead of spot checks
“Cameras and sensors provide the necessary information about the
welding process,” explains Jörg Heizmann, Senior Sales Manager
Big Data & AI at T-Systems. One hundred images per second are
created in this way: “Because the volume of data is enormous at
10 gigabytes per second, we process all the data directly at the
machine in an edge device. This reduces latency, and quality
control takes place in real time.“ The advantage of the innovation:

AI Solution Factory: Diverse application scenarios
These types of applications are an important step on the way to a
fully-automated and constantly self-improving factory. The joint
research results from OEM and T-Systems were so clear that they
have now flowed into concrete T-Systems solutions: The quality
control of weld seams using so-called computer vision image processing is one of the core applications of the AI Solution Factory.
T-Systems presented it for the first time at Hannover Messe 2021.
The first automakers are already using it. But with the support of
the AI Solution Factory, companies can just as easily optimize their
logistics, for example, to better utilize their warehouses, cargo
holds, and containers. Security monitoring in companies and in
public spaces is another focus of the Factory: Companies can track
vehicles based on computer vision services, for example. Or they
can be informed automatically when unauthorized persons are in
security areas or the AI discovers a helpless person. All personal
data is immediately deleted from the edge device.
Modular kit for AI applications
Regardless of the specific area of application, the AI Solution Factory
provides its customers with a modular kit of hardware and software,
managed cloud services, AI applications, cameras, and edge devices.
The end-to-end service includes the development and testing as
well as the implementation and operation of the AI solution. Cloud,
connectivity, and security are included. This makes it easier for
companies to deploy AI. Moreover, thanks to the AI Solution Factory
framework, a completely new development is not necessary for
every application. As a cross-cutting technology, AI promises new
products and services, more efficient processes, and better decisions. For example, AI-based quality checks in real time, predictive
maintenance, inventory tracking, and autonomous logistics can
increase labor productivity by up to 40 % in developed countries,
according to studies. And specifically in manufacturing, AI enables
greater plant efficiency, better machine availability, and even
As-a-Service business models.
11
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AI: On everyone’s lips, but rarely used
Word of the effectiveness of AI has spread throughout companies,
according to Jörg Heizmann. More than 60 % of CEOs worldwide now
consider artificial intelligence to be more important than the Internet,
but only 12 % of companies have managed to productively implement
AI systems in recent years, he said. “Everyone is talking about AI, but
very few are taking advantage of the opportunities it offers.” Despite a
positive proof of concept, 90 % of AI projects are currently falling by
the wayside for a variety of reasons.
Clearing AI stumbling blocks out of the way
If AI is a promise, why do companies so rarely deliver on it? Because
the devil is in the design, or in data, security, and privacy. Take data, for
example: Many companies collect data, but not always the right data.
For example, to take quality control to a new level with machine learning, “it’s not enough for companies to have noticed an error on day X,”
Heizmann says. The data would also need to tell them what type of
defect it was and what the engineering teams did to fix it. “This kind
of information is rarely available; what is also missing in many places is
the important sensor data.” Where the data stock leaves something
to be desired, T-Systems first gathers the necessary information and
takes care of the appropriate interfaces at the customer’s site before
developing a proof of concept together with the customer and taking
care of the modeling and the training of the algorithms.
Why AI projects fail
Without competent support, companies often drive their AI projects
into the wall, even if they have a solid data set. “Many cannot meet
data protection and data security requirements or they lack a coherent rollout strategy,” Heizmann says. “The biggest danger with artificial intelligence is that people think they understand AI far too early,”
says AI researcher Eliezer Yudkowsky, summing up the difficulties. In
terms of companies, this means that they rush ahead with AI projects
without having the necessary preconditions. As a result, many fail to
integrate artificial intelligence into their business processes, IT systems, and data sources. Or they rely on a solution that is neither scalable nor highly available.

Turnkey AI
The AI Solution Factory wants to prevent such failures and therefore offers companies a kind of turnkey AI. Behind it is a team of
experienced AI and technology experts. The AI Solution Factory
combines a deep learning factory, which provides data scientists
with a standardized environment in the cloud, with an application
suite, which makes connections to business systems and logics.
“Our solutions are compatible with clouds from all vendors,”
Heizmann says. “The machine learning tools are based on opensource technology, so we avoid lock-in effects.”
AI Solution Factory at ITS World Congress
At the ITS World Congress 2021 in Hamburg, the AI Solution Factory
demonstrated how it uses AI to increase safety in public transport
while also taking into account data protection. Cameras already
provide images in many buses and trains today. With the AI Solution
Factory, T-Systems can analyze these “on the edge” using machine
learning techniques. For a transport company in the Rhineland, the
AI evaluates the passenger volume and seat occupancy and automatically recognizes dangerous situations. But don’t transport
operators risk creating data protection problems by doing this?
“No” reassures Heizmann, “because thanks to the edge, the images
can be analyzed in real time on site and don’t have to go to the cloud.
The camera images of public transport users are not stored.” With
the T-Systems solution, passengers’ privacy rights are protected.
As a cross-cutting technology, AI promises new products and services, more efficient processes, and better decisions.
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Growing with
your customer’s success

Customer Success Management (CSM). Just another buzzword to
add to all the other Customer X terms? What’s new is that it links
your own success to that of your customers.
Author: Roger Homrich

Customer Success Management as a new level of client centricity has arrived
at DAX-listed companies. Industrial engineer Dr. Marc Braun, Head of Customer
Success Management in SAP on any Cloud at T-Systems, explains why CSM is
more than just a new buzzword in the IT industry and how CSM is developing into a
win-win relationship for customers and service providers.
It used to simply be called Customer Service. Then it was Customer Relationship Management (CRM).
Then it became Customer Experience, followed by Customer Engagement. And now it’s Customer Success
Management. Isn’t this all just old wine in a new bottle?
You might think so at first. But shouldn’t customer-centric thinking be a given, no matter what I call it? The
focus has always been on the customer from a sales perspective. How one can increase sales with a customer
has been analyzed in detail. This applies to both B2C and B2B business. Customer service also played an
important role in the IT industry. If there were too many outages at a data center, customers could not
work, there was hardly any more business to be done. Everyone can still remember the awful news reports
when these kinds of outages occurred. But something has changed massively in IT, which is also turning
the relationship between the IT service provider and the customer on its head.
You mean the shift to flexible consumption and Everything-as-a-Service (XaaS) models. How is this having
an impact on IT service providers?
Usage-based billing is increasingly motivating IT customers to reduce their dependence on IT service
providers. This is because the dependence of buyers upon sellers is decreasing. Before the arrival of the
cloud, selecting an IT service provider took months, sometimes even over a year. On the one hand, that
was due to the costs involved. On the other hand, it was also about the chemistry between the customer
and the service provider. With budget volumes of several hundred million euros in some cases and a contract term of five to ten years, the customer and service provider also had to get along on a personal level.
Therefore, the motto was: “Look before you leap.” With XaaS models, things are different. The terms are
extremely short. Predominantly, standardized services are booked. If a competitor comes around the
corner with a more favorable offer, the switch can – theoretically – happen quickly. And it is likely to
accelerate even more in the future. IT service providers are, therefore, under a completely different kind
of pressure than with long-term contracts.

Photo: iStock
CSM builds on the foundation of customer experience by trying to improve the customers’ product experience.
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Does this mean that an IT service provider has to alter its customer service?
Yes, and even fundamentally, because relying on the classic account manager is not enough in the long
run. The account manager’s role was to manage the interface between the customer and the service provider,
ensuring that the relationship worked smoothly. If a customer was dissatisfied, the account manager looked
for the reasons for this dissatisfaction and made sure that the mistakes were rectified. If the customer approached the service provider with a new request, the service provider checked internally to see how the
request could be fulfilled. Most of the time, therefore, the service provider was passive, or at least reactive.
The primary concern was to maintain a good relationship. But there is a crucial difference: CSM builds on the
foundation of customer experience by trying to improve the customers’ product experience. It relies on indicators that predict the customers’ future value. It thus prioritizes customers’ financial, social, operational,
and strategic goals. CSM aims to ensure that customers derive the maximum possible benefit from a product
or service.
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Did innovations not play a role in the contractual relationship?
Within the agreed services, yes. If there were changes in hardware,
for example, customers benefited from them. Software updates
were also part of the agreed framework, of course. But access to
completely new and better technologies usually only came about
after a contract had expired. Think, for example, of renewals of
technological platforms such as our FCI. This is now being introduced to our customers with contract renewals.

Photo: iStock

Where is the CSM located? In sales? In customer service?
In operations?
This is a very crucial point for the success of Customer Success
Management. In principle, CSM is a mixture of the previous areas
of sales and service with a new component of customer management on top. It’s therefore important to overcome the previous
divisional thinking to some extent. The classic salesperson must
learn that his work does not end when the ink is dry on the contract.
It’s not only the service department that has to ensure that everything runs smoothly for the customer. Everyone must work together
to constantly put the current services for customers to the test.
What can be improved? Are there new technologies that can help
customers improve their own processes? This is an ongoing task
and what is meant by Customer Success Management. Because
CSM represents a change in mentality. Customers are no longer
“won over”; instead, they are shown how they can increase their
added value. At T-Systems, we are in the process of ensuring that
all employees across all divisions are aware of CSM.
But how is "customer success" defined? With higher customer sales
or lower costs?
A whole range of KPIs can be defined for measurability. For example,
if we proactively suggest that a customer introduces a new AI tool
in production, its impact on the processes can be measured – with
reduced production times, lower production downtimes, all the
way to new business models. Strictly speaking, this is no different
to before. A manufacturing company would also not buy a new
machine until it was convinced that it made sense.
And how exactly can this improvement flow into the customer-provider relationship?
For us, it is initially less important to link this type of idea and improvement management to contracts. Following the motto: I’ll
only suggest something new if I can benefit from it. For us, CSM
is first and foremost a basic attitude: if the customer does better,
we do better. But in principle, the customer’s success can also be
quantified in terms of the service provider’s monetary success. For
example, the service provider delivers in advance and only receives
payment after the successful introduction of an innovation, and
also receives a percentage of any increase in sales or reduction in
costs. Such models existed even before digitalization.
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Customers are no longer “won over”; instead, they are shown how they can increase their added value.

But won’t the sales I can generate with a customer still decrease?
As a result of this fear, CSM still has a hard time gaining acceptance in practice. But this way of thinking is wrong and it has long
been proven that a good customer relationship leads to more sales
in the long term. And because customer loyalty is declining sharply
in industries where products and services are becoming increasingly interchangeable, CSM is one approach that can strengthen
customer loyalty again. According to one survey, CSM helped more
than half of companies to increase their up-sell and cross-sell revenues by 10 %, as well as increase contract renewal rates and improve the amount of annual recurring revenues, while nearly a third
of respondents saw an increase of 20 % or more here.
Are there any success stories from IT?
An IoT provider found that a large number of customers were on the
verge of not renewing subscription services for IoT solutions. By analyzing the reasons, the provider found that this was primarily due to

a lack of understanding about how the solutions could be used and
the value they could add. No one had bothered to show customers
how they could benefit from ongoing product enhancements and
extensions after installation. On the contrary, they tended to confuse
customers, which made them want to cancel their subscriptions.
CSM was able to solve this problem because there were now people
to explain to customers how they could benefit from innovations.
Why is now a good time?
We are currently in a phase of “restart” after the pandemic. Many of
our customers recently had to pause their project work, for example
on the introduction of SAP S/4 and the associated modernization of
operational processes. Now things are starting up again. The only
difference is that the projects are continuing in a completely different way than before. Our customers’ and our company’s day-to-day
work processes have changed. Many things have been digitalized
that were inconceivable before, and we travel less. In addition, the

“technology leap” in the form of the cloud came at the same time.
This means that now is the time to rethink customer success.
And how will T-Systems use CSM? When it comes to cloud computing, companies are relying on hyperscalers. What can T-Systems do
about this?
It’s not a question of doing anything about it. That’s why we have
agreed to close partnerships with the hyperscalers. The hyperscalers themselves focus on their core competence of providing computing services flexibly. However, they are also very innovative when
it comes to new solutions and services, but which often don’t reach
the users. This is exactly where we see the greatest user value for our
customers. We bring these innovations to them, thanks to CSM.
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What’s the
future of digital?
What will happen to digital transformation initiatives after
the Corona crisis? Will the momentum continue, or not?
Author: Roger Homrich

Corona Pandemic: Key to successful transformation?
Finally! Economic forecasts are picking up, unemployment figures
are falling, and economically speaking, the end of the Corona crisis
seems to be in sight. What does this mean for digitalization? Will
the momentum continue or slow down?
In Germany, among other countries, the Bundesbank in Frankfurt
expects economic growth to be “significantly boosted.” But will
the country also become fundamentally more digital? Opinions
still differ: black, white, a lot of grays. In September 2021, Die Welt
(German newspaper) spoke of the “fairy tale of the German digital
race to catch up” and referred to a recent study by the European
Center for Digital Competitiveness. In its “Digital Riser Report
2021”, it ranks Germany 17th among the G20 countries. A representative Bitkom survey in spring 2021, on the other hand, concludes:
“Companies are feeling the economic benefits of digitization.” Only
12 % of the 500 companies surveyed across all industries would
still doubt the benefits of digitalization.

Driving forward digitalization after the Corona crisis
SAP CEO Christian Klein, for his part, called for a digital ministry
for Germany at the annual congress of the SAP user association,
DSAG. According to a DSAG survey, however, the digitalization
momentum of 2020 has already slowed down again. Only 54 % of
the companies surveyed still believe they will make rapid progress
with digitalization. A drop of 7 % points compared to 2020. “There is
still a lack of courage to make changes,” says DSAG Board Chairman
Jens Hungershausen.
Bitkom President Achim Berg, on the other hand, says: “Corona has
led to a digitization push in people’s minds. Now we must succeed
in driving digitization forward in practice as well.” According to the
survey, the digitalization of business processes has become more
important in almost all companies (95 %) as a result of Corona. Those
who set themselves up digitally can not only better weather times
of crisis “but will also benefit from it in a post-lockdown period.”

Photo: Shutterstock
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Digitally mature companies have a clear advantage
What’s the truth? Is Germany finally tackling digital transformation with momentum? Or are we moving back to
square one? After all, the economy suggests that much is back on track. So why continue to transform digitally?
However, going back to the “business as usual” of the pre-Corona era is not an option. The skeptics must recognize
that “more digital” companies were able to respond faster and more flexibly to the changed conditions during the
Corona crisis. This is not a matter of cross-industry comparisons. Some sectors in the economy were simply hit hard
for different reasons, digital or not. Within industries, however, there were winners and losers. Digitally mature companies were better able to cope. The winners were better able to adapt to short-term changes in requirements and,
in some cases, saw the crisis as an opportunity and took advantage of it.

“Corona has led to a digitization push in
people’s minds. Now we must succeed
in driving digitization forward in
practice as well.”
Achim Berg
President of the Bitkom
industry association

Digital status quo in medium-sized enterprises
There are key factors that all success stories have in common. Innovativeness, more flexible organizations, and quick adaptability
have helped to better deal with the crisis. This also has a lot to do
with modern IT landscapes in the companies. Take retail, for example. The fact that digital technologies are worthwhile is shown
by the digitization index calculated annually, which reflects the
digital status quo of German SMEs. The top digitizers in retail
also generated higher revenues in the Corona year and came
through the crisis better than businesses at a low digital level.
44 % of retailers made short-term adjustments to their business
model or products during the Corona crisis. Digital solutions
helped them maintain business operations and adapt well to new
demands. According to the study, 36 % of respondents, therefore,
plan to gear their business model even more strongly than before
to digital services.
Strengthening resilience: Responding more quickly to change
The example also shows that companies today can no longer
wait months or years to introduce important services. Almost
three-quarters of business leaders now believe that rapid responses to change make the difference between success and
failure. Accelerating time-to-value must be a priority now more
than ever. The companies that successfully responded to the
20

Almost three-quarters of business leaders now believe that rapid responses to change make the difference between success and failure.

pandemic were able to deal with change more quickly
and adapt effectively to new demands. They are likely to
be more resilient in the future.
Smart data analytics push ecommerce
Companies today need to be able to adapt their operations
and customer propositions at an unprecedented pace – but
all too often, they are prevented from doing so by outdated
systems, processes, and methods. Spanish apparel group
Inditex, which owns brands such as Zara and Bershka,
began using digital technology years ago to upgrade its
store operations while boosting online commerce. For
example, the group identified a strong trend toward more
clothing for the home through data from its inventory
management system. The group had already accelerated its
product cycle and shortened the time between designing

and selling its collections. True, Inditex’s sales plummeted in
2020. But Zara, with a rapidly adapted product range, reported
74 % growth in the online channel in the first half of 2020 and
a net profit of 214 million euros in the second quarter.
Outlook: Digital transformation is only imperceptibly
slowed down
Only the most adaptable will succeed in tomorrow’s everchanging markets. The pandemic has presented unpredictable
challenges to businesses across all industries – but people
have responded with ingenuity and found new ways to survive.
The Corona-driven pace of change we have experienced will
slow only imperceptibly even as the pandemic subsides, and
the ability to evolve in the face of such change will remain
critical to business success.
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Post Corona,
how do we reimagine events?
Dr. Andreas Winckler, Messe Frankfurt’s Chief of Information Technology,
talks frankly with Deutsche Telekom’s Stefan Bott.
Author: Thomas van Zütphen

Messe Frankfurt is the world’s largest trade fair, congress, and event
organizer with its own exhibition grounds. Stefan Bott, account
manager at Deutsche Telekom Business Solutions, caught up with
Dr. Andreas Winckler to learn how Corona is driving the trade fair’s
courageous digital transformation and re-launch and the alliance
of “analog & digital”.
Dr. Winckler, how hard has COVID-19 hit Messe Frankfurt, and
where is the land in sight?
Like the entire event industry, the pandemic has hit us hard. We
have not been able to stage any of our leading international trade
shows at our home venue in Frankfurt since March 2020. The situation remains volatile, but the growing vaccination rate in Germany
and worldwide, as well as relaxed travel conditions, are giving us
renewed courage to look ahead with cautious optimism.
To this end, we are in close contact with our industries to continue
offering them the best platform for their current needs — whether
digital, hybrid or in person. The first on-site events have already
taken place successfully. More high-profile events will follow this
year with Formnext, and numerous guest events such as the Frankfurt Book Fair, Discovery Art Fair, and Health & Food Ingredients.
You are aiming for sales of 500 million euros in 2022 — coming
from 733 million in 2019. What is the reason for this rather measured
confidence?
Since the pandemic began in March 2020, it has been virtually impossible to generate sales in Germany as before. Messe Frankfurt
was also only able to realize events outside Germany to a limited
extent. A positive example in this regard was China, where the first
events already started in the summer of 2020. The decades-long
growth of our group of companies was abruptly halted. However,
our long-term strategy of global diversification into different
markets is benefiting us greatly at the current time. We cover all
relevant markets around the world with subsidiaries and sales
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partners and are ramping up business again wherever possible.
For example, the first trade shows in China, Russia, and Japan were
launched much earlier than here in Germany.
It was not only politicians who advised companies to “strengthen their
digital capabilities to be able to further develop their business models
in times of the pandemic”. Has Messe Frankfurt followed this advice?
It goes without saying that we use digital workflows for our services and are constantly developing them further. But the pandemic has undoubtedly given digitalization a major boost, both for
our customers and for us. After all, it was a matter of being able to
offer virtual events from one day to the next while at the same time
maintaining our work options. The support of our IT service providers also went into areas that had previously been of little importance to us.
Can you give us an example of how you have developed your business
model?
Examples of the further development of our business model include the Hypermotion and Automechanika Frankfurt Digital Plus
trade fairs, which were just launched in September. But 18 months
ago, it all began with an intensive and, regarding our 29 locations
worldwide, international search according to the motto: What is
still possible, what is no longer possible, and what do we need?
And if — to take an obvious example — you have a predominantly
office-based work environment worldwide, this is associated with
a certain volume of VPN licenses.
It was precisely this volume that we had to expand in a very short
time to equip our employees with home office workstations. We
embarked on a company-wide field trial that we would hardly have
dared to undertake without COVID-19 and without agile and flexible service providers at our side. Now we can see that it works and
that our courage has been rewarded.

Dr. Andreas Winckler, Messe Frankfurt’s Chief of Information Technology

“The situation remains volatile, but the growing
vaccination rate in Germany and worldwide, as
well as relaxed travel conditions, are giving us
renewed courage to look ahead with cautious
optimism.”
Dr. Andreas Winckler
Messe Frankfurt’s Chief of
Information Technology
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Do you think COVID-19 also had its good points?
In some respects, yes. Today, a year and a half later, we can’t say that
we invented the digital trade show, and everything is going well. The
key to providing services that are both individual and cost-effective
was already in effective digital processes and data flows.
However, Corona has clearly been the driving force behind the
corresponding implementation. We have introduced new digital
offerings for trade show formats for product staging, knowledge
sharing, and algorithm-based matchmaking. With this hands-on
experience of our digital and hybrid trade show formats to bridge
the pandemic phase, we expect the digital factor to enrich our
physical events as an integral part across trade shows even after
Corona — before, during, and after the show.

Does that mean digitalization has been able to fulfill expectations
as a “beacon of hope” in your industry?
Here, we must consider two developments that seem contradictory
at first glance. On the one hand, Corona was definitely a pacesetter
for our own digital transformation as well. We would not have taken
up this pace so quickly as a pure management decision in
“healthy times.”
On the other hand, the forced complete shift of events into the digital
space has made it clear to our industry, as if under a burning glass,
that the physical business encounter will retain its function for
business success, perhaps even expand it. We hear from many clients
that the role of events as a place to build and maintain international
relationships requires face-to-face, physical interaction.

What does this mean for the future coexistence of ‘analog & digital’
in the practical trade show business?
There will be more advances in the integration of digital elements in
the future. But there is also a trend emerging against a purely digital
event world. That’s a good thing because if the “new normal” of the
past 18 months were to permanently define the framework of our
corporate purpose like a corset, the trade show event industry would
cease to exist.
That would be fatal because over the 780-year history of Frankfurt
as a trade fair venue, one thing has remained the same: People want
to look each other in the eye and build trust. And for this purpose,
the physical trade fair has been the format par excellence.
If the core business of a trade show organizer — staying with the
image of the corset — were to be slashed to a wasp’s waist, it would
be the end for the entire trade show location in Germany with five of
the ten largest trade show companies in the world here.
What gives you hope?
The strategic relevance of digitalization is increasing, and I see its
dynamism in terms of technical development and social
acceptance as both an opportunity and a challenge.
We need to harmonize this because the vast majority of our
customers’ desire to return quickly to the essence of an industry
platform that claims to bring supply and demand together and
helps shape the respective innovation cycles. It is also a platform
that creates industry identification for the key players and the
many small and medium-sized companies and understands that
emotional experience in personal relationships with all the senses
remains irreplaceable. Providing our customer groups around the
world with a constantly improved and more consistent offering,
therefore, requires a progressive alliance of “analog & digital.”
“Progressive” is a good keyword. Where does the soon-to-be
50-year-old WLAN have its raison d’être under the trade show sites
re-launch regarding concrete technologies and services?
Trade show participants must be able to be digitally connected on
the trade show grounds. In terms of WLAN, we have one of
Europe’s largest campus hotspots here at Messe Frankfurt. But
every technology for data transmission has its strengths and
limitations: Bandwidths and security, illumination and availability
in halls that are built differently at every trade fair, and international roaming costs still play a role for our trade fair guests.

The differing requirements become clear when you compare the
needs of a person traveling in exhibition halls with those of an
exhibitor operating the booth. The variety of offerings on the
exhibition grounds are advantageous for our customers. WLAN and
wired connections have a right to exist as part of the trade fair
infrastructure even after the introduction of 5G.
To what extent are your data centers of importance now?
“Data protection” and “hyperscalers” are the key words here.
Frankfurt is not only the third-largest trade fair venue in the world.
With our subsidiaries in Russia and the USA, among others, Messe
Frankfurt recently generated a third of its sales in foreign markets.
We always think of our events internationally, and now organize
more than half of all our trade fairs in our subsidiaries. This means
that we want to make our digital offerings accessible in all countries.
And we realize — like all multi-national companies — that not
every application is accessible in the same way from everywhere in
the world. Preferences in some countries are to be considered the
de facto standard there, and the approach to data protection differs
significantly globally. Services from the cloud and targeted regional
collaborations will increasingly complement our offerings from the
two globally distributed data centers in the future.
On a completely different topic, quite a few of your 2,600
employees may well have learned to appreciate their home office
since the beginning of last year. What are you doing to bring these
colleagues back — to make their jobs more attractive?
That’s definitely a topic we are dealing with. As in any company,
collaboration among colleagues also thrives on communication and
personal exchange on site. In recent months, we have learned that
digital and remote work well, and what we miss is the human
connect. Now we need to make the most of these insights.
Digital functions will continue to make remote work possible for
Messe Frankfurt employees to a certain extent in the future. This
creates scope for making face-to-face encounters in the office, in
meetings, and workshops more effective. The sensible linking of
the two will be decisive for the attractive design of our future
workplaces.

Photo: Guido Schiefer
Stefan Bott and Dr. Andreas Winckler
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Why sustainability is
becoming a priority in
the financial industry
Environmental, social, and governance (ESG) requirements make the
capital market an important player in sustainable business practices
Author: Chitwan Bhardwaj
Photo: Shutterstock

Between economic development and sustainability
Climate change and the destruction of the environment are among
the biggest global challenges of our time. Experts believe that the
majority of the global warming of the past 50 years is due to the increase in anthropogenic greenhouse gases. Meanwhile, the Earth is
almost at the “point of no return.” Therefore, drastic and immediate
action is needed to ensure a sustainable future for all.
“Climate neutrality cannot be achieved on the slow train,” said
Siegfried Russwurm, head of the Federation of German Industries
(BDI), in an interview with the Süddeutsche Zeitung (German magazine) in mid-June 2021. Industry has an important role to play in this.
His predecessor Dieter Kempf had already made clear: “Industry
backs the Paris climate agreement. Only a highly innovative and
internationally competitive industry is in a position to develop technologies and products that are necessary for climate protection.”
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Financial institutions and sustainable business practices
The financial sector promotes economic growth and can at the same
time help to reduce the pressure on the environment. As a provider of
capital, it plays a central role in the development of more sustainable
economies. It provides money for investments and thus contributes
directly or indirectly to influencing the development of the environment, climate, and ecosystems. A sustainable financial industry should
therefore take environmental, social, and governance aspects into
account in its investment decisions
To do so, it should provide financial capital and risk management
products and services in a way that promotes economic prosperity
while protecting the environment and ensuring social wellbeing.
ESG are considered core factors for measuring the sustainability and
social impact of an investment in projects or an organization. They
also help to better predict the future financial performance of companies – return and risk.

What is the EU doing?
The EU has committed itself to becoming the first climate-neutral
continent by 2050. By 2030, greenhouse gas emissions are to be
reduced by at least 55 % compared with 1990. This goal involves
an enormous financial outlay. Around 350 billion euros of investment is needed in energy systems alone – that’s in addition to the
130 billion euros needed to achieve other environmental goals.
Previously, the European Commission developed an initial action
plan for financing sustainable growth and defined three basic pillars
for a sustainable financial framework:
a classification system for sustainable activities
a framework for information disclosure for companies
investment tools, including benchmarks, standards,
and labels

55

%

That’s the target for reduction in
greenhouse gas emissions in the
EU, as compared to 1990 figures.
Green bonds for sustainable investments
Under the EU’s 2021-2027 long-term budget and the NextGenerationEU (NGEU) recovery fund in the wake of the pandemic, the EU
plans to spend up to 605 billion euros on projects to address the
climate crisis and 100 billion euros on biodiversity projects. 30 %
of the capital needs are to be met through green bond issues. The
European Investment Bank Group has also taken important steps
as the “EU Climate Bank” to support change.
27

FuturePractice

In July 2021 the European Commission also launched an EU
strategy for the financing of the transformation to a sustainable
economy and for the further development of a sustainable financial
system. This is because ESG-related measures and the transition to
a lower-carbon economy will require an estimated investment of
1 trillion dollars per year.

Legislators and regulators, in turn, have to recognize the role and
potential of financial institutions in sustainable development. They
should recognize how politicians can help the financial sector become a responsible and important enabler, rather than an inhibitor,
of the change toward a climate-focused economy.

Germany as a pioneer
From the perspective of political measures and legislation, Germany
is one of the pioneers in Europe when it comes to achieving short
and long-term goals in the area of sustainable finance. A strategy
adopted by the German federal cabinet in May 2021 aims to mobilize urgently needed investments for climate protection and sustainability while addressing increasing climate risks to the financial
system. The strategy represents a change of direction within the
financial system, with the government in Berlin declaring climate
protection and sustainability to be key guiding principles with the
aim of making Germany a leading sustainable finance location. To
this end, the German government’s Sustainability Advisory Council
adopted 30 groundbreaking measures for sustainable finance in its
final report “Shifting the Trillions - A sustainable financial system
for the great transformation” at the beginning of 2021. These include the reallocation of the federal government’s capital investments to sustainable forms of investment, sustainability labels for
consumers (sustainability traffic lights), and new sustainability
reporting requirements for companies.
Promoters of sustainable business practices
Against this background, not only should financial institutions develop new sustainable business models, products, and services, introduce new risk measures, and adopt new technologies, but they
should also become determined promoters of sustainable business
practices. To do this, they must understand the financial risks and
opportunities of their involvement and act accordingly. The financial sector, including the private banks, have “a special role to play
here,” says Torsten Jäger, Director Sustainability at the Association
of German Banks (BdB). “Because they are financing the economic
transformation and can thus make a key contribution to achieving
global and national climate targets.”

350
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Measuring and evaluating sustainability
It is precisely with this intention of “taking responsibility seriously”
that T-Systems has developed the “Syrah” (see following article)
sustainability dashboard, which all public and private organizations
can use to define, visualize, measure, and monitor their sustainability
indicators. This is just one example of how the Deutsche Telekom
subsidiary not only pays attention to “green” measures within its
own company, but also supports its customers in achieving their
sustainability goals.
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650

billion
euros

the EU wants to spend on projects to
combat the climate crisis from 2021
to 2027.

How IT players can help
Even as financial institutions are expected to adhere to sustainability
norms, IT players can play an important role in helping them adopt
new technologies in line with their sustainability postures and
goals. According to a recent report by global management consultancy BearingPoint, financial institutions need to invest more in IT
and push the use of trending technologies such as cloud, Artificial
Intelligence, and robotic process automation. This will make it
possible for them to penetrate the adoption of digitalization more,
which, in turn, will enable more efficient business processes,
greater automation coverage, and increased implementation of
standard software as a cloud solutions to keep change-the-bank
costs at a low level in the long term.
T-Systems, for instance, has recently partnered with 20 municipal
administrations in Spain to create Syrah Sustainability. Our work
on making the cloud greener is taking shape at the Biere data center
in Saxony-Anhalt. And we have also helped a Chinese megacity
reduce its CO₂ emissions. (view article on page 56 ff.)
For an insightful discussion around the role of IT in Sustainable
Finance, write to me at chitwan.bhardwaj@t-systems.com.

billion
euros

per year must be invested by the EU in
order to achieve the emission reduction
target by 2030 in the area of energy
systems alone.

link
A Stairway to blue sky in Huainan
Sustainability in numbers

29

FuturePractice

Sustainability
in numbers

“In order to achieve the goals of the German
Sustainability Strategy and the 2030 Agenda,
we must follow the path of a truly ambitious
transformation.”
Angela Merkel

Chancellor of Germany

Germany’s economy and society should continue to function
in the future for our grandchildren. But how can sustainability
be measured? With a sustainability dashboard. Know more
about how T-Systems makes this possible.
Author: Roger Homrich

“In order to achieve the goals of the German Sustainability Strategy and the 2030
Agenda, we must follow the path of a truly ambitious transformation that encompasses important areas such as energy, climate protection, the circular economy, housing,
transport, food, and agriculture,” wrote German Chancellor Angela Merkel in March
2021 in the foreword to Germany’s updated Sustainability Development Strategy. It is
based on the 17 overarching Sustainable Development Goals (SDGs) defined by the
United Nations in 2015 as part of the 2030 Agenda and 169 concrete target values for
socially, economically, and ecologically sustainable development. In this way, the
SDGs form the common global framework for governments, companies, and society.
Indicators define sustainability status
To achieve this, the UN has defined more than 231 indicators within the framework of
the 2030 Agenda. For each of the 17 SDGs, the EU’s indicators contain specific targets
to be achieved by 2030 at the latest. For SDG 7 “Affordable and clean energy,” for
example, the EU aims at reducing energy consumption by 32.5 % by 2030 while
increasing the share of renewable energy to 32 %. Or under SDG 12 “Responsible
consumption and production,” the average CO₂ emissions of new cars should be less
than 95 grams per kilometer.
Companies and public administrations are now also adopting the goals of Agenda
2030 and placing corporate social responsibility (CSR) at the core of their strategies.
They want to use it to improve their image, attract younger talented workers who are
more committed to sustainability goals, retain customers, and have better opportunities when it comes to public tenders and contracts.
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“We take our responsibility to society and the environment very seriously. We live
corporate responsibility. Every day. We want to be a leader in climate protection as
well as in sustainable supplier management and in ensuring equal opportunity
participation in the information and knowledge society,” says Timotheus Höttges,
CEO of Deutsche Telekom. This responsibility is reflected, among other things, in the
inclusion of Telekom’s shares in various sustainability indexes, most recently in 2020
in the indexes of Vigeo Eiris, one of the largest sustainability rating agencies.
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The German Federal Statistical Office (Statis) evaluates a wide
variety of data sources to show the respective status of the
indicators in Germany. For example, the indicator “Use of EMAS
eco-management system” of SDG 12 “Responsible consumption
and production” shows that in 2020 only 2,184 organizations in
Germany use an Eco-Management and Audit Scheme (EMAS).
This is less than half of the target of 5,000 EMAS in Germany by
2030. According to the indicator report, “an eco-management system provides a concept for systematic operational environmental
protection and is linked to the aspiration to continuously improve
the environmental performance of the organizational site.”

Photo: iStock
Companies and public administrations are now adopting the goals of Agenda 2030
and placing corporate social responsibility at the core of their strategies.

Configurable SDG dashboard from T-Systems
How can we measure whether and to what extent an organization
is implementing the measures agreed in the Agenda 2030?
T-Systems has worked with 20 municipal administrations in
Spain to develop Syrah Sustainability, a configurable SDG dashboard that enables all public and private organizations to define,
visualize, measure, and monitor sustainability indicators. The
aggregated information provides a good barometer for deciding
on a case-by-case basis which measures have not yet achieved
the desired result and where things are going as planned.
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Companies are implementing greener strategies to improve their image, retain customers,
and get better opportunities with regards to public tenders and contracts.
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Focus on mitigating constraints, the first step towards
collaboration
Of course we can crush the boulder in one shot, all we need to know is
where exactly to hit. Primarily, there are three main barriers that make
businesses unwilling to create a distinct solution vision.

The Art
of Collaboration

Cost & operational drivers – when the processes define
profitability
Multi-customer collaboration is an interactive process in which
stakeholders with diverse points of view work together, implementing collective action, and sharing risks, resources, and
responsibilities. Divergent vision and communication are the two
bleeding drivers breeding maximum operational challenges. This
has its own repercussions on planning and project management,
resulting in the need for capacity utilization strategies.

Find out how a close collaboration between organizations and their
customers can drive future business transformation.
Author: Sanju Nair

In a world where the competitive spirit is high, technology is changing business models, customer expectations are being proactively
met, market conditions are becoming increasingly unpredictable
and investors are unsure about what will happen next. In this scenario, what can set you apart in terms of operating a sustainable, resilient firm? How can profit margins be maintained without jeopardizing innovation budgets? How can businesses increase customer
loyalty when the switching costs are near zero? Though the answers
to these questions demand complex and in-depth operational
analysis, business experts would undoubtedly advocate the need
for transformation and innovation aided by collaboration. But with
whom and how? Let us explore.
For several decades, top companies such as Unilever, IKEA, DeWalt,
Lego, Heineken, DHL, Anheuser-Busch, BMW, General Mills, Coca
Cola, and more, have analyzed the benefits and drivers of collective
thought and collaborative problem-solving with customers. In fact,
many of them have already established centers of co-creation and
incubation with startups, academics, designers, and customers.
An organic metamorphosis resulting from such collaboration has
the potential to drive future business transformation. The key here
is “mutual innovation” by fostering collaboration in contrast to the
siloed ways conventional businesses work. Because of its integrative nature, this approach brings processes, strategies, feedback,
and insights together. It also enables firms to serve and retain customers more effectively.

Photo: iStock
Mutual innovation can foster collaboration in contrast to the siloed ways conventional businesses work.
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Though the benefits of this approach seem to be appealing, the
path to success is challenging. But there are ways to mitigate the
risks involved. Let us look at some of the constraints, trends, and
key modules that enable collaborative solutions.

Bridging data sharing and interest conflicts – when policies
shape organizational cooperation
Techno-functional challenges such as policy making, defining
mechanisms for decision-making and creating spaces to manage
problems, require a series of strategically planned discussions and
contract management. The same holds true for rotating roles to
generate empathy with other individuals and working groups,
defining responsibilities and activities of each customer, though
there is little scope for a digital influence in this area, we have
AI-Blockchain-built processes that are exhibiting tremendous
scope in re-shaping how we form policies or sign contracts. Our
experts have prototyped solutions to protect, analyze, and visualize data through intuitive dashboard analytics applications that
can be integrated into a wider IT landscape, thereby enabling
seamless data exchange. Services such as data excavators, AI
Solution Factory, and Cloudifier programs can deliver a high-quality impact to organizations through value assessment and delivery
approaches.
Organizational inertia
The most commonly encountered problem which requires discipline in the sense of “art of collaboration”, is the resistance to try
something new – a result of organizational inertia. Because collaboration with customers demands a change in existing structures,
processes, technology landscapes, and more. Business model
innovation, open innovation, and corporate performance are all
impacted by organizational inertia.
Customer collaboration needs to be looked at not just as a mere
operational solution, but it must also serve in its effects as a set
screw for new revenue streams. The close linking of innovation
with collaboration into one package would be seen as a new business model that alters the core functionalities of business administration, giving rise to a whole new world of innovation.
35

Illustrations: T-Systems

FuturePractice

What’s next: collaboration as a business model
Collaboration is not new. However, the technology explosion in the
current era has opened up new avenues for collaborative solutions.
IT organizations have been in the forefront of identifying, creating,
evaluating, and delivering state-of-the-art collaboration units,
tools, APIs, platform integration services to cultivate near-real
immersive experiences for all the collaborators within and outside
the organizations.
Technology enablement forms a part of every organization’s vision
and strategy, but should we use it to explore the possibilities of
new revenue streams and business models? The answer is a big,
bold YES. The rise of co-thinking, co-building, co-selling, and how
well we do it to hold a mutually inclusive project center is the key
here. Today, nearly 60 % of businesses worldwide are driving innovation through co-creation projects.
Is the investment justified? The question can only be answered by
each company itself as it assesses the value of what the outcome
will be: Customers as an alternative channel of marketing, as partners across geographic regions enabling greater reach of products
and services, or as innovators sharing the best of ideas and implementation techniques. I’d say the classic “cost-utilization” math
36

works out. This is because, at the same time, the expenses of customer lifecycle management, customer acquisition, and customer
retention are almost eliminated, because customers are now stakeholders in the company’s success rather than simply interacting with
it as customers. The possibilities are limitless: all that is required is
the intent to explore them further.
My colleagues in our in-house Innovation Team have been brainstorming such concepts and the results have been very encouraging. The Virtual Innovation Center and Virtual Sales Room as well
as Flex Port solutions are designed to deliver high-impact output
in terms of intensity, persuasiveness, credibility, and authenticity
in customer meetings and sales conversions in a near-seamless
process. And as Andreas Droste, Senior Innovation Manager at
T-Systems International, explains, wearable tech such as Google
Lens or Microsoft Lens with an amalgamation of mixed reality
solutions further enhance the experience, reducing costs and
saving the time of the associates involved.
“These tools not only facilitate communication, but also enable
users to work together to formulate tangible outputs. For instance,
repetitive and monotonous tasks such as documentation, contracting, clearances can be done at the click of a button, saving several

man hours”. In the future, Droste’s outlook is that nearly every contract award will be underpinned by blockchain technology, which
will make it possible to retrieve reviews, validations, records, etc.,
in a unique way and in real time.

Collaboration strategy: from vision to reality
How can we do it easy? Well, build a customer’s den — an easy
framework to drive a high-quality impact from collaborative co-innovations with your customers. What does it entail?

Technology and system integration
Tools, platforms, and application layers pertaining to processes
such as vendor management, performance management, relationship management, make it easier for people to work together in
groups, both in the office and remotely. Using next-generation
technologies to devise new solutions would further reduce the
costs and time associated with supporting group work: from defining roles and duties to routing in-process documents to inspecting
and approving project components. T-Systems offers a wide range
of easy digital technology integration frameworks in the SaaS
mode, enabling the fusing of collaborative tools into a single-window usage system. These offerings have the potential to unlock
the collaborative technology of the future.

Binding people, process, data, and systems
“To bind or not to bind” is the question where the game theory
approach applies aptly. Though it is vital to build a contractual
obligation to protect and safeguard data privacy, there is also a
need to ease the restrictions and cultivate a culture of trust to
engender greater coordination, communication, and build a co-innovative space outside of organizational boundaries. A careful,
end-to-end examination of people, processes, data would drive a
seamless collaborative strategy.

Marketing operations
Marketing operations is a relatively new function in the collaboration
spectrum that uses people, processes, technology, and data to enable
the department to run efficiently and fulfill the intended business
goals. While conventional abilities such as strategic and creative
thinking are still required for marketing operations, technical and
analytical skills are also necessary. At T-Systems, building trust; creating perceptions, integrated promotional offers, communication plans
for cross-selling through tele-marketing and tele-sales campaigns;

In fact, AI-driven meeting organizers and governors are the next in
line to drive the future of meetings and video conferences, and
provide a further boost to virtual collaboration platforms.
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“These tools not only facilitate communication,
but also enable users to work together to
formulate tangible outputs.”
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Andreas Droste

Senior Innovation Manager
at T-Systems International

expanding communication networks; nurturing the existing
partner and customer base form the key result areas for the
marketing competence teams, which are also the key factors
driving the customer’s den.
Integrated OT & IT layers:
As with end-to-end digitalization, where a comprehensive
networking strategy is the key driver in an organization,
cross-functional, cross-departmental, and cross-organizational secure integration of IT & OT layers on consistent common terms is critical for each participating organization. This
is the tough part where differences in leadership thinking,
customer data points and security, legal and geo-politically
inclined organizational policies pose major challenges. At this
point, expert consultancy partners can help by analyzing
these constraints and providing a solution. For example, IoT
devices integrated with AI solutions combined with 5G &
edge computing algorithms help derive real-time dashboards. These dashboards showcase key performance indicators along the business and operational processes and
increase the speed of delivering information to the decision-making layer across organizations. In addition, our Campus Edge Potential programs offer a wealth of solutions that
can be tailored specifically to customers’ needs based on
edge technology and 5G. We truly believe the future of data
computing is now at the Edge.
What the future looks like
Frictionless collaboration with customers is crucial to a company’s success. Customers may utilize technology, strategy,
and operational preparation to generate new income streams
from a co-innovation standpoint. When provided with the best
technological tools for working together, relevant customers
may build on each other’s abilities – without compromising on
the integrity of their respective intellectual property – to
improve the value of the work they do for their companies.

Even the slightest defect in communication can have a major
impact on a company’s bottom line, its work culture, revenue
streams, or even reputation. Therefore, the need of the hour is
to create a mutual innovation technology platform, where
users can collaborate with their vendors, partners, and more
importantly, the customers for co-creation’s sake, along the
full length of the innovation and implementation pipeline.
When employing such methods of collaboration as Design
Thinking, Rapid Prototyping, Lean UX, and Agile Development, we can redesign analog and digital processes so that
they can be used to develop viable digital products and services. With the aid of elements such as digital ecosystem
analyses, trend progression, and scenario modeling, organizations can aim to evade technology shocks and be a step
ahead of their competition.
I’m sure we have more to share and learn from each other,
as we build and enhance our capacities and continue to
delve deeper and dedicate ourselves to the art of collaboration. We look forward to your insights and opinions.
Write to me at SANJU.NAIR@t-systems.com and I’ll be happy
to have an insightful discussion around co-creation and collaboration.

Frictionless collaboration with customers is crucial to a company’s success.
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Factory of the Future
at TU Graz
T-Systems provided an important link that solved the
puzzle facing Austria’s Graz University of Technology.
Author: Durga Godbole

Aside from a few pioneers, smart factories to date have been relegated to being a concept only. While
a few companies were just beginning to consider Artificial Intelligence (AI) to take their production to
the next level in terms of efficiency and flexibility, COVID-19 came along and pushed them out of their
comfort zones. Even Gartner analysts expect smart factories to become mainstream within the next
two to five years.
Two people who very quickly sensed the potential and seized the opportunity were professors
Dr. Franz Haas and Dr. Rudolf Pichler from the Institute of Production Engineering at Graz University
of Technology (TU Graz). They started a consortium of experienced manufacturing solutions providers
as part of a call for proposals from the corresponding Federal Ministry (BMVIT previously, BKI now) to
set up a real “smart” pilot factory.
The setup
According to the scientists, TU Graz had a choice of two options while setting up the Smart Factory:
Either to rely on a complete suite from a single major vendor, which would result in a vendor lock-in,
making it difficult to use third-party solutions; or adopt a best-of-breed approach by using specialized partial solutions from different providers.
TU Graz chose the latter option. The Smart Factory would have components provided by a consortium
of service providers: enterprise resource planning (ERP), product lifecycle management (PLM) and
manufacturing execution system (MES). The initial scope for T-Systems was to provide cloud expertise
to support Big Data analytics along with a comprehensive Security solution comprising Security Information and Event Management (SIEM) and Security Operations Center (SOC) services.
However, the consortium soon came upon a major roadblock: how will the various solutions be integrated with the plants and machines so that the added values of the Smart Factory are realized? How
to achieve a seamless production process through manufacturing, quality inspection and assembly to
labelling, packaging and shipping – without any manual intervention?
Overcoming the roadblock
The map was all drawn up: Leverage Teamcenter from Siemens as an adaptable PLM system, an ERP
system from proAlpha, and a Manufacturing Execution System from Solidat. Added to this is MindSphere that Siemens operates for Big Data analytics and, contributed by T-Systems, a Hadoop cluster
in a Microsoft Azure Cloud. Since comprehensive security is crucial for a networked and open factory,
T-Systems provides the design of the firewall architecture and SIEM/SOC services.
But in data-driven production processes with necessarily continuous and secure communication
between OT and IT (Operation Technology/Information Technology), the classic “V characteristics”
of Big Data play a decisive role. Their sheer volume alone determines the computing power required.
The variety of data types and structures is a challenge in terms of standardization and distribution
of all incoming data. The fact that they can be formatted differently from one data source to another
brings variability into play. And last but not least, the velocity with which data is generated and made
available is decisive for how quickly the right decisions are ultimately made — whether by humans or
machines.
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For this purpose, T-Systems introduced a PDM WebConnector as the prime jigsaw piece in the TU
Graz project. It has standardized interfaces to all known systems and allows automatic transfer of
data between the sub-processes.
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At the beginning, the PDM WebConnector receives the
current data of the PLM (Product Lifecycle Management)
from Siemens Teamcenter, integrates it with the configuration data from the ERP system, and provides the processed
data for production via the Manufacturing Execution System
towards the shopfloor. There, the workpiece is produced.
Then the PDM WebConnector delivers the result back to
the PLM system for quality control purposes. From pre-assembly and main assembly and renewed quality checks to
marking, packaging, and shipping, the PDM WebConnector
transfers all relevant information to the systems involved.
Even the transportation robots between the stations are
connected to the central processes.
Roland Wiesmüller, Digital & Analytics Sales Manager at
T-Systems in Austria, says: “It’s really fair to say that without the PDM WebConnector, the Smart Factory in Graz
would remain just a dream: It connects the various control
systems and resources (machines and equipment in production) with each other and ensures smooth data communication along the entire value chain. Therefore, it
practically provides a kind of Esperanto, a language that
all systems involved in the process can understand”.

The “manual” problem
The Smart Factory, which covers more than 300 square
meters, started its operations at TU Graz in April 2021 and
demonstrates the advantages of completely integrated
manufacturing using the live example of a shaft gearbox
for a robot arm.
Prior to that, the project faced a rather tricky issue. The
Smart Factory uses Computerized Numerical Control
(CNC) machines that can automatically produce workpieces with high precision, even for complex shapes. But
these high-precision machines need exact tools to match
their processes and requirements.
For this purpose, a tool presetter is used to allow the appropriate tools to be put together from a selection of different tool attachments. Employees need to select the attachments that match the respective program from a pool
and mount them in the machine, making it a highly manual
and error-prone process. A time-consuming comparison
with the system identifier of the tool has always been necessary. An incorrect tool can not only spoil a complete series, but also damage the machine.
“The problem now is that, for the worker doing the assembly, the tools on the trolley cannot be clearly assigned to
the program”, Michael Schmollngruber, Team Lead BI &
Big Data Consulting at T-Systems Austria, explains. “There
is a missing link from the tool to its identifier in the system
at this point in the process”. This also brings the fifth V of
Big-Data — Veracity — into play.
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The Smart Factory, which covers an area of more than 300 square meters, started its operations at TU Graz in April 2021.
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An inside view of the smart factory at TU Graz, Austria.

Putting the “smart” into the “factory”
To solve this problem, TU Graz uses an AI-based object
recognition service, which ensures that the right tool is
installed for the program in question.
To achieve this, employees currently still use a smartphone
and take a photo of the tool via an app. This photo is sent
to a cloud backend (Azure), where a specially trained algorithm identifies the tool shown in the photo and matches it
with the NC programming. Within a few seconds, the employee receives a verification or falsification — whether
they have selected the correct tool, followed by further information via the ID of the tool, such as the upcoming production orders in which the tool is used or information
from the PLM system.
The solution speeds up the selection of the correct tool,
avoids rejects and quality defects, and significantly increases production efficiency. It can also be expanded to
larger tool pools at any time or, for example, converted
into an augmented reality variant that makes the use of
smartphones unnecessary. Deutsche Telekom has already
provided the necessary 5G campus network in the Smart
Factory at the Graz University of Technology.

Container technology Docker is used in the backend.
When the request reaches the Azure Cloud, the complete
object analysis functionality is started serverless — and
switched off again after identification is complete. In this
way, the application is provided on demand.
In addition, it can scale effortlessly — if multiple requests
arrive at the same time — so that fast response times are
achieved for all users. The AI algorithm used is an in-house
development by T-Systems. In contrast to the usual approach, no real tools were used to train the model. The team
took advantage of the fact that every object in the Smart
Factory has a Digital Twin: the training data was generated
from the CAD models of the tools.
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Proof in the pudding
The Smart Factory project removed manual processes,
making way for faster output, better product and process
quality, and the ability to recalibrate to changing customer
requirements at a short notice.
The design changes are imported by engineering via the
PLM system and the production of the new workpiece
starts in no time. Due to the transparency of the system
and the flexibility of the PDM WebConnector, data can also
be supplied from other development systems.
On the AI front, the tool selection solution not only speeds
up the selection of the correct tool, but it also avoids scrap
and quality defects.

With its pilot, TU Graz has shown what the factory of the
future can look like: efficient, agile, scalable, secure, and
safe. The factory is not only open to interested parties to
look at, but it also allows the TU Graz to manage contract
research and execute cooperation in diverse company-related development topics such as R&D.
The industry can also gain other benefits such as a modular design for high agility, high-cost efficiency, minimized susceptibility to errors in the production process,
integrated OT/IT security at the highest level, and big
data analytics for continuous optimization and continuous improvement.

“The expertise of T-Systems around seamless
data transfer, security, and data analytics in
production makes the cooperation with the
Telekom subsidiary particularly valuable for us.”
Dr. Rudolf Pichler
Head of Institute of Production
Engineering at Graz University of
Technology (TU Graz)
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With its pilot, TU Graz has shown what the factory of the future can look like: efficient, agile, scalable, secure, and safe.
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Is it up
against the wall?
While cyber-attacks are forcing governments
to consider reactive use of military, a German
federal state’s cybersecurity policy can set
an example to other public institutions.
Author: Dheeraj Rawal
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A real shooting war
Cyber-attacks as a criminal offense are almost as old as the
Internet itself. What is new, however, is that large-scale attacks
that paralyze the functioning of institutions are starting to become
commonplace worldwide, and are being perceived as “national
threats”. So threatening, in fact, that for the first time, government
leaders see the use of physical force in response to an attack as a
serious option. The most prominent example so far: the USA.
“A real shooting war” – with these words on the recent series
of attacks on private and public institutions in the country, U.S.
President Joe Biden recently hinted at what cyber-attacks could
escalate into in the future: a full-blown war between two major
nations.

One target, thousands of victims
In late 2019, a US-based IT Management Software company – SolarWinds got hacked. The hackers gained access to its network and
meticulously took about six months to inject a malicious code into
Orion (a software by SolarWinds for IT performance monitoring).
Orion is used by thousands of businesses worldwide. What followed the code-injection is one of the largest cyber breach incidents of the 21st century.
Around March 2020 and onwards, these organizations received a
routine update package from SolarWinds for Orion, which they unsuspiciously deployed (as they would normally, because they were
unaware of the compromised code). About 18,000 SolarWinds
customers were impacted by installing this updated package containing malicious code (also commonly known as a Trojan Horse).
Even more alarming is the fact that the first report surfaced only in
December 2020 – and the breach went almost undetected for
several months. These hackers were able to access the systems,
networks, and data of these organizations – all by hiding in plain
sight for months.
The peculiarity of this attack is that hackers were able to affect an
astronomical number of organizations by targeting just one vendor
(SolarWinds). This type of attack is also referred to as a supply
chain attack.
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Some more lethal attacks
Colonial Pipeline – a ransomware attack
In May 2021, a ransomware attack forced one of the largest US-based refined oil pipelines, Colonial Pipeline, to shut down operations for
five days. The company was coerced to halt operations for the first time in its 57-year history. Hackers gained access to the company’s
network through a VPN, which apparently didn’t have a multifactor authentication (well, this made it even easier for the hackers).
According to The New York Times report, Colonial Pipeline did pay about $ 4.4 million in the form of bitcoins (after receiving a ransom
note) to recover the stolen data. Although BBC reported a month later that almost $ 2.3 million was recovered by tracing the accounts,
the damage was already done.
JBS – another ransomware attack
Within a month of the Colonial Pipeline breach, another ransomware attack struck a meat-processing giant in Brazil – JBS – in June
2021. The attack crippled JBS’s operations severely. The company supplies more than 20 % of the USA’s beef requirements.
As the JBS network was hacked, the company was cowed into paying $ 11 million in ransom as the operations in the US, Australia, and
Canada were shut temporarily. JBS was only able to restore its supply chain to normalcy after paying off the demanded ransom in bitcoins.
Poly Network – a strange heist
In August 2021, a crypto platform – Poly Network, was hacked and a gigantic amount of $ 610 million was stolen (as reported by CNBC).
What came as a surprise is that the hacker claimed to have hacked the platform for “fun.” To add to the twist, the hacker returned almost
all the heist money.
Although about half of the money is still locked in the account (the key to which is apparently held by the hacker and the Poly Network),
the remainder of the sum has been received by Poly Network.
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Why these attacks can become an existential crisis
for organizations
SolarWinds spent a whopping $ 18-19 million in the first quarter of
2021 just to understand the breadth of the attack, and to control
the damage after the breach. A report by CRN claimed that this
event could have cost cyber insurance firms about $ 90 million.
That’s the direct cost impact valuation, but there are other alarming aspects to look at. Some of the larger companies like Microsoft,
Cisco were caught completely off-guard by this breach. So, it
doesn’t come as a surprise that US government institutions like
State Department, Homeland Security, Treasury, and even National
Security Agency (NSA) missed it. According to a Verge report,
about 250 government agencies were impacted.
The exact details of what hackers were able to lay their hands on
are still unknown and being investigated. Some agencies claimed
that the hackers broke into email accounts and networks, and were
only able to access “unclassified” information.

One of the many examples is the recent distributed denial of service
(DDoS) attack on more than 200 organizations in Belgium (government, universities, parliament, and more). No data theft was reported apparently, but such attacks do expose vulnerabilities.

Public institutions caught in the storm
This news caught the world’s attention but was still sidetracked
because of the presidential transition occurring during that time
(Dec 2020 – Jan 2021). The Colonial Pipeline attack was different,
just a few months after Joe Biden took office.

A German state set an example
It is evident that the attitude of public players is changing as IT
security continues to become a focus area. For example, Saarland
is the first German state to introduce a BSI-compliant encryption
solution for the exchange of classified information across its entire
territory. This solution features site-to-site encryption that enables
documents and e-mails to be exchanged within the state’s data
network without being intercepted by unauthorized persons, while
retaining full performance and speed.

This attack too left an impact on not just private companies, but
also public ones. More than 10 states were impacted – other consequences that followed the Colonial Pipeline attack were: a gas
shortage in the market, panic buying, change in flight routes, and
sudden surge in gasoline prices.

In cooperation with T-Systems and the security company Rohde &
Schwarz Cybersecurity GmbH, Saarland was the first German state
to implement modern, flexible and comprehensive encryption for
the state authorities in accordance with the BSI’s high classified
information requirements.

As momentous as the attack was Joe Biden’s announcement that
extreme measures could be underway if these attacks were to
continue. As government systems are increasingly left vulnerable,
security measures are being beefed up in the USA. The process
has already been kicked off with the US introducing the “Cyber
Incident Notification Act” that obliges companies to inform the
government in an event of a cyber-attack.

With its cybersecurity mindset, Saarland has created a blueprint
for other public institutions to follow. As Ammar Alkassar, CIO of
Saarland, explained, “With this solution, Saarland is not only consistently implementing its “Cybersecurity First” digitization strategy. It also provides a template for Germany and shows how comprehensive encryption can be implemented across all authorities
in the state.” “Nevertheless, there is still a lot to do: cybersecurity
is more than just encryption and the challenges for public IT will
continue to increase,” said the state CIO.

The recent events have proved that public institutions and government agencies are equally susceptible to cyber-attacks. Such attacks aren’t just restricted to the USA, but have become global
phenomena.

To that end, advanced security solutions are helping organizations
to march ahead in their digitalization journey without having to be
on the edge 24x7. As the awareness levels are rising, cybersecurity
is being strengthened and response mechanisms are formulated
by organizations – which is a good sign.

Large-scale cyber-attacks that paralyze the functioning of institutions are starting to become commonplace worldwide, and are being perceived as “national threats”.
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Pearls of mobility
ITS Congress in Hamburg
Author: Bylle Bauer

Safe, sustainable, efficient: The recently concluded ITS World Congress 2021
in Hamburg, Germany provided insights into the future of mobility.

In the morning, when the alarm goes off, our smartphone checks the calendar against the current traffic
situation and tells us what’s the best time to leave in order to get to the office punctually and avoid traffic
jams. Once there, the electric car from the car-sharing pool independently finds a parking space and charges
up. At lunchtime, we take an e-scooter to the bakery and in the afternoon, we take public transport or a
rental bike to meet a customer in the city center, while enjoying a wonderfully safe ride along the wide bike
paths. And at the end of the day, a driverless car is already waiting outside to safely take us back home.
In a country that traditionally treats its drivers with kid gloves, and especially in Hamburg, which has long
been a national leader in terms of congestion and harmful emissions — the sceptics would have been
surprised had they paid a visit to the northern German city between October 11 and 15, 2021.

ITS: Experience Future Mobility Now
The global need to develop new mobility concepts for metropolitan areas was met by
the model city when it came to the organization of this year’s ITS World Congress – the aim
was to showcase everything from self-driving buses and Mobility-as-a-Service offerings
to optimized goods traffic flows in the port area. And not just within the bounds of the
30,000-square-meter congress site, but throughout the city: on four demo tours, visitors
could ride e-buses, commuter trains, and ferries through the city center, the HafenCity,
and the container port to see the mobility solutions of tomorrow for themselves.
Hamburg and its mayor Peter Tschentscher had been preparing for this moment for five
years. And he says that as a medical professional, he would like to see “many congress
projects have an impact beyond the event”.

“At the ITS World Congress 2021, Hamburg showcased the mobility of the future: autonomous driving,
intelligent traffic control and digital services.”
The congress, which was held in the city on the River Elbe for the first time in 2021,
focused on the eponymous “ITS” – intelligent transport systems and services – as it
does every year. The who’s who of the mobility industry met under the motto: “Experience
Future Mobility Now”: 400 exhibitors from the fields of transport, logistics, and IT presented their ideas, and up to 15,000 visitors from around 100 countries were expected.
ITS was open to the public for the day on October 14. From the 172 ITS projects, the
city had selected 42 “anchor projects” that have particular appeal. And the solutions of
T-Systems and Deutsche Telekom, as technology and telecommunications provider,
played an important role in many of them. A Deutsche Telekom trade fair stand provided
insights into the company’s own developments relating to intelligent mobility and networked transport.

Peter Tschentscher
Mayor of Hamburg,
Germany
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Transport transformation to combat climate change
The flood catastrophe in July was the latest reminder to people in
Germany of how real climate change is. It is really high time that
something changed. The calculation is simple: To reduce pollutants
in urban centers and conurbations, the causes also need to be tackled.
There are 800,000 cars in Hamburg, and then there are the port
operations, which are responsible for almost a third of urban emissions. So, on the one hand, there’s a need for action when it comes
to the transport of goods, and on the other hand, the city has to
address the car issue. The ITS strategy is also a climate strategy:
By 2030, the city center is to be virtually car-free. But what about
Germany, with our attachment to the car? If you want to make a difference and win the acceptance of users, you have to dig deep into
the innovation toolbox and offer real alternatives to the private car.
Fifteen minutes to your destination
For example, car-sharing models and a functioning local transport
system. For a long time, transport policy was strongly focused on the
car. Underground and commuter trains were usually left out of the
planning process, even though they are the most efficient of all modes
of transportation. This is now about to change. But instead of creating
a new silo, modern mobility relies on a seamless service and an intelligent infrastructure for an optimized traffic flow.
By 2030, it should take no more than 15 minutes to get from points
A to B in Hamburg – regardless of where A and B are located. By networking and communicating with each other, all the mobility services
such as public transport, carpools, rental bikes, e-scooters, and
shuttles can create seamless connections: Mobility as a Service. The
expectation is that one day in the not-too-distant future, timetables
will be superfluous because a means of transport will always be
available.
Public Transport 2.0
High passenger volumes place particular demands on the frequency
of service, even beyond the city limits: More than 300,000 people
commute to Hamburg every day for work. If delays and cancellations
were the consequence of the traffic transformation, this would probably have a negative impact on its prospects for success. In this sense,
increasing the public transport (PT) quota is a key lever for achieving
the transport sector’s climate targets. In addition to increasing capacity, ensuring a high quality of public transport is a basic prerequisite for
achieving this. IT systems for the appropriate planning and control are
of particular importance.
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The Ruhr region has come up with an exciting solution for the control
center: The transport companies of the cities of Dortmund, Bochum,
Herne, and the Ennepe Ruhr district use a joint, multi-client ITCS
(Intermodal Transport Control System).
This system records all bus and train movements in real time, optimizes connections, and provides the displays and vehicles with
dynamic passenger information. In the current version of the project,
the topics of rail traffic and electric buses have been addressed in
particular so that they are optimally integrated into the operations
control system.
Computer vision is increasingly finding its way into public transport.
The images from the cameras already present in many buses and
trains are analyzed “on the edge” using machine learning technologies. For example, the passenger volume with transfer relations and
seat occupancy are evaluated and acute danger points are automatically detected. The data analysis does not take place centrally in the
cloud, but directly where the data is collected. In this case, directly
in the vehicle.
This speeds up the data processing, reduces the volume of data that
has to be transmitted, and thus makes the desired information available almost in real time. Data protection is an important issue here:
The technology used does not require the storage of images, as they
are evaluated directly and only the relevant information is transmitted. As a result, personal privacy rights are protected.
Things are also changing for transport companies and control centers. With the “Live Dashboard,” employees have all relevant information at a glance – and not only in the control center, but also on
the office computer, smartphone, or tablet. And it’s all as streamlined as possible: The focus is on schedule deviations and trouble
spots in the network, ensuring that rapid action is possible.
Solutions like those presented at Deutsche Telekom’s trade fair stand
to improve the quality and reliability of public transport and help to
convince more people to use it.

Computer vision is increasingly finding its way into public transport.
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Feeling safe again on bike paths
Cycling is the most environmentally-friendly way to get around –
however, it’s also one of the most dangerous: 426 cyclists died on
German roads in 2020. And Hamburg’s bike paths don’t have the
best reputation. In a 2017 ADAC nationwide study, they were criticized for their comparative narrowness and dilapidated condition.
Anjes Tjarks is not happy about that at all: “People aged six to 99
should feel comfortable on our bike paths,” Hamburg’s transport
senator said in an NDR interview about the city’s plans until 2030. To
achieve this, bike paths will be widened and separated from where
cars drive on the roads.
To further enhance safety, Deutsche Telekom is working with
Continental AG to develop technology for collision warning and protecting vulnerable road users such as pedestrians, users of e-scooters,
and cyclists, who are particularly impacted by accidents.
This BMVI-funded project is based on GPS data and sensors. In order
to predict the paths that cars and bicycles will take for the next five
seconds, their data is sent to the cloud. If the foreseeable paths of
two vehicles collide, the collision warning solution sends a signal in
advance to the road user’s smartphone via mobile communications.
Something like this has to happen at lightning speed – 5G offers the
ideal conditions for this.
At the ITS World Congress, T-Systems displayed the collision warning
solution with the “Traffic Light Assistant” app that it developed. Bicycle,
e-bike, and e-scooter riders receive phase and forecast information from
the traffic signals in Hamburg’s inner city. This increases the comfort
and traffic flow and gives priority to environmentally-friendly road users at selected intersections. Another reason to switch to two wheels!
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The city of Hamburg faces traffic issues due to
a high number of public and private vehicles.

The car as part of the solution
Driving around looking for a free parking space is not only annoying,
but also harmful to the environment: It accounts for 30 to 40 % of inner-city traffic. This can be improved by digitalizing the search for a
parking space. Deutsche Telekom has installed around 1,000 sensors
in public on-street parking spaces in the Hamburg metropolitan area
that collect data on the relevant parking spaces in the test area. Together with project partner Parknav, additional data is being added to
provide a view of the inflow and outflow of parking frequency for the
first time. A dashboard allows the city and transport companies to
access this data and make it available to users. The city has expanded
the use of this dashboard to see what time of day a special need arises
on which streets. The misuse of special parking spaces, such as for
people with disabilities, is also being consistently addressed.
This is necessary at least until parking becomes automatic, without
our intervention: Automated Valet Parking is a driverless parking service that motorists can use in conjunction with an app. You tell the
car where you want to go, let it plan the route, drive to your destination, and get out – the car does the rest on its own. It then uses a
T-Systems server to find out where a parking space is available, uses
it, and sends the information to the driver’s smartphone. This process also works in the other direction via the pick-up service and
GPS positioning.
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Deutsche Telekom is working with Continental AG to develop
technology for collision warning and protecting vulnerable road
users such as pedestrians and cyclists.
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In order to sustainably improve the urban climate, it is inevitable that
we will have to achieve an almost car-free city center in the longer
term. One milestone that will mark the way there: intelligent urban
tolling. Unlike time-based toll systems, which favor frequent drivers
and most people perceive as unfair, the T-Systems solution implements occasion-based toll collection and uses smartphone apps or
in-vehicle technologies for this purpose. Road tolls are then based
on factors such as distance traveled, length of stay, vehicle type, or
emission class, and are no longer the same for everyone. In the future, the intelligent T-Systems Road User Services will also make it
possible to levy distance-based tolls for trucks in urban areas.

When it comes to transporting goods, there is not the same
range of possibilities available as in the area of passenger
transport. Apart from the handling of lightweight products that
are available in small numbers via drone, the bigger vehicles are
still necessary to ensure that we are supplied with goods. But
it can be done more efficiently and in a more environmentally
friendly way.
Competitive advantages in goods traffic
Hamburg is still powerless when it comes to tackling air pollution from shipping traffic – around 3,500 container ships and
200 cruise ships dock in Europe’s third-largest seaport every
year, producing vast quantities of particulate matter, nitrogen
oxides, and other pollutants. The traffic, on the other hand, can
be tackled. Before the project began, 40,000 truck journeys
per day were made in Hamburg alone, with the majority being
container traffic. To make this as efficient as possible, the city
of Hamburg and the Hamburg Port Authority (HPA) are now
optimizing the flow of traffic in the port area in the 5G-LOGINNOV anchor project.

Mobility as a mindset
All these solutions are made possible thanks to the digitalization
of traffic, technologies such as edge and cloud computing, sensor
technology and, last but not the least, 5G, which is a real game
changer in terms of real-time connectivity. Whether the solutions
take hold and bring about the desired – and urgently needed –
changes in mobility ultimately depends on us. Because change
can only work if it comes from within.
Before the pandemic and the flood disaster, there was an obvious
divide when it came to the “mobility mindset”. In a 2019 survey of
more than 1,000 German road users, 36 % said they saw no need
to change their personal mobility behavior. Currently, among
more than 3,000 respondents surveyed by Statista (a German
company specializing in market and consumer data), 61 % say it
is important to them to own a car, while 37 % feel that the public
transport network in their region is good. Only 27 % would like
to switch to more environmentally-friendly means of transport.
The solutions that Deutsche Telekom and T-Systems presented
at ITS will contribute to an even more positive attitude toward
modern mobility solutions.

Low 5G latency makes it possible to use automated driving platoons in the 5G-LOGINNOV project. Platoons are a type of digital carpool formed by trucks in the port area that communicate
with each other. The lead vehicle is equipped with the 5G-GLOSA (Green Light Optimum Speed Advisory) and can determine
the driving speed of all the vehicles in the platoons so that the
green light phases can always be used optimally. As a result,
trucks have to brake and restart less, which means fewer pollutants are released into the environment – this should lead to
a 30-percent reduction in emissions. The T-Systems “Low Carbon Mobility Management” (LCMM) app, which measures fuel
consumption and determines emissions, can be used to determine the amount of CO₂ per kilometer and actively reduce it.

Photo: iStock
Digitalization of traffic management can be a game changer not
only for those who implement it, but also for the environment.
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A Stairway to Blue Sky
in Huainan
Author: Durga Godbole

Find out how a Chinese Megacity reduced CO₂ emissions by more
than 5 megatons per year – with help from T-Systems

For more than 2,000 years, Huainan, 500 km west of Shanghai, was a small town dominated by local
agriculture. With the discovery of rich coal deposits at the beginning of the last century, the subsequent establishment of chemical and petrochemical plants, heavy industry and energy supply facilities, this changed dramatically. From a few tens of thousands, the city’s population has risen to more
than 1.2 million today. As in the mid-1950s, the former granary of Anhui Province was transformed into
a mining center, and today, with its five universities, it is a regional center for education, research and
culture. This is the speed at which change has taken place in China over the past three decades.

Course correction
Turbo-development has also been accompanied by explosive urbanization, a rapid increase in traffic and a significant drop in air quality. It is true that Huainan also has to do
its part to ensure that China meets its global CO₂ targets –
the country wants to become CO₂-neutral by 2060. And
even by Chinese standards, the city is a veritable boom
town. But there are far more than 100 megacities in the Cathay. As a so-called third-tier city, Huainan had no chance
to apply to Beijing for a new transportation system. Instead,
the municipal government itself developed a master plan
to build an intelligent transportation system and based it
on four pillars: increasing the operational efficiency of urban transportation, reducing congestion and accidents,
improving public transportation, and promoting low-carbon transportation with a reduction in pollution.
The Anhui provincial government provided the city with a
contact to the German Aerospace Center (DLR), which set
up a three-year pilot project together with T-Systems. The
core of the joint project was the installation of an intelligent
traffic infrastructure with the aim of dynamic traffic management, the dedicated reduction of emissions and fuel
consumption and the sensitization of road users for an environmentally compatible driving style.
The latter addresses, among others, the drivers of the city’s
more than 3,000 buses as well as Huainan’s overflowing
cab traffic. Estimates say Huainan has more cabs today
than it had inhabitants 100 years ago. A key function of the
service, and virtually the core of the implementation, is a
solution from T-Systems — Low Carbon Mobility Management (LCMM). An algorithm in the application makes the
driving behavior of people behind the wheel in road traffic
measurable and permanently calculates fuel consumption
and carbon emissions based, for the first time ever, on the
ISO/DIS-23795 standard.
In fact, the T-Systems solution measures acceleration and
braking of the vehicles via GPS modules of the buses and
via an app installed in the smartphones of the cab drivers,
creating speed profiles and giving drivers immediate feedback on their driving style (see graphic on the next page).

Photo: Getty Images
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The outcome
Ralf Willenbrock, a physics and mathematics graduate and
T-Systems expert for transport logistics and connected mobility,
said: “Drivers, logistics service providers and transport managers
benefited from our solution in a wide range of application areas
virtually from day one.” For example, drivers were able to receive
direct feedback on their driving behavior via the LCMM app —
including tips on how to reduce their carbon footprint. Additionally, the information on driver behavior could also be used in
training sessions for drivers. Fuel savings also reduced operating
costs for logistics providers, improving profitability. Lower emissions helped reduce carbon debt.
For transportation managers, this meant more visibility and
control over traffic. For example, they were able to reroute
heavy truck traffic to other routes so that bus traffic could
flow smoothly. At the same time, public transport could now
be planned in a targeted manner.
Alexander Sohr, team leader at the DLR Institute of Transportation
Systems Technology in Berlin, says about the project: “Thanks to
T-Systems’ low-carbon mobility management solution, we were
able to reduce fuel consumption and CO₂ emissions for cabs by
10 % as part of a joint project. In 2020, we also rolled out Low Carbon Mobility Management in buses in the Chinese city of Huainan.
The savings potential is more than 5 megatons of CO₂ emissions
per year.”
The bottom line is that fewer pollutant emissions led to improved
air quality and a higher quality of life in the city, as well as sustainable environmental protection efforts; a stairway to achieving the
objectives of China’s Blue Sky policy.

Illustration: T-Systems
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Ensuring that
e-mobility doesn’t stall
Deutsche Telekom subsidiary Comfort Charge relies on
T-Systems’ SAP expertise to keep batteries fully-charged
and billing processes transparent.
Author: Thomas Van Zütphen

E-mobility has finally taken hold – slowly, but surely. As of August 2021, almost 1 million
electrically-powered vehicles were already being driven on Germany’s roads. In the previous
year alone, the number of newly registered cars with all-electric drives rose by 206 %. As a
result, according to the Federal Motor Transport Authority (KBA) in Flensburg, 13.5 % of all
new cars registered in Germany already had an electric drive.
Need for 440,000 charging stations
No wonder, then, when KBA President Richard Damm states: “E-mobility has arrived at the heart
of the mobile society. Positive user experiences, reliable technologies, and an ever-expanding
range of vehicles to choose from are making it easier to switch to e-mobility.” If the current
trend in the registration of e-cars continues, Damm is confident that “the target set by the
German government of seven to 10 million registered electric vehicles in Germany by 2030
can be achieved.”
The automotive industry’s clear commitment is giving electromobility an additional boost. Take
Volkswagen, for example: With a 20.2 % share of the all-electric passenger cars in Germany,
the company is ahead of Renault (18.1 %), Smart (11.6 %), and Tesla (11.1 %). But it’s also true
that the e-car owners driving on German roads only had access to 23,800 charging stations
nationwide at the end of September of this year, according to Statista (a German company
specializing in market and consumer data). However, the rapidly increasing e-traffic should
also be able to flow smoothly by the end of this decade. In the 1960s, gas station chains in
Germany such as Gasoline, Texaco, and DEA ensured that the TV commercials for the VW Beetle
could claim 13 (!) times in 30 seconds: “It runs and runs and runs and ...” Ensuring the same
applies to its electric-powered successor in 10 years’ time will require not only a nationwide
network of more than 400,000 additional charging stations. It will also require intelligent
processes and applications that ensure smooth cooperation in the background and transparent
billing processes for the players involved.
When the current Mobility Report 2022 published by the Zukunftsinstitut Frankfurt also
comes to the conclusion that “the e-volution is picking up speed,” then this is also thanks to
companies like Comfort Charge in Bonn.

Photo: T-Systems
As a Charging Point Operator, Comfort Charge currently operates a nationwide network of 160 stations with up to 150 KW of charging capacity.
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Complex Billing
As a Charging Point Operator (CPO), the company currently operates a nationwide network of 160 stations with up to 150 KW
of charging capacity. These fast-charging points take just nine
minutes on average to fill a car with electricity for up to 100 km
of driving.
While Comfort Charge is responsible for the physical infrastructure,
as well as negotiating parking spaces for e-fueling and ensuring
that the electricity flows smoothly at the charging stations at all
times, it is the e-mobility providers (EMPs) who handle the business side of the charging stations. They make the charging stations
accessible to private customers and commercial vehicle owners,
who can identify themselves at the stations via charging cards or
apps and start the charging process. In addition to this model,
Comfort Charge enables ad-hoc charging processes, which can
be carried out on a cashless basis via PayPal, credit card, or a
membership card of an automobile club – and without a contract
with an EMP. However, this means that a wide variety of payment
and identification systems are used.

Automated billing
To meet the high demands of the clearing, Comfort Charge worked
with T-Systems to implement an SAP-based platform solution for
B2B business. “An ongoing project,” says SAP Solution Designer
Gerhard Klein from T-Systems, “that is growing together with Comfort Charge’s infrastructure and requirements.” The platform-based
and fully automated B2B system is used to settle charging data between Comfort Charge and the various e-mobility providers – and
creates stringent financial processes by harmonizing the often heterogeneous data from the systems of the cooperating EMPs.
But despite its great potential, the market relating to e-mobility
also contains uncertainties. The fact is that both charging infrastructure operators and e-mobility providers must be able to ramp
up capacity quickly. “This only works smoothly if the systems can
be scaled in the background without restrictions. With our SAP
services, their provisioning infrastructure as well as the application
itself can be expanded almost indefinitely,” says Gerhard Klein
from T-Systems.
However, scalability is essential. After all, powerful billing solutions
such as the SAP-based billing platform form the backbone of a reliable and thus future-proof e-mobility infrastructure. This ensures
that the power supply along German roads doesn’t stall and the
motto continues to be: “it runs and runs and ...”

This complexity alone raises the question of how mobility providers
can make their billing for e-charging transparent, fast, and reliable?
In order to present the customer with a transparent bill, heterogeneous data from various sources have to converge in a single system. The central challenge, according to Comfort Charge Managing Director Patrick Eberwein, is “to reconcile diverse and in some
cases very dynamic data sets: The prices of the electricity suppliers, the quantity purchased per charging point, the individual
contract data of an EMP customer as well as the access to payment service providers have to be integrated and mapped in a
comprehensive way. This requires a powerful and reliable backend – and an entity that takes over the clearing, i.e., the harmonization of the billing data vis-à-vis the e-mobility providers.”

Photo: Getty Images
As of August 2021, almost 1 million electrically-powered vehicles were already being driven on Germany’s roads.
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The manual struggle
BARMER was following a manual, time-consuming process before it embarked on a
partnership with T-Systems for digitalization.
Every month, BARMER employees from nearly 400 offices nationwide manually checked
thousands of prescriptions for medical aids. This is because the dispensing of medical aids
must be approved by the health insurance company in accordance with the Medical Aids
Directive. Employees also had to verify whether the prescribed aid fits the diagnosis. After
the verification, the clerks initiated the process so that the patients receive their aid —
either by collecting it from the medical supply store or as a delivery.

Injecting speed
into patient care
BARMER digitized its manual processes covering
30,000 medical aids and 3,000 medical stores with
support from T-Systems.
Author: Durga Godbole

“Every one of us who orders goods
privately on the Internet today expects
them to be delivered tomorrow.”
Jürgen Rothmaier

With approximately 14,000 employees, BARMER caters to
the needs of nearly nine million insured people. For medical
aids alone, the company manages a budget of over one
billion euros every year. With its online aid platform and
partners T-Systems and HMM Deutschland, BARMER is
perfectly equipped from an organizational and technical
perspective to meet increasing requirements heading into
the future.

Previously, the patients had to wait for a few days to receive their medical aid after the
examination and the transmissions were completed. They had no visibility into how their
requests were actually processed. The only option for them was to call the BARMER
customer care team to receive the current status – resulting in more time required to
manage customer calls (see Graphic 01).

Medical aids in Germany – a backgrounder
In Germany, as per prevailing laws, medical aids are provided
to the insured in case of illness or need for care. These
include spectacles, insoles and orthoses as well as measuring
devices, wheelchairs and beds. According to the list of
medical aids provided by the statutory health insurance
funds in Germany – these amount to 30,000.

“Every one of us who orders goods privately on the Internet today expects them to be
delivered tomorrow,” explains Jürgen Rothmaier, Vice Chairman of the Board of
Management of BARMER. “Our customers also transfer this expectation to the services
of a health insurance company. With this in mind, our Central Healthcare Platform (ZHP)
contributes to leaner and more efficient processes, ultimately improving the quality of
service for our customers.”

In rare cases, patients buy these aids themselves in medical
supply stores, but usually they receive them via a doctor’s
prescription. All these prescriptions will be redeemed at any of
the approximately 3,000 medical supply stores in Germany.

It was only logical that BARMER wanted to use a digital solution to speed up and
optimize the provisioning process, while saving costs and increasing transparency for
customers.

The medical supply stores submit the prescription, including
the cost estimate, to the health insurance fund. The health
insurance company checks the need and then pays the costs.
Several parties are involved when it comes to ensuring that,
for example, a patient who had recently undergone an
operation receives crutches promptly so that they can be
mobile in their private environment.
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Graphic 01

Before Implementation:

Illustration: T-Systems
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Vice Chairman of the Board
of Management of BARMER

1

2

3

Medical supply stores submit
prescriptions by post or fax.

BARMER employees read, evaluate,
and process the prescriptions.

Employees coordinate sourcing and
communicate with medical stores.

4
In the meanwhile, customers can only
check the status of the orders via phone
calls to customer care.

5
Delivery of the medical aids –
at medical supply store or
customer’s home.
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The only way is digital
With the Central Healthcare Platform from T-Systems’ partner HMM
Deutschland GmbH, BARMER found the right software support to
digitalize the process for the provision of medical aids. The software is
provided from a secure German data center. BARMER’s administrators
and the employees of the affiliated medical supply stores can access
the software from their end devices.
As BARMER’s IT partner, T-Systems ensures that the software works
perfectly with the health insurance company’s other systems, even
after customization. Just one example is the core system oscare®,
which the health insurer today uses to run its entire private customer
management.
The previous process of postal submission of the prescription and
the cost estimate by the medical supply store required scanning and
manual correction of the data before it could be processed further.
This process today is mapped completely digitally by ZHP.

The software “knows” which aids are available where, coordinates
the sourcing on this basis and involves the relevant medical supply
stores. The software also relieves BARMER’s employees of the
burden of manual checking (See Graphic 02).
ZHP is gradually being expanded to include information channels
that give the customer a better overview of the care process and its
concrete status.
Since the entire process takes place within the software, a manual
transfer between different channels is no longer necessary. This
increases the data quality and reduces the likelihood of errors.
Above all, however, ZHP speeds up deployment as most of the
manual steps have been eliminated. The digitalized process has
reduced the workload for BARMER employees and they can spare
more time for other customer-oriented activities.

Graphic 02

After Implementation:

1
BARMER’s administrators and affiliated
medical supply store employees access
prescriptions using ZHP from their end
devices securely.

3

2
ZHP evaluates the
prescriptions virtually.

ZHP locates the relevant medical
supply stores based on the
availability of the required aids.

€

5

ZHP matches prescriptions
to available aids.

Medical supply stores submit
cost estimates virtually.

7
Reduced workload of BARMER
employees helps them to focus
on other customer-centric tasks.
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8
Reduced administrative costs.

6
Delivery of the medical aids – at medical
supply store or customer’s home.

9
Shorter transmission paths and
waiting times for the provision
of medical aids.
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T-Systems ensures that the software works perfectly with BARMER’s other systems.
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A digital dose for
logistics in Pharma 4.0
Read about how digital technologies are driving disruptive
change in the Pharmaceuticals and Chemicals sector.
Author: Sandip Dalvi
Photo: Shutterstock

The COVID-19 pandemic stretched at least three sectors of the healthcare industry to the
maximum – Pharmaceuticals, Chemicals, and MedTech. Under pressure to develop and
bring to market the most viable vaccine as quickly as possible while limiting the spread of
infection, it took players less than 24 months to transform their processes, a performance
that normally takes several years. This incredible achievement was made possible by transformative digital technologies such as Artificial Intelligence, Internet of Things (IoT), Blockchain, Robotic Process Automation (RPA), Cloud, and more.
At the same time, as a side effect of the global lockdowns, another development rapidly
took off: Demand for various online medicine and medical equipment ordering apps grew
exponentially. According to a recent report by Business Wire, global ePharmacies recorded
more than 2.7 Billion visits across 96 countries in the first quarter of 2021 – a growth of 43 %
compared to Q1’20. Naturally, the ease of ordering medicines online and having them delivered to your doorstep is incredible. But if the correct products are not delivered to the end customer, it can result in a nightmare for the company – customer attrition and loss of reputation.
Those are not the only problems.
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Logistics “pain-points” in the pharma and chemical industry
Like any other enterprise, getting new products and services to market before competitors at a competitive pricing is the top priority for
the logistics players in the pharma and chemical industry. Aligning
their business to newer IT approaches quickly is therefore crucial,
because large logistics players are facing strong competition from
tech-savvy regional players and start-ups.

Adopting a technology mindset
To overcome these challenges, and to initiate a digital transformation,
companies should explore digital opportunities with a well-defined
digital roadmap, strategy, and digital architecture. Digitalization can
also speed up tedious processes and offer quicker solutions.

For the pharma and chemicals industry, which is one of the most
regulated industries across the globe, compliance to country or
region-specific government regulations is of utmost importance.
This includes pharmacovigilance, which deals with the detection,
assessment, understanding, and prevention of drug-related adverse
events, and regular audits from internal and external authorities.
Other issues include the danger of counterfeit or expired medicines
infiltrating the supply chain, lack of visibility of the overall supply
chain, and unplanned refilling cycles.
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The following trending technologies can help companies to stay
ahead of the competition:
Robotics to the rescue
Robotic Process Automation (RPA) is part of a larger movement
called “supply chain automation”, which ranks higher in the list of
priorities of companies. Supply chain automation also includes automation of back-offices, transportation, and warehouses.
Where social distancing is required, RPA can facilitate integration of the
ordering systems to enable a “no-touch” process – from shipment order
intake to confirmation. But more importantly, RPA can take care of
repetitive, transactional processes – both in production lines and in the
supply chain. Other key benefits include shipment tracking and control,
inventory control, procurement management, supply and demand planning, quality and compliance, and error-free documentation transfers.
Doctor’s recommendations: AI & Analytics
The next emerging technology player is Artificial Intelligence (AI). In
a time-sensitive domain like pharma and chemicals, AI and Machine
Learning can drive seamless logistics management and a faster route
to market. Cognitive automation, powered by AI & ML, can provide
significant improvements with data access and compute power,
compared to traditional tools and human decision making.
Companies can drive shipment consolidation and demand forecasting using AI and Analytics to identify shipping patterns and the
impact of external conditions to support on-time deliveries and proactive exception handling.
Predictive Analytics on shipment data can enable correct lane selection, manage transportation capacity, identify failure probability, and
provide accurate lead times.
Consolidation and analysis of internal and external quality audit findings from all Pharma customers can support companies with an efficient 3rd Party Logistics (3PL) quality audit process.

70

Keeping things under control
Now, let’s take a look at “Internet of Things” (IoT), its industrial variant
“Industrial Internet of Things” (IIoT), and Blockchain.
IoT helps create a connected ecosystem for pharma and chemicals
companies by ensuring that every device, machine, and process is
linked to a data communications system. Sensors connected to the
system can track equipment performance and alert employees to a
likely glitch prior to mechanical failure.
Temperature fluctuations can damage temperature-sensitive medicines and chemical products. Whether for Moderna or BioNTech,
AstraZeneca or Johnson & Johnson, simply maintaining the individual cold chains for COVID-19 vaccines was essential for their suitability for use on patients and made their global distribution a mammoth
logistical project.
In this sense, Pharma IoT can bring more visibility into drug production, storage, and movement by enabling multiple sensors to control
factors such as temperature, humidity, light, radiation, CO₂ levels,
and more. Near real-time non-conformance reporting can also be
developed using the IoT framework.
But it is blockchain in the IoT mix that also provides the necessary
secure coverage. The pharma and chemical cold chains require
sharing of sensitive information across multiple stakeholders. Blockchain can provide a secure mechanism for this information exchange
between the manufacturer, logistics partner, and customer. Blockchain can also help eliminate errors in time-critical tasks such as
environmental tracking, drug tracking and tracing (preventing counterfeit products from infiltrating the supply chain), and proactive
interventions in preventing product damage.
Interestingly, it was an IoT Service Button that helped a German multinational chemical company to switch to automation and shorten
their “milk run” process, with help from T-Systems’ deep expertise in
the IoT ecosystem. The company was facing issues as they lacked a
proper control system to manage their collection and delivery points
within the factory. The sequence of loading points, controlled by
their tractor units, was not standardized; and the alternatives they
were looking at were too complex and required high investments.
The benefits accrued by the customer included a high-rate of flexibility in operations and a solution that was simple – like plug & play
– and from a single source (connectivity, devices, and platform). It
did not have any dependency on power and corporate networks due
to its wireless data transmission and long runtime. It also provided
hotline support for all partners and easy integration via an app for
driving instructions. Most importantly, the milk run process could be
shortened, efficiently controlled in real time, and made completely
transparent.

Photo: Shutterstock
Achieving a faster go-to-market is crucial for logistics players in the pharma and chemical industry.

Conclusion
The global pandemic has affected the pharma and chemical industry more than any other sector. The pressure for
swift vaccine development and approval resulted in a significant upheaval within the healthcare industry. A sector
that has been traditionally slow in adopting any new technology has had to swallow several portions of technology
doses to remain viable in the ever-changing global conditions and demonstrate what people around the world still
pin their hopes on today: “When it counts, we will deliver.”
The upheaval will continue. However, with new players entering the market, technology innovations picking up speed,
and the regulatory environment becoming increasingly favorable, the road ahead looks smoother for the industry. It has
become clear from the perspective of the pharmaceuticals, chemicals, and medical technology providers that – despite
the many unknowns that await us – the future is feasible.

link
Injecting speed into
patient care
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