Playing safe with Smart
Security 3.0 for SAP HANA®
Expert tips for companies using SAP

Valueable insights on SAP S/4HANA® transformation – expert interview, June 2019

Intro
Switching to SAP HANA® and
SAP S/4HANA® goes along
with new requirements for the
SAP security concept.
Business-critical data and
processes are now coming
together in the digital core and
are an interesting target for
cybercriminals.
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That's why smart security concepts should be an
integral part of any SAP® transformation – even right
from the beginning of the discovery phase.
Marcus Böhme, Senior SAP Security Consultant and
HANA expert, reveals how SAP user companies can
secure themselves and their data with T-Systems Smart
Security 3.0 for SAP HANA®, now also certified by SAP.
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Interview
Marcus Böhme
Senior SAP Security
Consultant and
HANA expert

Marcus, what makes SAP HANA® so
different from any other database?
With SAP HANA®, SAP® has launched its
own in-memory database for SAP® applications. The big advantage of this technology:
companies can now analyze and process
their data in real-time. And thanks to SAP
Fiori®, users can enjoy access to core business systems and data anytime and from
anywhere, but this maximum flexibility also
causes security gaps. Just as the promising
integration of cloud solutions such as SAP®
Ariba® or SAP® Fieldglass®. New interfaces
and communication channels are emerging
and turn the assignment of access permissions into a real challenge, especially
compared to a classical SAP® database.
Depending on the application scenario,
developers and users of departments access
the platform at the same time as administratively active users. This is a completely
new scenario for many SAP user companies:
while restrictive access controls can affect
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the user experience as well as the flexibility,
too loose system access increases security
risks. This balancing act must be mastered.
As an SAP user company, how do I find
out if my security architecture is ready for
the innovations offered by SAP HANA®?
My recommendation: Any company that is
facing a transformation to SAP HANA® or
SAP S/4HANA® should consider security
from the very beginning of planning. Clients
and IT providers must develop a common,
clear picture for which business scenarios
SAP HANA® will be used and how the
database should be embedded in the IT
and security landscape. This understanding
is important to identify and eliminate
potential risks. Otherwise, security issues
may arise later, and compliance could be
endangered. With T-Systems Smart Security
3.0 for SAP HANA®, we offer our clients a
template solution with an integrated consulting package that gives orientation. Based

on our best practices, we quickly create an
individual security concept for SAP HANA®
landscapes, starting from analyzing the
landscape and client requirements to consulting and implementing an authorization
concept as well as a security and compliance
report for SAP HANA® until hardening.
This means that services which are either
not necessary for the system function or
which do not provide enough security are
removed or replaced.
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You mentioned “quickly”. How long does
it take from analysis to implementation?
Of course, the duration of the project
depends on the number of affected SAP
systems and their complexity. It usually
takes about one to three months.
Which clients have you already implemented the security solution for? Can
you name a few companies?
Of course. However, I cannot mention official
references. As usual for security solutions
clients aren’t quite keen to become an official
reference client due to the criticality of the
topic. Nevertheless, we can show a proven
track record, for multinational companies
such as an oil and gas company, a dairy
company, automotive suppliers and also
manufacturers and banks.
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Coming to an end, can you tell us why
SAP user companies should get this
solution from us?
We have been on the market with this
solution since 2013 and have permanently
developed and improved it to honor new
SAP HANA® features, permissions, roles
and functionality. Thus, clients always
receive an up-to-date product.
In February this year, our solution was even
certified by SAP. Now, we can add “Powered
by SAP HANA®”. Thus, the Walldorf-based
software group has confirmed the technical
conformity of T-Systems Smart Security 3.0
for SAP HANA®. And an additional argument,
in my opinion, is our end-to-end SAP expertise! We offer everything from consulting to
the transformation to SAP HANA®, SAP
S/4HANA® or into the cloud up to system
integration and application management –
from one hand.

This makes us an interesting SAP partner
for our clients and prospects. And above all
in terms of security, this holistic view of the
SAP® landscape is enormously important.
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More information
T-Systems Public Cloud
for SAP®

T-Systems SAP S/4HANA® 
Readiness Scan

T-Systems SAP® Leonardo
Initiation Package

With this platform, you can use SAP applications flexibly at any time. A
 ll applications
are available as fully functional appliances –
complete setups instead of individual Lego
bricks. The predefined services are provided
in the familiar operating quality on the SAPcertified T-Systems Public Cloud.

T-Systems will accompany you on your path
into the digital age with a comprehensive
end-to-end SAP transformation package in
which our best modular solutions in the
areas of design, transformation and operation
were brought together. This will make the
transformation to SAP S/4HANA® faster and
cost-efficient. Just get started!

Benefit from the advantages of an innovative
and intelligent enterprise by enter a new
dimension of digitization with regard to your
SAP system world. Find the optimum path
for your company to discover new opportunities and possibilities regarding the Internet of Things, Blockchain, Machine Learning,
Analytics, Big Data, and Data Intelligence.

More information ...

More information ...

More information ...
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About Marcus Böhme (T-Systems Expert)

About T-Systems

Among other things, Marcus Böhme is responsible across the
subject of SAP HANA® Security at T-Systems. He leads the chapter
SAP HANA® Architecture and Security Consulting in the SAP
Portfolio Business Unit at the subsidiary of Deutsche Telekom.
Prior to his current position at T-Systems, he spent many years
working in various roles from developer, database expert, network
architect, solution designer up to a Senior SAP Technology
Consultant as key player. Since 2012, he has been focusing on
and around SAP HANA® systems and offers with his team a very
broad and deep knowledge in and around SAP HANA® systems.

T-Systems is one of the world’s leading digital service providers.
It is based in Europe and offers integrated solutions for business
customers. The company uses a global infrastructure of data centers
and networks to operate information and communication technology.
As a leading end-to-end service provider for SAP solutions, it covers
the entire value-added chain of the SAP lifecycle. And it provides
everything from a single source: from secure operation of existing
systems and classic IT and telecommunications services to transformation to the cloud and SAP S/4HANA®, and from needs-based
infrastructure, platforms, and software to new business models
and innovation projects in the Internet of Things.

CONTACT
E-Mail: PU_SAP@t-systems.com
Internet: www.t-systems.com
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