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Leaders coming together, offering a
unique and fully-integrated security
service in the energy sector

The combination of Hitachi Energy’s deep understanding of Operational Technology (OT) systems,
Deutsche Telekom Security’s in-depth knowledge in cyber security and Securitas’ unique
expertise in physical security creates a unique full-service security partner for customers.

Critical infrastructure challenges Holistic approach

DIGITALIZATION + REGULATION + THREATS Securing critical infrastructures requires a full understanding of
Fast detection, real-time analysis and initial operational & information technology and physical security.
response based on enriched context information is The Industrial Security Center provides a combined real-time
core to make the right decisions responding to expertise through three Security Operation Centers monitoring
threats in critical infrastructures. Combining deep on a 24/7 basis. It enables critical infrastructure owners and
knowledge in OT, cyber security and physical operators to tackle challenges at highly competitive cost,
security is required to counter such threats and thanks to real time response initiation, clear processes, while
ensure business continuity. enhancing the compliance to current regulations.
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Business & operational advantages o 03
il SOCs monitoring 24/7
= Full compliance with NIST Cybersecurity Framework Detect and

Respond requirements

= The customer can focus on core business activities, while security is i:(:/(? 10,000

being taken care of by the ISC specialized engineers
= Increase in overall security level and enhanced security culture

= Reduced total cost of security handling, through a one-contact
protection point within the ISC 1,600
\L/ cyber security experts

= Enhanced Crisis Management

= Increase resilience, ameliorate Business Continuity and Operational
Process maturity

130+

years operation of critical
infrastructure across the industry

= Opportunity to achieve complete IT security integration with ———
minimum effort

= Benefit from immediate support by highly experienced security and

OT experts @ 83+
years of physical security expertise

93 The Industrial Security Center allows for a long-term sustainable
solution of security challenges. We strengthen your business with real
time technical capabilities and in-depth domain expertise




The Industrial Security Center
service offering

Through the Industrial Security Center, operators are ensured the highest level of protection for all
assets. Offerings extend to all aspects of security including assessments, active monitoring,
emergency response support, planning and training for emergency situations. Combining the
physical, OT and IT data along with deep intelligence and vulnerability knowhow, the Industrial
Security Center offers unique insights and capabilities. Moreover, the ISC offering includes
standardized and mature processes harmonizing the three security domains integration.

Incident Detection and
Response (IDR)

Vulnerability Management (VM)
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The extensive service
packages the Industrial
Security Center can bring
you are based on the ISC service
expertise of three world .
leading partners, dedicated pOthOlIO
to enhance your security
level in all different physical,
OT and IT aspects.
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|_ Threat Analysis Service (TAS)

| :| Asset Register Service (ARS)

Physical Security & Configuration
Assessment (PSC)

Asset, Vulnerability &
Configuration Assessment (AVC)
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