I Systems e

Enabling Data
Sovereignty in the
Public Cloud

June 21 | Webinar with IDC Nordic



Compliance & Sovereignty
in the Public Cloud

Mari Sterman | Security Manager
June 21, 2023




Defining Sovereignty
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- Control Adequacy Decision- Article 45 S

* Enforcement

* Regulation
 Compliance

* Law
GENERAL DATA

e Data Protection PROTECTION'REGULATION

* Personally Identifiable Information




GDPR Article 45 - Adequacy Decision

The European Commission recognises
the following countries as meeting the
adequate protection requirements:

e Andorra

* Argentina

» Canada (commercial organisations)
e Faroelslands

e Guernsey

* Israel

e Isle of Man

e Japan

e Jersey

* New Zealand

* Republic of Korea
e Switzerland

* United Kingdom
e Uruguay




GDPR Article 46 — Appropiate Safeguards

The following details the appropriate safeguards needed to meet minimum requirements for data transfers without any
specific authorisation from a supervisory authority:

1. Alegally binding and enforceable agreement with public authorities or bodies

2. Binding corporate rules in accordance with Article 4/

3. Standard data protection clauses adopted by the Commission in accordance with the examination procedure referred to
in Article 93(2)

4. Standard data protection clauses adopted by the supervisory authority and approved by the Commission pursuant to the
examination procedure referred to in Article 93(2)

5. Anapproved code of conduct pursuant to Article 40 together with binding and enforceable commitments of the
controller and/or processor in the third country to apply the appropriate safeguards, including as regards to data
subjects’ rights

6. Anapproved certification mechanism pursuant to Article 42 together with binding and enforceable commitments of the
controller and/or processor in the third country to apply the appropriate safeguards, including as regards to data
subjects’ rights



https://gdpr-info.eu/art-47-gdpr/
https://gdpr-info.eu/art-93-gdpr/
https://gdpr-info.eu/art-93-gdpr/
https://gdpr-info.eu/art-40-gdpr/
https://gdpr-info.eu/art-42-gdpr/

Schrems i

In July 2020, the ECJ issued the Schrems Il judgement. The ruling of this case involving the Irish Data Protection
Commissioner Vs Facebook Ireland & Maximillian Schrems resulted in significant changes for the use of US cloud service
providers.

All customers of US cloud service providers are now responsible for verifying the data & privacy protection laws of
the recipient/host country, document the risk assessment & advise their client base on any findings.

Companies can no longer solely rely on Standard Contractual Clauses (SCCs) & Binding Corporate Rules (BCRs) to verify
adequate privacy protection.

The Schrems Il judgement means if the host country is outside the EU/EEA’s legislation, it must be analysed to confirm if the
country offers equivalent protection for privacy similar to the GDPR.

It is the responsibility of the organisation exporting data to the US or other third country (not the Cloud Service Provider) to
perform a documented Transfer Risk Assessment (comprised of an analysis of the data flow, supplier’s access to the data,
recipient country’s legislation & any other safeguards applicable to the SCCs).



Data Sovereignty

* Control

* Enforcement

* Regulation

« Compliance (GDPR, Schrems II)

* Standard Contractual Clauses
(SCCs)

« Data Protection (DPIAs)
* Data Privacy
e Data Encryption

 Data Governance
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T-Systems Data Protection as a Managed Service

European-
Trusted Cloud
Landing Zone based AWS

Support

AWS Premier Data
Partner T Systems Confidentiality
German HQ N

Data Residency

External Key

Controls

Management




Fulfilling EU Customer Requirements for Data Security

in the AWS cloud
means...

Full Control Sear.nless

f Kevs Integration to
OT Rey AWS Services
EU Compliance Key Management
like GDPR ﬁ External Key ﬁ Provider in the EU

Management

Encryption keys g Encryption Keys
in secured * Outside AWS

hardware
aFIPS
1403
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Data confidentiality using KMS
STOP handing over the encryption keys

1. AWS KMS only

EAmazon S3

Data Key

(Plaintexty

<_®
Customer

<

(Calling Service)

A

Data Key
(Encrypted)

AWS KMS

Stored in AWS KMS built-in HSMs.

Managed
Keys (CMKs)

Amazon S3
(Calling Service)

A

Data Key
(Encrypted))

Data Key
(Plaintext)¥

AWS KMS

|

E

AWS CloudHSM

Customer Managed
Keys (CMKs)

Stored in AWS CloudHSM under customer’s
control.

2. AWS KMS with Custom Key Store 3, AWS KMS with 3rd party solution

@ Amazon S3
(Calling Service)
y N

Data Key
(Encrypted)

Data Key
(Plaintext)

AWS KMS \

Customer Managed
Keys (CMKs)

Import Key /
—e

HSM hosted on Customer Datacenter:
Customers responsible for Key
management.

Stored in external HSM; copy exists in volatile.

memory
within AWS KMS

Over 100 AWS services supported today
Available from AWS Marketplace

4. Solution Managed
by T-Systems

Amazon S3
(Calling Service)

Data Key Data Key
(Plaintext) (Double Encrypted)

Seamless Key
Integration

Data Key
~(Encrypt

:: XKS Proxy
5 I Cluster
1

&

—0— Telekom

HSM Cluster Datacenters |

T-Systems responsible for Key
management stored via HSM.



External Key Management
Implementing Encryption in the AWS cloud

Key Infrastructure hosted in Germany

Infrastructure is hosted on Telekom Datacenters in Germany. Deutsche Telekom/ T-Systems is the leading security
provider in Germany. https://www.t-systems.com/de/de/referenzen/analystenbewertungen/sicherheit/isg-
provider-lens-cyber-security-solutions-2022

Encryption keys managed outside the cloud
Key Encryption is handled outside AWS giving customers a vendor independent control. Keys will be handled by T-
Systems in German Data-Centers.

Encryption keys are stored via secure hardware
Master Keys are stored in FIPS 140-2 Level 3 validated Hardware Security Module (HSM).

Supports regulatory compliance
Allows customers to encrypt data and applications handling sensitive data safe and confidential as well as help
address compliance with government and industry regulations..

Seamless Integration to AWS Services
Integration to majority of the AWS Services being used by AWS Key Management Services (KMS).

Key Access Auditing
End to End logging and monitoring of Key Access.

Highly available and scalable Infrastructure
Keys are hosted in highly available Infrastructure in Telekom Datacenters. AWS Services are connected to the
datacenters using highly available Direct Connect connections.

12


https://www.t-systems.com/de/de/referenzen/analystenbewertungen/sicherheit/isg-provider-lens-cyber-security-solutions-2022

Responsibility Matrix for External Key Management

Task T-Systems AWS Customer
Hosting HSM Cluster R
Establish Network Connectivity to HSM R
Setting up TSI Proxy VPC R
Integration of HSM to Customer KMS R C
Defining IAM Policies for KMS Service C R
Defining Key Policies R c
Monitoring and Alerting R I
Setup of Backup and Restore Policies R C
Creation of Runbooks for Operations R A
Life Cycle Management of Keys R A
Management of Key Users R A
Provide KMS APl Interface A R

R: Responsible A: Accountable C: Consulted I: Informed 13
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Use-Case: Enabling Secure Health Data A ITONICS

The German healthcare market is in motion. App providers can now support

patients with apps for mental health, diabetes, heart diseases, etc. Technically, ‘ ‘

provision of these apps via the AWS cloud makes absolute sense: It ensures

scalability, offers a risk-minimized approach, and applies modern CI/CD We take GDPR compliance very

pipelines for agile development. seriously at ITONICS, so when we were
researching how to comply with the

Thus, time to market and high innovation speed are guaranteed. However, the Schrems Il ruling, we started looking

app and the respective data handling must comply with German law and for ways to encrypt our data with keys

regulations for processing personal (health) datal! managed inside the EU.

We were delighted to be invited to
With T-Systems, ITONICS could establish their diabetes solution in the market. T-Systems Key Management Service

beta program to test the integration
with a number of AWS services. The
results of these tests were positive,
and we are now moving to the
implementation phase of the project.

Strong encryption protects personal health data. With the storage of the keys in
the EKM operated in a Telekom data center in Germany, ITONICS could fulfil the
regulatory authorities demands.

- Martin Hignett, CTO at ITONICS
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T-Systems Worldwide
- a leading IT-service provider

For more than two decades T-Systems has digitalized
corporations and societies.

Our German origin shines through in our uncompromised
approach to support our customers, a thoroughness
which is mirrored in our vision to be the most reliable IT
solutions provider with the best technology and
industry expertise.

Headquartered in Germany, present in more than
20 countries, and around 28,000 employees,
T-Systems is one of the European-leading IT service
providers and suppliers of digital services.

€4+pbn DAX30 16 20+

T-Systems support all Data centers Countries were

Revenues

DAX30 companies we are present

28.000+ 98 Fortune500

Em lc,> ees Security operation T-Systems support +.100
ploy centers (SOCs) globally ~ Fortune500 companies

"~ Headquarters

4

9
Slovakia
Strategic

. Delivery Center

Hungary
Strategic
Delivery Center

India
Strategic
Delivery Center
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Northern Europe
Stockholm
Our local presence Office |

Copenhagen § % § _
Office e

Espoo office
locations
Glasgow

// Office 'v :
+200 = I [ Manchester
Office :

-
" o

Employees
N bt
\\ +15
Nationalities
Milton Keynes

Office



Our Strategy )

We enable organizations to
reach full potential through Our
digitization

Most reliable ICT solutions
Our provider with best technology ..~~~
and industry expertise NG

Mission

®

Vision
We partner with you
on your journey ...

<
<

G} Data sovereignty Learning & relentless

improvements

Multi Cloud

Enablers & cloud T Systems pigital
Operators Services

»
>

Digitization
Enablers

<
<

#peoplemakeithappen ogo

o Innovation with an open
Agility and T-Mindset

/ \
O-0 partner ecosystem

Sustainability &

5@3 Secure operational
Diversity

excellence ... into a modern, secure

& resilient digital
environment
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Going Beyond

To deliver tangible business value to you

I Systems e T
\ We understand the challenges companiesare:
Y facing. The need'foragility,' adapting o _
s stakeholderdemands susta|nab|l|ty, re3|l|ence,__'
' 'ecurlty threats, and ability to deliver

e products and services to end-users.

To us, it is not about the technology,
but how we can help our customers to leverage
technology to create real business outcomes.



We co-create to make amazing things happen

We help airports to move
millions of people through
their facilities

We help to realize space
programs to make the
world better and more
sustainable

We save lives, with
our Al solutions that
prevents blood
poisoning

We help to
deliver energy
to mankind

We automate
the global
manufacturing

We enable *
the future

_____________’

y
" of mobility

We help to
put satelites We strengthen your business
in space and cyber resilience

We enable cloud services
to businesses & society

We power global
telecommunications
to connect people
= We make cars
| mE T to travel
?i— _!#]H_:j‘i " -— i without drivers
e eRNEAREY T ESEERr NN the shops
A h? g j‘ﬂ b stocked and
S i selling We keep
hospitals
running



We are building ...through our experts We Our clients
digital tomorrow and holistic cloud- deliver include
native solutions

We are a group of co- Our biggest asset? Our people ¢ Advisory Automotive
creators, consultants, behind the technologies.
delivery and customer They come with deep tech
support staff. knowledge and unparallel skills ¢ Cloud Transport & Logistics
in industry topics.

¢ Digital Manufacturing

We continuously question ¢ Security Life Science

and re-think the We deliver E2E-solutions for the
established in order to digital needs of our customers,
build a digital world with in order to fully develop and and more
sustainable impact for our modernize business critical

customers . operations.

¢ Connectivity Financial Services



Leading global players put their trustin us — in +20 countries

Long-term customer

0 Sergraeet,  E@DzBANK DMWY voukswacew
P relations and precise
o e Lufthansa (D siEmens knowledge of the
ATDK o mavaner uni iss respective industries
Wienerberger Re drive our success.
Gepad) //-;TDLL4 EUROPE BIK:7] SBB CFF FFS SET

OOOOOO

p® ZUELLIG O Deutsche Post DHL = g —
&4 PTIARMA IRANI 2 C:
bl o Group JENOPTIK “ U Fraport

FUﬁTSU BARMER A

O ® ® 1
e More references and projects
e ' BWI

Nordrhein-Westfalen

IT fir Deutschland

h
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https://www.t-systems.com/de/en/success-stories

Our clients are trusting us

Confirm T-Systems
" to be RELIABLE*

* Brand Tracking Study GER Dec22

T-Systems
presentin

>20..

countries

e

Perceive T-Systems
as INNOVATIVE*

* Brand Tracking Study GER Dec22

il

T-Systems is
part of TOP

10

- European

Benchmark™*
- . ) **TRI*M 2022

e




We are awarded across all major industries
by trusted analysts

<

*
1SG ielsOnHC‘" tekknowlogy PAC OMDIA FROST & SULLIVAN
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We work with long-term & dedicated partners
Global players and start ups

/
Lenov/o \

N

p L
PEcA @® Microsoft Q
vmware N\ i | N7 (inteD
__— cisco w
/ VilPath / I | /
/ fp— / \
/ T Systems & -,
— AN
#/» paloalto O Google Cloud ~_
= — -
Hewlatt Packard servicenow

500+ prominent technology and
industry partners and suppliers,
as well as numerous start-ups

Joint solution development

Capability augmentation

Joint project delivery
Co-innovation
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Building the digital future
Trailblazing solutions with partners

Industry
solutions

T - -Systems- :
) Google Cloud

\ / :
) -zi; REGULATIONS

and compliance

-

Sovereign Cloud < DPaaS incl. EKM >
. _// . 3

Sovereignty, privacy

Sustainability

X Climate and & e “
-

energy

Hybrid, multi-
cloud era

T SR

management

data-based
targets

: ‘!AA'zure

A

. Sustainability Manager

Impact Measurement .
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We work hard to become a leading sustainable IT Provider and make a significant
contribution to lowering CO,

4 N\ 7 N [ _ - )

00/ w2, Member of Climate Global portfolio for 20 Countries, with
(o @ o ﬁ%ﬁ%@ neutral Datacenter significant Client Enablement
- o \ER) poot Potential .
Net Zero for direct and Fleet Value chain ’
indirect energy & High-efficiency Holistic End2End Suppli -Elé;t;mabnn
consumption until 2025 . 9P LEED-certified Olistic EndsEnd SERPHEN @Detecon
T . , : |
S |I| _\_ Datacenter Biere Carbon Footprint Consulting |
0 /O Buildings Suppliers Low Carbon Infrastructure SerV|cewAg§sﬂlﬂ
Net zero full scope EU Code of . Sustainability through Digitizatione=
emission until 2040 Conduct energy
efficiency Sustainable Revenue Quota of 44 %*

(o) compliance
100 /O Awareness % Q . ~50 Sustainability Experts
Sourcing of Renewable #peoplemakeithappen Research project to
Energies 2021 increase self-sufficiency

Our Service & Our Capabilities
Enabling clients to reach their sustainability

Our Measures
Footprint reduction along Energy efficient

Our commitment
Group climate targets

full scope Datacenter

goals

* on Deutsche Telekom Group level, T-Systems overproportionally contributes 29


https://www.telekom.com/en/media/media-information/archive/making-the-cloud-greener-624396

We rank as a leader in Sustainability & Decarbonization Services and
help our clients in their sustainability journey with tailored offerings

All details in the pm “Leader” Ranking in Sustainability &
sustain Highspot ¢ Decarbonization Services in GER and
section *r=d Nordics in the ISG Study (since 2021)

> 40 sustainability related offerings and successful implementations

' Sustainability Low Carbon Mobility Airport Collaborative SAP Emission Free
\ Advisory & Consulting Management Decision Making Cloud Services
73 Sustainability ' | - /
@Detecon

f syrah__a

I‘:) I\J . I'I

VING RESDURC.ES
THROUGH EFFICIENT TESTING
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https://yam-united.telekom.com/pages/sustain/apps/blog/blog/view/48904a1e-d57c-412c-951e-0880f7f5d8ef

Contact Us

Mari Sterman
Security Manager
mari.sterman@t-systems.com

T: Systems s

Sakari Palko
Head of Cloud Sales
sakari.palko@t-systems.com
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