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As a global IT supplier seeking to make the 
society more sustainable, T-Systems bears 
a great responsibility. And the demand 
from our customers is very high too. They 
face numerous challenges in each of their 
sectors. At the same time, regulatory 
authorities across the globe are focusing 
on companies’ environmental perfor-
mance. This means that sustainability 
strategies meeting the needs of authori-
ties, customers, and investors will soon 
become important for all businesses. And 
the use of green IT services and products 
will become the new normal.

As such, T-Systems has unconditionally 
committed itself to the ambitious climate 
objectives of Deutsche Telekom, making 
its own contribution with a special pro-
gram. Among other things, T-Systems is 
converting its entire fleet of business ve-
hicles worldwide to electric cars from this 
year on. This alone will reduce our CO

2
 

emissions by around 1,000 tons per year. 
Not only do we want to be carbon-neutral 
by 2025 (Scope 1 & 2), but we also plan to 
extend this climate neutrality to the entire 
value chain by 2040 (Scope 3). And thus, 
we would like our suppliers to achieve 
green zero in the production and use of our 
products. After all, ICT and digitalization 
are two of the key factors for businesses to 
reduce their emissions – but this starts 
with the efficiency of our very own  
T-Systems data centers. 

For this reason, in 2021 we joined the cli-
mate neutrality pact for data centers, an 
agreement between data-center opera-
tors and trade associations who have com-
mitted to the European Green Deal, which 
is perhaps the most ambitious agenda the 
EU has ever set. We are, therefore, taking a 
further step by committing to green tech-
nology and climate neutrality. 

Our series of articles in this issue of our 
customer magazine Future Practice shows 
just how we are helping our customers 
with their climate neutrality ambitions – 
across a wide range of industries. The glo-
bal retail sector on the cusp of the meta-
verse is just one example of this. Others 
include our global mobility, which continues 
to connect us through individual transport 
(think cars), as well as farms, which, in 
light of climate change, need to prevent 
bad harvests with increasing urgency.

We therefore know, for example, that on-
premises SAP systems are not only cost-, 
time-, and resource-intensive, but also 
generally responsible for higher carbon 
emissions. They are often designed for a 
peak load with capacity resources, which 
are rarely ever used. The example of one 
of our collaborations with Google shows 
what’s happening instead – and how the 
SAP Data Migration Factory from T-Systems 
is opening the doors to a sovereign cloud 
at the same time. 

Green IT is becoming  
the New Normal.

However, zero-emission cloud services are 
just one of the objectives that we can 
achieve faster together – of that, I’m sure. 
Provided you speak the same language. 
The example of consistent data exchange 
from Catena-X, the international network 
for the automotive value creation chain, 
shows how Bosch and T-Systems are col-
laborating in this regard. With the #Green-
Magenta label, we are continuously wor-
king on the certification of further products 
and IT services that help to reduce CO

2
. 

We currently have more than 14 of these in 
the business customer segment alone.

Plus, the example of a project by Leipzig 
University and Obstland AG in Saxony, 
which uses T-Systems’ Innovation Center, 
shows how the cloud, IoT, blockchain, sen-
sors, and, at the end of the day, big data 
analytics, help make it possible to produce 
millions of tons of fruit and vegetables in a 
more reliable way and thereby make farm 
crop yields more reliable across the globe. 
As always, before we go big, we’re starting 
small – and in this case, specifically with a 
single apple tree. 
 
Sincerely,

 
Adel Al-Saleh

© T-Systems
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The new virtual super mall is here 
The cloud opens up extensive innovation 
potential for the retail sector. Tomorrow's 
technologies can be tried out in the Cloud 
Business Lab for Retail.

Diary of an apple tree  
Highly automated and sustainable  
food production using IoT enables 
seamless traceability.

All in a day’s time!
T-Systems' new image film was shot 
entirely virtually and makes the leap  
from the present to the future in 
impressive images.    

Sustainability is the new  
business maxim 
With companies & governments racing  
to meet sustainability targets, digital 
innovations could lend a helping hand. 

SAP modernization on Google Cloud 
Learn how T-Systems and Google Cloud 
are working together to provide 
customers with stable operations and 
data sovereignty in the cloud.

Every drop counts!
An IoT solution ensured that the ultrapure 
water valves of semiconductor 
manufacturer GlobalFoundries were 
perfectly adjusted at all times.

Fusing AI and humanity for a  
better tomorrow
Data scientist Dr. Pavol Bauer on  
reasons why many AI projects fail, three 
success factors that prevent failure, and 
why AI needs humanity for us to realize  
its potential.

Semantic Data Layer based on  
Digital Twins (Catena-X) 
Solving the automotive data confusion.
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The vehicle redefined 
Oliver Bahns on the importance of 
connected cars, why they continue to 
evolve, and avoidable braking maneuvers. 

The way to Secure Access Service Edge 
Secure Access Service Edge is the SASE 
(pronounced as “sassy”) kid on the 
security block – but how do you make it 
work for your organization? 

Cover image: Adobe Stock
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FuturePractice 7I   The new virtual super mall is here

Some things simply take time. Ever since 
Mark Zuckerberg announced last sum-
mer that Facebook would be concen-
trating on developing a metaverse, the 
term has been on everyone’s lips. But it 
was invented 30 years ago by U.S. science 
fiction author Neal Stephenson. As I 
said, some things come slowly, but then 
possibly quite powerfully. 

And how is it here? Is “wait-and-watch” a 
good idea? What is it all about? And what is 
the vision of Metaverse for our industries? 
Take for instance, the retail trade, which has 
just been turned upside down worldwide 
by Amazon and Co.

You can imagine the metaverse as a com-
plementary reality, or as a convergence of 
the physical and digital worlds. Similar to 

the virtual world of gamers today, in 
which augmented reality (AR) and virtual 
reality (VR) are linked. This will be appli-
cable not only to digital experiences – as 
they are already successively becoming 
commodities in the tourism industry or 
the global museum landscape – but also 
to digital goods. It will thus change how 
people interact with each other, but also 
with brands; in the process, it will not only 
become a new retail market, but also an 
economic space, a kind of parallel universe. 

Analysts’ estimates of the market volume 
underpin this: Bloomberg Intelligence 
sees the global metaverse market volume 
alone at around $800 billion worldwide 
by 2024. PricewaterhouseCoopers (PwC) 
sees the potential for VR and AR as essen-
tial technologies for functional participa-

tion in metaverse events to increase glob-
al GDP by up to USD 1.5 trillion by 2030. 

It’s possible that this scale and speed will 
take our breath away, but shouldn't we 
have seen it coming? So much for the 
phrase “wait and watch”. 

Flashback: Where did we come from?

Retail has witnessed a veritable boom in 
the last 10 years. The oft-mentioned digi-
tal transformation we have experienced 
has driven e-commerce take-up, and the 
health crisis of 2020 only accelerated the 
trend exponentially. While in 2010 online 
sales barely accounted for 5% of all trans-
actions, sustained annual growth between 
2010 and 2019 was considerably higher 

for e-commerce businesses than their 
brick and mortar counterparts. In fact, the 
latest figures from strategy consultancy 
Oliver Wyman’s report titled “Is E-com-
merce Good For Europe?”, showed an  
annual growth rate of 14.6%, which, when 
combined with the boost over the past 
two years due to the health crisis, leads us 
to unprecedented proportions of sales via 
e-commerce. 

The Spanish fashion industry giant Inditex 
provides a highly illustrative example. In 
2021, online sales growth was up 28% on 
2020 and 124% on 2019, surpassing 25% 
of the group’s total sales. That went be-
yond initial expectations and showed that 
investment in the company’s digital trans-
formation processes and customer-facing 
technology drives results. 

There is no question that technology has 
established itself as an irrefutable engine 
for change within retail, providing compa-
nies and their customers with new possi-
bilities for interaction. These, in turn, 
sparked changes in the behavior of con-
sumers with an increasingly digital profile, 
ultimately unleashing an unprecedented 
transformation within the sector. Now, 
consumers are no longer satisfied with 
acquiring a product; rather, they seek  

increasingly immersive experiences that 
provide them with added value beyond 
their purchase.

This change in consumer habits has led to 
an evolution in the shopping space that 
has increased in size from the physical to 
the digital. Thus, retail companies have 
complemented brick-and-mortar store 
networks by creating a digital footprint 
with the development of online apps and 
an increasingly important social media 
presence. This means, new generations of 
100% digital consumers with high levels 
of technological maturity can enjoy a real 
omnichannel shopping experience in 
which they get to decide where they are 
going to shop at all times. And it can even 
mean combining the physical and digital 
channel in a single transaction, in a uni-
fied phygital commerce model, creating a 
scenario where both social media and 
apps are increasingly important as drivers 
of sales and loyalty. The shop-in-shop 
principle, with which primarily clothing 
brands found shelter in department stores 
and malls worldwide, became the cus-
tomer’s “shop-in-your-mobile”, omni-
presence and 24/7 opening hours included.

This transformation of the shopping space 
will reach a new level with the imminent 

emergence of the Metaverse, thanks once 
again to the interaction of technologies 
such as virtual reality, cryptocurrencies, 
and blockchain. These are pillars of future 
retail that have accelerated their develop-
ment and democratization in recent years 
and which open up a new – this time,  
virtual – world of possibilities for develo- 
ping retail. 

In conclusion, and if we look to the future, 
it is likely that the trend towards mass 
digitalization within the sector will con-
tinue, as noted by forecasts from leading 
consultancy firms. Moreover, scenarios 
such as the one modelled by Oliver  
Wyman, with e-commerce accounting for 
30% of all retail sales in Europe by 2029 
may, at current growth rates, be clearly 
surpassed.

Metaverse: a more immersive and  
experiential reality

In this new environment, retailers will 
have the option of creating more immer-
sive experiences, allowing them to fur-
ther penetrate consumer minds. In other 
words – and this is what makes the  
potential huge – Metaverse will gain im-
mense reach in record time. Predictions 
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Explore how cloud is driving the retail sector and how 
T-Systems, with its innovation center, is poised to 

welcome the advent of the Metaverse.   

Author: Fernando Pareja

www.w
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How it works

An environment in which cloud computing unites with the technologies (5G, RA/RV, IoT, RFID, Data Analytics or AI) that  
enable users to capture, analyze, and transform data into key information, with a working model that is committed to co- 
creation and collaboration with each customer and partner, the latter mostly being start-ups with value-added solutions. 

The focus is on building scenarios that respond to existing and future business needs. For that purpose, and as a core of  
possible tech solutions, architectures and cloud-based services from different hyperscalers that constitute a de facto  
market standard are used. 

Furthermore, prototypes and MVPs of use cases are very quickly developed, designed using the concept that we at  
T-Systems offer to the market under the name of “Retail Plug & Play” (RPP), based on pre-existing scenarios with both  
physical and digital assets (devices or sensors and apps, respectively) that are ready for immediate integration against  
the available cloud environments.

are that 70% of major retail brands will 
be present in the Metaverse over the 
next five years. And the first ones are  
already there. The question is: are these 
just cute little early birds or forward- 
looking raptors?

The arrival of the Metaverse is sparking a 
reaction among major and traditional re-
tailers that are keen to develop new expe-
riences with which to surprise their cus-
tomers. Beyond creating “wow moments”, 
the goal is to make the entire shopping 
experience “wow-worthy”. In this regard, 
some leading companies have already 
started moving towards having a pres-
ence in the Metaverse. Nike, for instance, 
has created its very own universe of Nike-
land, other brands such as Gucci are sell-
ing their own virtual clothing “the Gucci 
Virtual 25 sneakers”, and then there is 
H&M, whose latest clothing collection 
was launched in this new virtual world. 

A development that is more closely  
connected to the gaming world – with 
examples such as Fortnite or Roblox – is 
thus being adopted by the retail sector, 
which has successfully seized the oppor-
tunity to create distinctive shopping ex-
periences such as the one created by 
Balenciaga, which introduced its products 
on Fortnite, or the one from sneaker 
brand Vans, which created its “Vans 
World”, in this case, in Roblox. 

On the online gaming platform, the 47 
million daily active users can now browse 

Ralph Lauren's virtual stores too and dress 
their avatars in the latest designer goods 
– at prices ranging from three to five dol-
lars for virtual puffer jackets, plaid hats, or 
ski wear in the winter season.  

This still makes Ralph Lauren one of the 
comparatively inexpensive sellers in  
the Metaverse. Last summer, the luxury 
fashion brand Gucci sold its virtual  
Dionysus handbag for about $4,100.  
According to the business magazine 
Forbes, even the real version of the 
handbag was far cheaper. 

While this trend sounds absurd, and even 
GQ marveled at it early this year, but in 
fact pointed out that “this form of shop-
ping is predicted to be a potential new 
goldmine”. According to the style bible 
among men’s fashion magazines, invest-
ment banking and securities trading firm 
Morgan Stanley predicted that the 
Metaverse could represent a windfall of 
more than $50 billion for the luxury indus-
try in particular over the next decade. The 
vision of this new virtual world is that the 
Metaverse will provide a more immersive 
and three-dimensional experience than 
the Internet has provided to date.

Innovation as the backbone of Digital 
Transformation

There is no doubt that the Metaverse and 
its wide range of opportunities ought to 
be on our radar, but it is also an evolving 

sector which poses its own unique chal-
lenges. In other words, getting as close 
as possible to the customer, gaining as 
much knowledge as possible about them 
to strengthen their satisfaction and lo- 
yalty, or designing the best way to inter-
act with them are challenges that require 
a digital transformation plan. 

For this plan and in order to align it with 
a concrete business model – which is 
nevertheless in a state of constant 
change – a comprehensive, mature, and 
efficient innovation management within 
the company is key. That also includes 
aspects such as collaboration at all le-
vels within the company and between 
companies , and experimentation, which 
allows us to validate new organizational 
models, processes, services, products 
and solutions, as well as adopting the 
technologies that support them.

Cloud Business Lab for Retail: the cloud 
at the center of innovation

In this sense, for T-Systems, technology 
and experimentation are the two pillars 
that shore up the evolution of the retail 
sector. And the technology on which the 
sector’s transformation rests is primarily 
cloud computing. Throughout the value 
chain, whether it’s production systems,  
logistics and supply chain systems, 
cross-cutting systems for management, 
marketing or those that represent the  
omnichannel frontend with the customer, 

it is essential that the supporting IT has the 
flexibility and adaptability necessary for a 
business. The one constant in this high-
speed evolution remains: the customer is 
king. But this means that companies must 
offer answers to the rapid quantitative and 
qualitative changes in demand at the same 
pace. In other words, provide concrete of-
fers and products and move closer to a real 
model of Retail-as-a-Service.

Technological evolution that has accele- 
rated over the last two years in particular, 
reveals the constant need to invest in 
solutions that need to be tested and vali-
dated from the early stages. It is essential 
that the innovation process under which 
that analysis is carried out provides suffi-
cient experimentation to guarantee less 
uncertainty during decision-making pro-

cesses, allowing for a better understan- 
ding of customer needs and how techno- 
logy can provide a viable and scalable  
response. Experimentation through inno-
vation managed by T-Systems is driven 
through the concept of Cloud Business 
Lab for Retail. 

How? By creating for that purpose an  
environment that allows for accelerating 
the process of analyzing and adopting 
digitalization in the face of new business 
challenges. (see box)

The Cloud Business Lab for Retail there-
fore represents a clear example of  
T-Systems’ commitment to contributing 
business value to retail companies, adap-
ting our knowledge and experience in 
comprehensive technology management 

and digital transformation processes to 
the specific needs of an extraordinarily 
competitive sector. Our ambition is to 
support retailers as valuable partners in 
their constant process of evolving and 
adapting to a constantly changing envi-
ronment, tackling the arrival of new play-
ers and more specialized competitors, 
along with new consumer trends and be-
haviors that require new ad hoc solutions 
for these new needs.

In short, the Cloud Business Lab for Retail 
by T-Systems is our response to the sec-
tor’s current and future challenges, in 
which we bring innovation and technolo-
gy together to accelerate the construc-
tion of a unique shopping experience. 
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 You can imagine the metaverse as a convergence of the physical and digital worlds.
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New, science-backed green-farming 
projects are proving that the collabo-
ration of research and agricultural pro-
duction can bear fruit. The idea behind 
it was to create highly automated, inter-
active systems for food production.  
A number of different applications are 
possible here, for example, in urban  
areas where there is little room for  
cultivable land. 

Greenhouses and plantations are also 
benefiting from green chains of trace-
able sustainability.    

Controlling fruit and vegetable cultiva-
tion by means of sensors in order to in-
fluence product quality and share data 
with growers, producers, and consumers 
– how does it all work? 

The perfect interplay of cloud, IoT data, 
and blockchain is essential here as a 

means of providing transparency across 
the entire production and supply chain – 
from cultivation through to verified sales 
and what consumers see. A plant diary is 
being created. This tracking process 
therefore also meets new legal require-
ments. But how do you win consumer 
trust? What added value can be gained 
from these “monitored” plants? 

Diary of an apple tree
Green Farming: sensor-based management, 
seamless monitoring of supply chains, and sharing 
of acquired data with consumers.

The eternal battle: Population growth 
and food supply

Helping mother nature grow and thrive is 
an age-old endeavor. People have always 
developed new concepts – such as grana-
ries, the three-field system, the use of wind 
and water mills, and modern agricultural 
technology – to ensure food supplies and 
thereby prevent famine. But of course, the 
growing population across the world calls 
for more and more food. Shortages and 
famines continue to be an unresolved 

problem to this day. Over 800 million peo-
ple are still starving, and almost 2 billion 
suffer from malnutrition.  

One reason for this is our dependency on 
properly functioning supply chains. The 
main challenge is to reduce disruptions 
and make design infrastructures less de-
pendent on climatic and geopolitical influ-
ences. However, this cannot be achieved 
with complex supply chains and products 
that have travelled across the world. 

Total area of Germany: 88,222,057 acres

Fruit
• Fruit cultivation in Germany overall: 146,716 acres

 → Organic farms: 25,833 acres (approx. 18%)
• Fruit cultivation companies: 8,479
•  Fruit harvest yield: 1,289,905 tons
•  Fruit trees by federal state: 

 → Most: Baden-Württemberg: 45,245 acres
 → Fewest: Saarland: 393 acres

Vegetables (including mushrooms & strawberries)
• Vegetable cultivation in Germany overall: 321,520 acres

 → Organic farms: 46,089.6 acres (approx. 14%)
•  Vegetable cultivation companies: 10,162
•  Vegetable harvest yield: 4,930,645.38 tons

Overall
• Fruit and vegetable cultivation: 472,236 acres 

 → Organic farms: 46,089.6 acres (approx. 15%)
•  Fruit and vegetable cultivation companies: 18,641
•  Fruit and vegetable harvest yield: 6,220,550.24 tons

Author: Tilo Haase
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Changing the way we think and creating 
transparency: Continuous tracking of 
supply chains

Decentralized, regional approaches are 
changing the way we think. Regionally 
sourced products have shorter delivery 
routes, which in turn reduces carbon foot-
print – the necessary CO

2
 emissions ge- 

nerated from production and transport. 
New communication channels are now 
enabling consumers to digitally check the 
shortest possible distance travelled by 
their product in a closed loop. 

A blockchain provides all of the informa-
tion gathered about the product. The 
starting point may be the regional organic 
farm, but the tracked journey continues 
with transportation and sale right through 
to the consumer’s table. Consumers scan 
a QR code to obtain data about when a 
product was harvested and produced, 
and who produced it. But how secure and 
reliable is this? 

Establishing trust: Blockchain links up 
product waypoints

The information recorded in the block-
chains cannot be changed. Once activat-
ed, they provide reliable information ar-
ranged in a chain through a consensus 
that is transparent for all participants. The 
information is not checked by a central 
authority, but organized as a decentral-
ized registry, which contains all the trans-
actions for a block, and links the blocks 
together in chronological order – across 
the entire value creation chain for all op-
erations and people involved.

Tamper-proof time stamps and digital sig-
natures ensure protection against forgery. 
All participants can see any changes and 
therefore keep each other in check. Which 
blockchain solution can achieve this?

Energy-efficient collaboration:  
T-Systems with Ethereum and tDAO 

T-Systems has used blockchain solution 
tDAO to create a registry which enables 
access to the separately stored informa-
tion about the delivery item, as well as 
certificates and detailed product informa-
tion. Participants can specifically release 
the read access to this. They are then free 
to provide only the necessary information 
to trusted auditors – or, in a bid to guaran-
tee maximum transparency, ensure the 
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Tracking with maximum  
transparency:  
Scan QR codes here

public has a full insight into a product’s 
origin and supplier relationships. This  
extends to organic farmers just a few 
miles away. 

By using open blockchain Ethereum as a 
basis, as well as tailored smart contracts 
and APIs, tDAO is supporting various com-
pany philosophies, marketing strategies, 
and security requirements. T-Systems acts 
as the gatekeeper by protecting access to 
this blockchain solution, reducing the risk 
of misuse even further. 

In partnership with tDAO and Ethereum, 
rather than requiring high levels of ener-
gy like well-known crypto currencies, the 
transactions can be posted very effi-
ciently, making the solution sustainable 
and energy efficient. This is ideal for as-
sociations of smaller growers and pro-
ducers that want to position their prod-
ucts on the market in a sustainable, 
transparent way. This creates collectives, 
which meet consumers’ needs regarding 
sustainability and traceability in supply 
chains. But what kind of technology is 
needed to do this?

IoT devices for checking supply chains

The use of IoT in supply chain manage-
ment makes it possible to gather data for 
better inventory management, transport, 
and incident response. IoT devices collect 
data about the location or temperature 
during transportation. This allows the con-
sistency of cold chains to be monitored. 

By controlling the environmental parameters, such 
as irrigation, light, fertilization, temperature, and air 
humidity, we can grow plants in an optimum way. 
This isn’t enough, though. We therefore have the 
option to influence the speed of growth, the fruit-
ripening process, and even the final taste. We are 
therefore essentially writing a diary for our plants, 
which allows us to produce specific crops. Less is 
thrown away and we all end up with more.

Patrick Köhler, Senior Innovation Manager, T-Systems

The sensors are comparatively low cost 
and can be easily fitted to euro-pallets, for 
example, during transportation.

In other words, IoT devices provide sup-
plier management with fast-response 
equipment that saves time and money 
and responds flexibly to incidents.  Trans-
portation is monitored and swift action 
can be taken in the event of disruptions, 
for example, with automated replacement 
orders. But traceability is not the only ad-
vantage of the sensors. They can, in fact, 
work small wonders in small spaces 
during production.

Red-hot: Chilies and coffee beans in the 
Connected Greenhouse

Patrick Köhler from T-Systems has man-
aged to grow chilies and coffee beans in 
one of these small spaces by using sen-
sors. The mini greenhouse features at the 
Innovation Center in Munich. The Con-

nected Greenhouse use case is a great ex-
ample of what is possible today. The aims 
were to maximize yields and consume as 
little energy as possible in the process. 
Integrated IoT and blockchain make it 
possible to grow food much more effi-
ciently in a small space by means of verti-
cal configuration. 

Optimum growing conditions and a highly 
reliable supply result over the course of a 
year. This use case won the ISG Paragon 
Award. But that’s not all. The greenhouse 
makes it possible to influence the quality 
and properties of the plants.  

What’ll it be? Influencing size, color,  
and taste

The latest research projects in close col-
laboration with the agriculture industry 
are showing that the combination of IoT, 
blockchain technology, and machine 
learning is well proven on a grander scale.

Plant monitoring allows diseases to be detected and treated in good time, which creates a better crop in terms 
of quality and quantity.
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More than just a future vision:   
Decentralized, transparent, and sustain-
able food supply

The new digitalization technology has 
further fanned the flames of the change 
in thinking within the agriculture indus-
try. “From farm to table” has become an 
important buying incentive for consum-
ers. Decentralized company alliances 
are playing an ever-more important role 
in food supply. The carbon footprint is 
traceable thanks to the use of trust-
worthy blockchain technology and the 
monitoring of IoT devices, which extends 
fully and continuously to include trans-
portation. Growers, producers, logistics 

companies, and consumers benefit from 
the flexibility and consistency of the 
solutions used. Thanks to vertical far-
ming and greenhouses in extremely 
small spaces, as well as large, sensor- 
based monitoring of crop growing, there 
are now options to ensure food supply 
for a growing population. Geopolitical 
conflicts and local events mean that we 
are currently discovering just how  
susceptible we are to disruptions in  
supply chains. 

This is a good reason to think outside the 
box when it comes to food production 
and to utilize the possibilities of block-
chain and IoT technologies. 
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A lot of value can be realized from remote monitoring of crops.
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Which projects on wine and fruit cultiva-
tion are you currently researching?

We work with small and medium-sized ag-
ricultural businesses, researching the chal-
lenges associated with constant increases 
in efficiency, product improvements, con-
servation of resources, and sustainability, 
which can be supported with innovative 
technologies. Often, conventional methods 
that are already established offer no fur-
ther potential for improvement. This is pre-
cisely where EXPRESS comes in. We put 
this to the test through the direct use of 
new technologies and by working with our 
agricultural partner companies. 

We have the following research  
focus areas:

• Water stress: The multi-scale monitor-
ing of climate and water ratios in the 
fields by means of a sensor net. In  
other words, how do we treat plants in 
different locations, such as on a hill-
side, precipice, or at ground level with 
too much or too little water, and what 
does optimum irrigation look like?

• Abiotic factors: Automated monitoring 
of environmental factors using sensor 
technology and their influence on 
growth and plant health. This data  
allows meaningful information to be 
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gathered and forecasts to be made.
•  Transparency and tracking value 

chains: Regionality through blockchain 
as a technological trust anchor.

•  Virtual reality: Using AR and VR to  
create a digital twin, which will allow 
farmers to assess the health of their 
plants in the field from their office, and 
to enhance the visual display with use-
ful information. 

•  Data integration: Data collection from 
many different heterogeneous data 
sources, such as sensor technology,  
IT systems, and agricultural equip-
ment, and creation of a useful format 
for farmers.

Please briefly describe your partnership 
with Obstland Dürrweitzschen AG;  
what did you focus on?

We conduct our research on test areas 
provided by Obstland Dürrweitzschen 
AG, Schloss Proschwitz vineyard, and the 
Global Change Experimental Facility 
(GCEF).

At Obstland Dürrweitzschen AG, which 
has around 3,700 acres of cultivable land, 

our focus is on fruit cultivation, and  
specifically apples. We’re concentrating 
on transparency and traceability using 
blockchain technology.

How do you support growth and produc-
tion? What can digitalization contribute 
to this?

We support growth and production at  
all levels. For example, we offer our 
technological expertise to our partner 
companies. EXPRESS works with its 
partners to help the development of 
feasibility calculations, innovative busi-
ness models, and prototype implemen-
tation, and demonstrate potential areas 
for improvement. 

What are the specific benefits of block-
chain?

These lie in the technology itself, as it 
combines various information technolo-
gy features, creating a trustworthy over-
all system based on decentralization, 
transparency, and tamper protection.

This creates trust (which is often lacking) 
in the regional supply chain: 

• In arable farms through certification  
of pesticides, for example, organic  
certifications

•  With logistics companies through  
on-time delivery, undamaged goods, 
and a flowing cold chain

• With consumers by means of digital 
transparency and fast traceability  
of food

What added value can be achieved?  Is 
it possible to increase quality and quan-
tity, or reduce waste?

Firstly, we strive for a sustainable, eco-
logical symbiosis of farm and digital 
technologies. What we have achieved 
and strive for so far:

• Plant monitoring allows diseases to be 
detected and treated in good time, 
which creates a better crop in terms of 
both quality and quantity. 

• We gained a great deal of experience 
with regard to water stress, particular-
ly in Saxony, where we are currently 
seeing the most severe groundwater 
drought in 100 years. Sustainable irri-
gation is extremely important here, in 
order to increase yields. 

• With regard to pesticide application, 
multiple rows of crops can be sprayed 
with automated, specific on-and-off 
functions, which saves time, for exam-
ple, by means of a spray drone in viti-
culture over precipices and terraces. 

• A trailer spray device with a three-row 
spray can cover three rows at the same 
time within a matter of minutes, which 
reduces the workload significantly.

• However, aside from spray equipment, 
we can treat pest infestations, such as 
those caused by codling moth, with 
beneficial organisms in a natural way. 
Moreover, the plan is also to use sen-
sors and AR/VR to detect pests.  

• Additionally, AI leaf-condition detec-
tion is used to predict crop yields, 
while data is collected for forecasts 
and the expected water requirements 
determined.

• Weather phenomena and vegetation- 
related variances can be identified 
more precisely.  

Can the technology be used on a  
large scale?

Using the sensors across larger spaces is 
currently difficult for us to achieve due 
to interruptions in the technology supply 
chains. But it is feasible. However, we're 
usually just covering a small area and 
then interpreting it as an example. 
 
For example, we are analyzing one field 
with multiple stock units, and taking ac-
count of different geographical proper-
ties, in order to obtain an extensive data-
base, and gather and analyze it. 
Ultimately, the findings will enhance  
the new technologies, such as AR/VR  
or AI detection. 

T-Systems managed to grow chilies and coffee beans in one of these small spaces by using sensors.

Working together in field research: Interview with Viola Süss,  
Chair of Information Management, Leipzig University.

EXPRESS, an interdisciplinary research association that brings together 
the expertise of different institutes, focuses on the added value digita-
lization brings in wine and fruit cultivation. Viola Süss, research asso-
ciate at the Information Systems Institute and professor of Information 
Management at Leipzig University, talks about the focus of her research 
in close collaboration with farms.
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It took just a day at the digital studio Hyperbowl to  
produce T-Systems’ first fully virtual brand movie, which 
stitched together four stories to project the company’s  
ultra-futuristic outlook.

All in a  
day’s time!

©
 S

aa
tc

hi
 &

 S
aa

tc
hi

19

Valentine’s Day 2022 couldn’t have been 
a better day to launch the magnum 
opus, which combines an eye for the 
business of its customers with a love of 
digital technology and a passion for the 
nature. In impressive images, the Brand 
Movie takes the leap from the present 
into the future.

The approach

Our new Brand Movie was made in associ-
ation with Saatchi & Saatchi Düsseldorf 
and launched simultaneously in 20 coun-
tries. It seeks to shine a spotlight on our 
new corporate strategy, focusing on our 
advisory, cloud services, digital enable-
ment, and security capabilities through 
four future-oriented and industry-specific 
short stories woven together.  

“With the new Brand Movie, we are ex-
panding our successful FUTURE cam-
paign. The focus is on the perspective of 
our customers. Decision-makers from the 
automotive, healthcare, public, and public 
transport sectors ask themselves existen-
tial questions about the future of their in-
dustry – and find the right answers with 
the support of T-Systems,” says Annette 
Brugger, VP – Marketing Communica-
tions, T-Systems. She also underlines with 
enthusiasm the production itself, which 
was shot with innovative digital technolo-
gy, and was incredibly sustainable and 
cost efficient.

She adds: “There are two aspects which 
makes this project so exciting for us: First, 
we were able to translate our strategy into 
a motion picture. And second, we dramat-
ically altered the way a movie production 

Author: Durga Godbole



The film, produced with the latest digital 
technology, convincingly communicates the 
importance of state-of-the-art digital technology 
for the future of all of us: this is how the medium 
becomes a message in a creative way.

FuturePractice 21I   All in a day’s time!

works: all the different environments were 
shot completely digitally in one day, at 
one studio. We were able to leverage new 
technology to achieve a more environ-
mentally sustainable, time-saving, and 
cost-efficient production.”

What we managed to avoid

The motion picture industry is a major 
contributor to environmental degrada-
tion. A recent study by the BFI claims 
that films produce an average of 2,840 
tons of CO

2
 per production, which is 

roughly equivalent to the amount ab-
sorbed by 3,700 acres of forest in one 
year! By choosing a single location and, 
in doing so, significantly reducing the 
transport that is responsible for half of 
the emissions in the industry, T-Systems’ 

Brand Movie production not only re-
duced resources and costs, but also min-
imized its environmental impact. More-
over, going virtual was a sensible 
approach to take during the pandemic, 

when safety is paramount, travel is re-
stricted, and social distancing is in place.

The making of the movie

The movie was produced in the Hyper-
bowl, near Munich, together with Stereo 
Films and Harun Hazam as director. In the 
Hyperbowl, the traditional green screen 
was replaced by a huge LED wall. The 
LED wall shows the scene as a 3D projec-
tion in real time from the camera’s per-
spective and thus becomes a window 
into worlds that seem amazingly realistic. 
This also means more creative freedom, 
more control, and less time in post-pro-
duction. As Harun correctly points out: 
“In a studio like this – the digital studio 

Hyperbowl – we combine real-life situa-
tions with a touch of the future.”

Dennis May, Chief Creative Officer, Publi-
cis Groupe Germany, says, “The film, pro-
duced with the latest digital technology, 
convincingly communicates the impor-
tance of state-of-the-art digital technolo-
gy for the future of all of us: this is how the 
medium becomes a message in a creative 
way. I would like to say a huge thank you 
to T-Systems for this opportunity.”

The Brand Movie was also mentioned  
in the magazine Horizont recently. To dis-
cover how innovative technologies  
enable new business models, have a look 
at our Website.

Studio

Dennis May, Chief Creative Officer, Publicis Groupe Germany

All the different environments in the movie were shot completely digitally in one day, at one studio.

T-Systems’ Brand Movie was 
launched simultaneously in 
20 countries.
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Carbon-neutral vs. net-Zero

The colloquial term carbon-neutral in no way means that no more greenhouse 
gases are produced. In the case of carbon neutrality, the CO

2
 generated by the 

business activity is offset – often through a financial commitment such as the 
support of reforestation projects or the purchase of emission certificates. In con-
trast to this, there are direct reforestation initiatives for planting trees and pre-
serving moors which process or bind CO

2
 as net-zero measures. They neutralize 

CO
2
 and remove greenhouse gases from the atmosphere. Incidentally, marine 

plants, especially unicellular algae, also consume significant amounts of carbon 
dioxide. This makes the oceans the second green lung of the earth – while offer-
ing an interesting area for offsetting or neutralization.

FuturePractice 23I   Sustainability is the new business maxim

Digitalization becomes core  
competence for sustainability

The need to avoid the earth's climate 
collapse is becoming increasingly ur-
gent. The period of discussion is now be-
ing followed by concrete political re-
quirements that have an impact on 
corporate reality. Digitalization plays an 
important role on the way to a more sus-
tainable future.

From forestry to the political agenda

1713 is seen as the year sustainability was 
born, when Saxon mining administrator 
Hans Carl von Carlowitz introduced the 
term to the German-speaking world. He de-
fined sustainability as a forestry principle 
that relies on the natural ability of the forest 
to regenerate. Removed tree substance and 
regrowing biomass should be in balance.

The term experienced a renaissance at 
the end of the 20th century. In view of un-
abated economic growth and the popula-
tion explosion, as well as increasing bad 
news about the ozone hole, melting ice 
masses, and overexploitation in places 
like the Amazon, the topic crept further 
and further onto the agendas of political 
decision-makers.

Politicians are responding – ambitious 
targets for less CO

2

The intensive discussion surrounding 
global warming ultimately led to con-
crete political guidelines to reduce car-
bon dioxide emissions. In 2021, for exam-
ple, the European Commission set 
ambitious targets with the implementa-
tion of the Green Deal. The Fit for 55 
package of measures aims to reduce net 
greenhouse gas emissions by 55 percent 

Sustainability  
is the new  

business maxim

by 2030 (compared to the base year 
1990). A carbon-neutral Europe by 2050 
is the vision.

The binding political guidelines – also at 
the level of European countries – mean 
that industries and companies are now 
obliged to include the topic of sustainabil-
ity on their business agendas. In June 
2021, the Bundestag also decided to set 
more ambitious climate protection goals. 
The aim is now to save 65 percent of CO

2
 

emissions rather than 50 percent by 
2030. The plan is for Germany to be car-
bon neutral by 2045.

Sustainability is becoming a corporate 
reality

In these framework conditions, sustain-
ability is becoming a new maxim for all 
companies – and thus a component of 

With companies and governments racing to meet sustainability 
targets, digital innovations could lend a helping hand.

corporate strategies too. For example, the 
federal government in Germany expects 
the energy sector to reduce its carbon 
footprint by almost 60 percent by 2030 
(compared to 2019), and industry by at 
least 35 percent.

For the energy sector, this means more 
electricity from renewable energies. An-
other key lever is greater energy efficien-
cy. But even such commitments are not 
always successful. Alongside energy and 
industry, transport is the largest producer 
of CO

2
. It generated 150 million tons of 

Climate
Author: Elina Weiß
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Zero 
Em

ission
the greenhouse gas in 2020 and is thus 
responsible for about 18 percent of CO

2
 

pollution. The transport sector must con-
tribute a reduction of 65 million tons of 
CO

2
 in the period from 2020 to 2030 in 

order to achieve the climate goals.

The current balance sheet shows that, up 
to 2019, there was still no significant de-
crease in traffic-related emissions com-
pared to 1990. The reductions due to 
more efficient drives were offset by an in-
crease in individual transport, which “ate 
up” the effects of energy efficiency. On 
January 1, 2021, 14 percent more vehicles 
were registered than ten years earlier. The 
trend is towards second and third cars.

More people, more consumption, more 
hunger for energy

The good news is that, for the European 
region, the International Energy Agency 
forecasts a reduction in primary energy 
consumption between 2018 and 2040:  
a drop of 277 million tons of oil equivalent 
(Mtoe). The bad news is that Europe is not 
an island. Overall, the World Energy Out-
look 2019 expects global primary energy 
consumption to increase by 24 percent.

This is due to the increase in the world 
population from 7,602 million to 9,172 mil-
lion as well as the further increasing eco-
nomic output. The increase in energy con-
sumption can be explained by the rise in 
demand in developing and emerging 
countries. India alone will consume al-
most four times as much additional ener-
gy as Europe saves (925 Mtoe).

Digitalization, sustainability initiative

More energy efficiency as well as reduced 
energy consumption are important com-
ponents of a sustainable future. Just like 
digitalization. This is the finding of the Dig-
ital with Purpose report by the Global En-
abling Sustainability Initiative (GeSI). “The 
ICT industry plays a crucial role in enabling 
progress in the implementation of the Sus-
tainable Development Goals,” notes Luis 
Neves from the sustainability organization.

He is not alone in his opinion. A recent 
study by Bitkom found that 69 percent of 
Germans believe the 1.5-degree target 
cannot be achieved without digitalization. 
Three quarters of those surveyed took the 
view that digitalization represented an 
opportunity for the climate.

The IT association underscores this 
statement with another study. The  
Climate Effects of Digitalization study 
comes to the conclusion that the target-
ed and accelerated use of digital solu-
tions will reduce CO

2
 emissions by up to 

152 megatons over the next ten years. 
That corresponds to about a fifth of  
today's emissions – and thus about 40 
percent of the total savings target.

This is because digitalization is a dou-
ble-edged sword in terms of energy con-
sumption and CO

2
 emissions. The ICT in-

dustry also makes its contribution to the 
generation of the “climate gas”. Experts 
assume about three to four percent of 
the global carbon dioxide load. However, 
there is a CO

2
 savings potential of 15 to 

20 percent. The bottom line is that there 
is a clear benefit for the climate – espe-
cially if the data centers from which ser-
vices are provided are operated with 
green electricity.

This allows companies like Microsoft, Goo-
gle, and Sky, which provide a large part of 

their services digitally, to announce net-ze-
ro targets for the year 2030. In other 
words: not only do they offset their carbon 
footprint, but they also no longer produce 
any greenhouse gases at all. The blessing 
of digital value creation. However, it should 
be noted that the generation of renewable 
energies also generates emissions, and 
CO

2
 production along the supply chain (so-

called Scope 3 emissions, see below) can 
only be controlled to a limited extent – off-
setting will probably also play a role in 
these net-zero announcements.

Sustainability management requires 
strategic approaches

But what should companies do to gene-
rate tangible added value? Mechanical 
engineers, automobile manufacturers,  
logisticians, industry, and public adminis-
trations also need strategies to meet 
green expectations. Detecon consultants 
are increasingly confronted with these 
kinds of questions in various industries. 
“We can clearly see that sustainability has 

Energy 
arrived on the agendas of the manage-
ment due to the now very concrete frame-
work conditions,” explains Steffen Roos, 
Managing Partner of Detecon.

Together with its customers, Detecon 
consultants develop sustainability con-
cepts and strategies in which digitaliza-
tion plays a central role. “It is important 
that companies bring together the bene-
fits of digital technologies and sustain-
ability requirements. But this requires a 
comprehensive framework that takes into 
account and balances the complexity of 
both topics and the entire ecosystem.”

For the development of the sustainability 
strategy, Detecon relies on a proven six-
step approach. At first, the scope of an 
individual, ecological sustainability strat-
egy is defined (step 1). Based on the 
Greenhouse Gas (GHG) Protocol, three 
areas (scopes) are distinguished: emis-
sions that the company generates itself 
(scope 1), indirect emissions that the 
company triggers (scope 2), and emis-
sions that occur along the value chain 

Water cooling reduces energy consumption in the data center

Significant energy savings in data center operations can be obtained when tradi-
tional air cooling is supplemented with water cooling. Several approaches are 
currently being pursued: direct water cooling, in which the very hot components 
of a server (CPU, memory chips, etc.) are cooled directly with water. Wa-
ter-cooled racks, side coolers which absorb thermal energy via heat exchangers, 
and cold water rings which transport thermal energy from the IT rooms are also 
used. With adiabatic cooling, dry coolers on the roof of the data center are 
sprayed with water. The cooling surfaces cool down as a result of evaporation.

In a customer project for a high-performance data center, Detecon consultants 
were able to achieve energy savings of 30 percent. An aisle containment system 
was installed in the data center. In combination with a reduction in the fan 
speed, there was significantly higher energy efficiency.

Significant energy savings in data center 
operations can be obtained when traditional air 

cooling is supplemented with water cooling.
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(scope 3). Today, sustainability reports 
already have to provide transparent in-
formation about scope 1 and 2. Scope 3 
reports are – still – voluntary but are in-
creasingly being required by the corpo-
rate environment.

Realized goals can then be defined (step 
3) on the basis of reliable values for the 
current CO

2
 footprint (step 2). To achieve 

the goals, suitable measures are imple-
mented – including a roadmap and mon-
itoring of key performance indicators 
(step 4). Sustainability is anchored in the 
corporate strategy via a governance con-
cept (Step 5). 

“As in other change processes, efficient 
change management rounds off the sus-
tainability program,” summarizes Roos 
(step 6). In doing so, companies should 
always bear in mind that sustainability 
does not end at the factory gates –  
partners and suppliers must also be in-
volved. “In a networked value chain, 
that's only natural.”

Sustainability through remote support

The sustainability strategy then leads to 
concrete initiatives. A “hot” candidate for 
such initiatives are virtual/augmen- 
ted-reality scenarios for remote support. 

Detecon implemented a remote support 
scenario for service personnel at a me-
chanical engineering company. A HoloLens 
was used for this. The HoloLens involves 
the service employee from Germany di-
rectly in the on-site situation in Abu Dhabi, 
thus replacing a lengthy, expensive, and 
unsustainable journey. A customer em-
ployee at the factory in the United Arab 
Emirates uses the Hololens and projects 
the environment to Germany. The mechan-
ical engineering company’s service staff 
can use this to support the on-site staff 
with repairs or maintenance work.

With a flight distance of around 6,000 
kilometers, use of the HoloLens saves 1.5 

(€90,000), and operating costs 
(€65,000). In addition, there are 
€200,000 in license costs – currently 
the largest cost pool. By contrast, with 
four maintenance or repair incidents, a 
conservative estimate is €48,000 for the 
travel time of the service personnel and 
€363,000 for the travel organization and 
direct costs. The bottom line is a saving 
of €21,000.

Companies can take measures right now 
to reduce their carbon footprint while 
gaining financial and public relations 

HoloLens
benefits. The measures can be small or 
big, what counts is the momentum to 
step onto the sustainability path and 
never leave it. The possibilities to do it 
in-house or in partnership with specia- 
lized companies are countless.

As in this VR/AR case, artificial intelli-
gence, the IoT, and big data analytics are 
further levers that will increasingly re-
duce the carbon footprint of companies 
in the future. Just as it was advancing 
technologies that made it possible for 
the manufacturing process of globally 
distributed mass products to become in-
creasingly environmentally friendly – pri-
marily through simple reduction of the 
physical raw materials required for this 
up to their complete dematerialization.

Do you remember the shellac record? 
Made from an unappetizing-sounding 
mixture of the excrement of an aphid spe-
cies (shellac), rock flour, soot, and ground 
animal hair or cotton flakes, it weighed up 
to 400 grams. Its successor made of vinyl 
– weighing only 120 grams on average –
was replaced by audio tapes and cas-
settes. From then to CDs and mini discs to 
the audio file of today is one story. From 

tons of CO
2
. If production and operation 

of the HoloLens generates six tons of 
CO

2
, the scenario amortizes after just 

four sessions. In view of the ideological 
and regulatory discussions surrounding 
sustainability, however, one component 
is often overlooked: the positive financial 
aspects. In addition to avoiding energy 
costs, digital solutions can also reduce 
costs directly in the application exam-
ples. This is illustrated by a simple sca-
ling model of the HoloLens example.

Over a period of three years, the use of 
ten HoloLenses for 100 employees will 
cost around €390,000. These consist of 
hardware (€35,000), personnel costs 

the gramophone to record players, tape 
recorders, Walkmen, and disc players to 
streaming is the other.

This dematerialization of services, pro-
cesses, and products will open up a 
whole new world of business areas for 
companies that minimize their carbon 
footprint by means of digitalization and 
virtualization even in conceptual terms. 
In the so-called metaverse. Some may 
speak of Pandora's box, but the door  
to it has long been open. Thus, the trend 
report of Germany's largest business 
newspaper simply stated laconically at 
the beginning of the year:  
“The metaverse has come to stay.”sustainable Targeted and accelerated use of digital solutions can  

help reduce CO
2
 emissions.
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Explore how T-Systems and Google Cloud combine  
their expertise to achieve secure migrations, stable operations, 
data sovereignty, and innovation for SAP systems.

Digitalization
Leverage cloud services & 

integration

Business Continuity
During transformation & 

operation

Data Privacy
In platform & operation

FuturePractice 29I   SAP modernization on Google Cloud

One of the most common arguments for 
cloud usage are “rapid market develop-
ments” and that enterprises need to 
master the challenges of dynamic  
markets. It was a great selling argument 
for the cloud, but let’s be honest – not  
everybody was convinced about the 
power of this “pro-cloud” aspect.

Then a global pandemic arrived. Further-
more, we are seeing huge efforts to 
shape a new world towards higher sus-
tainability. This is forcing nearly all man-
ufacturing enterprises to set up new 
strategies and initiatives – not only to  
reduce their carbon footprint in produc-
tion, but also in their product line-up. 

Electrification becomes a new paradigm, 
with huge implications for the whole in-
dustry. This is what we call disruption – a 
phenomenon formerly known only from 
the purely digital world. 

And these are only a few examples of 
how markets need to embrace new rules 
and adapt to new conditions like supply 
deficits. With current changes in the po-
litical situation, rising prices for energy 
sources, and even food shortages, nearly 
every consumer is experiencing disrup-
tion. In short: the rapid market develop-
ments have arrived – with corresponding 
effects for all industries.  

SAP and Public Cloud – rethought

Against this background, many enter-
prises are rethinking their position to-
wards the cloud. And a trend visible 
since the last two or three years is gain-
ing additional traction: the cloudification 
of SAP. More and more enterprises are 
thinking about moving their traditional 
SAP systems to a public cloud. They 
want to seize the opportunities to adapt 
to business and market developments 
with flexible architectures and new con-
tract models that offer them many tech-
nical and commercial advantages. They 
also want to exploit innovation capabili-
ties offered by public cloud platforms.

SAP modernization 
on Google Cloud

Often, they pursue a distributed or hy-
brid strategy, i.e. they utilize several 
clouds. Thus, cloud providers are placed 
side by side and the respective advan-
tages are exploited. The result: nine out 
of ten organizations (92 percent) rely on 
a multi-cloud strategy, while more than 
80 percent have a hybrid cloud strategy.

Even though there are good arguments 
to migrate to the cloud, some organiza-
tions are still hesitant. The security of 
data in the cloud often ranks first among 
the reasons for hesitation. Companies 
also fear that business-support services 
will temporarily fail when SAP systems 
are migrated to the cloud.  

Many industries, such as the automotive 
industry or logistics, cannot afford  
such interruptions. Finding mainten- 
ance windows is almost impossible,  
because services must always be pro-
vided around the world, and that  
means around the clock.

Reduce business disruptions during  
migration

In fact, service interruptions cannot be 
avoided entirely. But there are ways to 
keep these disruptions as minimal as 
possible. To this end, T-Systems and 
Google Cloud leverage their joint exper-

tise by achieving the optimum uptime in 
all phases of an SAP system’s lifecycle.

The implementation of SAP landscapes 
in the cloud requires experience above 
all – and a professional toolkit. As a mi-
gration partner, T-Systems can contrib-
ute both. T-Systems has around 20 years 
of experience as an outsourcing and 
hosting partner. “In projects for more 
than 500 major SAP customers with over 
10,000 migrated SAP systems, we have 
continuously optimized our methods,” 
explains Andreas Pfadenhauer, Vice 
President of Digital Transformation, PU 
SAP at T-Systems.

Abb.1: Three main solution aspects: Combined strength of Google and T-Systems. 

Authors: Rainer Verst und Andreas Schmidt

T-Systems and Google Cloud leverage their joint expertise by achieving an optimum uptime in all phases of an SAP system’s lifecycle.

©
 A

do
be

 S
to

ck



FuturePractice 31I   SAP modernization on Google Cloud

The expertise is pooled in the SAP Data 
Migration Factory, which focuses exclu-
sively on the migration of SAP systems. 
The ‘Factory’ supports downtime-opti-
mized migration in particular. It thereby 
also relies on tools from its partner SNP. 
These tools take on two tasks. On the 
one hand, they facilitate excellent 
preparation for the migration by using 
powerful analysis tools, generating a re-
liable basis. On the other hand, they con-
solidate many individual processes with-
in the migration. 

Andreas Pfadenhauer summarizes the 
significant benefits: “Compared to clas-
sic approaches, on an average we see 73 
percent shorter downtimes and cost  
reductions of over 30 percent in our mi-
gration projects”.   

Think beyond migration: down-
time-minimized operations

But migration to the cloud is just one as-
pect. Keeping systems stable during on-
going operations is the other. In addition 

to well-organized operational processes, 
excellent availability of the cloud plat-
form also plays an important role. Even 
though the IT hardware nowadays is very 
reliable, failures can still occur. It’s a rare 
phenomenon, but it’s real—and provid-
ers as well as users have to be prepared.

This is where T-Systems’ strategic part-
nership with Google Cloud comes into 
play. Several built-in features improve 
the reliability of the cloud platform, such 
as live migration and memory poisoning 
recovery. The latter, for instance, pro-
vides more robustness against memory 
errors, the most common type of hard-
ware failure. Additionally, Google Cloud 
offers huge capabilities for SAP work-
loads. The platform enables clients to 
use up to 16 HANA nodes in a scale-out 
architecture, which ultimately allows a 
HANA database size of 192 TB HANA.

New option: Sovereign Cloud

T-Systems and Google Cloud are already 
offering a superior public cloud solution 

in the DACH market in the second quar-
ter of this year. This cloud will not only 
be secure and sovereign, but will also 
have almost the same range of functions 
as the Google public cloud offering. That 
makes this approach very special. Sover-
eignty and permanent participation in 
innovations and high-quality services, 
which enable new user functionality in 
conjunction with S/4 HANA, for example, 
are uniquely combined in this form. 

The offer also targets customer reserva-
tions regarding data sovereignty in partic-
ular. This data sovereignty is established 
by transferring the key management to 
the responsibility of T-Systems. This 
means that nobody else has access to the 
unencrypted data except the customer.  
Furthermore, additional sovereignty 
mechanisms will be introduced to the 
T-Systems Sovereign Cloud powered by 
Google Cloud by 2024.

What about SAP S/4HANA® from  
the cloud? 

Talking about stable platforms and so-
phisticated migration and operation pro-
cesses, one question remains unre-
solved: will SAP systems stay the same 
in the cloud as on-prem? The foresee-
able push towards S/4HANA is a very 
important factor that needs to be taken 
into account when moving SAP systems 
to the cloud. The migration of the SAP 

Abb.2: One-stop shop for Business and Cloud Transformation:  
T-Systems’ Multi-Cloud approach.
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systems to SAP S/4HANA® opens up a 
multitude of additional opportunities to 
improve business processes.

The new application layer offers many 
standard extensions and interfaces to 
safely integrate functions such as AI/ML, 
analytics, IoT, and other new technolo-
gies into processes – without endanger-
ing the core functionalities of SAP 
S/4HANA®. Unlike the old world order, 
when every change in SAP coding could 

have devastating effects on the core 
processes, new, innovative services are 
now switched on and off via APIs.

Google Cloud offers a variety of helpful 
functions – particularly in the areas of 
AI, Machine Learning, and BigQuery. 
Thus, the combination of included cloud 
platform services and new S/4HANA ca-
pabilities can make a difference for inno-
vative and efficient data analytics to 
gain further business insights.

T-Systems offers its expertise as a trust-
ed advisor on the topics of cloud and 
transformation strategy as well as gener-
al digitalization strategies. Start-up pack-
ages and workshops are specifically de-
signed to get started with digitalization. 

For a deeper dive into this topic, down-
load our whitepaper, “SAP on Google 
Cloud”, from our website.

C
lo

ud
C

lo
udEven though the IT hardware nowadays is very reliable, failures can still occur; and providers as well as users 

have to be prepared.
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Water is life. All human, animal, and plant 
life is inconceivable without water. This is 
also the case in the semiconductor indus-
try – an industry which is currently seeing 
a promising boom worldwide. 

The PwC study “Opportunities for the glob-
al semiconductor market” forecasts that 
worldwide chip sales will rise to $575 billion 
this year. Based on the $481 billion in sales 
in the previous record year of 2018, this 
would correspond to a compound annual 
growth rate (CAGR) of 4.6 percent. Howev-
er, chip production depends on the avail-
ability of ultrapure water and immaculately 
clean environment. That’s because semi-
conductor chips – which power our day-to-
day gadgets such as cellphones, micro-
waves, washing machines, laptops and, to 
some extent, even our cars – are produced 
in a dust-free environment using a very 
stringent process. In this sense, “ultrapure 

water” is an indispensable supply medium 
in semiconductor production worldwide 
and needs to be permanently available.

Take GlobalFoundries, for example. With a 
workforce of around 15,000 employees 
worldwide, the company produces micro-
chips for more than 200 customers in the 
automotive and manufacturing industries, 
for computers, mobile communications and 
consumer electronics, among others. In ad-
dition to production facilities in the USA and 
Singapore, the company operates Europe’s 
largest semiconductor plant in Dresden, 
Saxony. And, with a “promising” stock mar-
ket value of $26 billion, GlobalFoundries 
was one of the most valuable newcomers to 
the U.S. stock market when it was listed on 
the Nasdaq technology exchange last fall. 

With its commitment to research and de-
velopment, the company is one of the 

Every drop counts!

An IoT solution from T-Systems MMS helped  
resolve a problem that was chipping away  
at semiconductor manufacturer GlobalFoundries’ 
processes.
Author: Durga Godbole

With T-Systems MMS 
and the Smart Systems 
Hub, we had a team at 
our disposal that 
brought in a very broad 
skillset that is not 
available internally in 
this particular form. The 
team worked on the 
project with a high level 
of self-motivation.

Dr. Axel Preusse, Process Engineer at GlobalFoundries

driving forces behind establishing the 
Free State of Saxony as a leading micro- 
and nanoelectronics center in Europe. But 
the control valves for ultrapure water – 
which is needed to remove any chemical 
residues from the silicon wafers that are 
used to manufacture the high-end 300 
mm chips in Dresden – were posing a pe-
culiar challenge at this plant.  

“Previously, the inlet and outlet valves to 
the basins in which these wafers are 
cleaned had to be painstakingly checked 
for damage on site by experienced spe-
cialist personnel. Any damage to these 
valves was unpredictable and could po-
tentially lead to disruptions. We needed 
to digitalize the process of monitoring 
these valves in order to save time, effort, 
and costs,” says Dr. Axel Preusse, Process 
Engineer, GlobalFoundries.
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Trouble-free chip production thanks  
to smart sensor technology
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A highly integrated system-on-a-chip (SoC) is directly 
connected to the valve. It comprises application specific 

sensors (in this case, a very sensitive MEMS microphone to 
sense vibration signatures), a microprocessor that runs parts 
of the machine learning model and a connectivity module to 

talk locally to the edge gateway.

Cloud environment: This is the system part running natively in the 
cloud either on MS Azure or AWS. It combines data from all edge 
gateways from all locations. It provides 3 functionalities:

       “Hot Path”: Real-time monitoring and dashboard    
         presentation of time series of valve health data

       “Cold Path”: Storage of raw data samples from different 
         locations and with them continuous improvement of the  
         ML models

         Deploy and provisioning: Redeployment of refined ML 
         models to local edge gateways and intelligent sensors 
         and general device management and configuration

A

B

C

Stage 3

Stage 1
An edge gateway collects the data from several universal 
sensor platforms (USeP) usually from one location, e.g. a 
production hall, and provides higher processing capacity 

for parts of the ML model and the software stacks 
(Microsoft Azure or Amazon Web Services) for the cloud 

connection.

Stage 2

I   Every drop counts!

How Smart Systems Hub solved the 
problem

GlobalFoundries, together with T-Systems 
MMS and other partners, launched a pilot 
project as part of the “Digital Product 
Factory” program of the Smart Systems 
Hub, one of 12 Digital Innovation Hubs in 
Germany.

The intended IoT solution would comprise 
everything from sensor technology and 
data pre-processing in edge computing 
hardware to presentation in cloud dash-
boards. The team had to overcome chal-
lenges like selection of suitable sensors, 
implementation of machine learning algo-
rithms for the early detection of damage, 
and realization of a flexible cloud platform 
for clear display and evaluation of the 
valve status. The solution aimed to enable 
the necessary maintenance to be carried 
out in good time and, more importantly, 
without production downtime.

How it all came together

To enable acoustic monitoring of the con-
dition of the valves directly on site, the 
highly integrated edge hardware from the 
Dresden-based sensor technology spe-
cialist “Sensry” was used. The data thus 
obtained was pre-processed by machine 
learning algorithms developed jointly with 
“Coderitter” (Code-Knights), a Dres-
den-based IoT startup. The data was 
transferred to the cloud and clearly pre-
sented in dashboards using the “Cloud 
Shopfloor Intelligence” platform devel-
oped by T-Systems MMS. 

A smooth resolution for predictive  
maintenance

For GlobalFoundries, the data-based, 
self-learning IoT solution ensures that the 
ultrapure water valves are monitored digi-
tally and in real time on clear dashboards. 
This not only lightens the workload of 

specialist personnel, but also enables ear-
ly and increasingly accurate determina-
tion of maintenance requirements, thanks 
to machine learning. It also ensures better 
compliance with production-critical met-
rics due to up-to-date knowledge of the 
current operating status and increased 
reliability.

“With T-Systems MMS and the Smart Sys-
tems Hub, we had a team at our disposal 
that brought in a very broad skillset that is 
not available internally in this particular 
form. The team worked on the project 
with a high level of self-motivation,” says 
Dr. Preusse from GlobalFoundries.

Green benefits

Engineers at GlobalFoundries are now 
able to plan maintenance cycles for 
valves, ensure safety in production 
through early detection of defects, and 
improve assembly capacity planning. The 

company benefited from reduced materi-
al and service-level costs for failure de-
tection and maintenance services, high 
resource efficiency, reduced energy and 
raw material consumption, simplified 
R&D, reduced number of trips for mainte-
nance work, and extended lifetime for 
their machines and devices.

Future Security through digitalization 

“The deployed Cloud Shopfloor Intelli-
gence solution in its combination with 
state-of-the-art sensor and edge comput-
ing technologies is highly flexible and 
scalable, and enables easy integration 
into other applications and business pro-
cesses. We are delighted to have been 
able to assist GlobalFoundries in resolving 
a very challenging problem,” says Chris-
toph Kögler, Head of IoT & Cloud Solu-
tions, T-Systems MMS. 

Solution overview

A visual representation of the solution.

in cooperation with
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Fusing AI and 
humanity for a better 

tomorrow

More automation, faster processes, and 
improved security – all of this is possi-
ble with AI. Nevertheless, according to 
Gartner, 50% of IT managers will strug-
gle to make their AI projects ready for 
production by 2023. 

This isn’t surprising to me, as three suc-
cess factors are critical and often under-
estimated in AI projects: human exper-
tise, the right choice of data, and its 
storage, which must be compliant with 
current data protection guidelines. Even 
the first aspect raises one critical ques-
tion: Do I have the right team of data sci-
entists, analysts, and machine-learning 
engineers to tackle the challenge?

The argument surrounding data often 
entails unforeseen efforts too, with 
around 80% of work related to AI proj-
ects being invested in data preparation, 
transformation, and post-processing. 
Lastly, teams of data scientists often un-
derestimate the challenges that come 
with porting their solutions into the 
cloud environment, both from an engi-

Data scientist Dr Pavol Bauer on the reasons why many AI projects fail, three 
success factors to prevent this, and why Artificial Intelligence needs humanity 

for us to truly benefit from its potential excellence.

neering and legal perspective. Moreover, 
business aspects are important at this 
juncture, such as making sure you don’t 
get locked into an environment of specif-
ic cloud providers.

Companies like T-Systems ensure that AI 
systems and their use comply with com-
pany values, ethical principles, and social 
conventions through our available AI 
guidelines. At T-Systems, we also make 
sure that any data processing related to 
AI applications is carried out in European 
data centers compliant with GDPR, such 
as our Sovereign Clouds, the Open Tele-
kom Cloud, and Google Sovereign Cloud. 
It is no coincidence that the company’s 
CTO Max Ahrens is a member of the 
board for the Gaia-X initiative, which is 
advocating for an independent European 
cloud infrastructure. 

The creative side of AI

The creative abilities of AI algorithms are 
typically not a topic of conversation for 

customer projects. On the contrary, 
which is what made the Deutsche Tele-
kom experiment Beethoven X – The AI 
Project all the more fascinating. In this 
project, experts used AI to complete 
Beethoven’s 10th symphony, which was 
then performed at its world premiere by 
the Beethoven Orchestra in Bonn. I have 
been particularly curious about the qual-
ity of the results and the extent to which 
AI can support people in music and cre-
ativity. How human is artificial intelli-
gence?  

The experiment demonstrated that AI 
cannot exist without people. In fact, the 
recipe for success is the interaction be-
tween humans and technology. AI can 
only offer added value if it is trained and 
correctly implemented by human ex-
perts. AI can handle lots of data ex-
tremely fast, recognize connections, and 
find errors. But value can only be judged 
by humans, which shows the limitations 
of AI. It does not know what feels right. 
Or does it?
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Before delving deeper into the discus-
sion, let’s shine some light on what tech-
nologies were used to accomplish “Bee-
thoven X”. The main workhorse behind 
the project is an AI technique called 
“generative AI”. In short terms, genera-
tive AI allows the creation of completely 
new and unseen content based on the 
data it was trained with. This can be con-
tent such as images, videos, text, or, as in 
this case, music. The great thing about it 
for content creators or creative industry 
is that it can generate the desired con-
tent at a very high quality and speed too.

Popular examples include synthesis of 
photorealistic images, transfer of drawn 
sketches into realistic product previews, 
or generation of marketing booklets and 
flyers. Moreover, generative AI is still 
subject to active research, so we may 
look forward to more stimulating appli-
cations to come. For example, just a few 
weeks ago, Google DeepMind released 
the “AlphaCode” project, which showed 
how perfectly functioning source code 
can be generated from a textual descrip-
tion of the program task.  

A
I

A
I

Despite all of the great developments, it 
is still important to keep in mind that the 
“creativity” of generative AI stems solely 
from the input data that the model was 
trained with. This means that any output 
generated by the algorithms will still 
show a good level of similarity to the in-
put data instead of being a completely 
new discovery. Perhaps we can say that, 
luckily, this is a big difference compared 
to unbounded human creativity. Howev-
er, several graphical and video artists 
learned how to be creative “together” 
with the AI to create new masterpieces, 
as was demonstrated by Beethoven X.

Can AI decide what’s right?

Opinions on AI projects vary a lot. Some 
people have serious doubts about AI. 
But is this justified? It depends; but one 
has to keep in mind that, in successful 
use cases, human emotional intelli-
gence should always be involved. There-
fore, it is hard to imagine that AI could 
take over the core tasks of caregivers, 
for example. It can correctly diagnose 

the symptoms of a patient if it is provi-
ded with the right data, but it doesn’t 
know how to show empathy or observe 
ethical and moral principles. 

This is a pattern that we can generally 
apply to AI projects. Without people who 
have comprehensive specialist knowl-
edge of AI, it isn’t possible to create and 
manage a robust AI pipeline at the pro-
duction level and, moreover, fully under-
stand the context of AI-based results. Ex-
pertise is especially important in the 
scaling of small proof-of-concept proj-
ects across company-wide applications.

For a better understanding of AI, new 
technical developments are coming to 
the fore—most importantly, a class of 
tools named “explainable AI”. These 
kinds of techniques can help us to un-
derstand what trained black box models 
are really “thinking”. Using these tech-
niques, experts can justify why a certain 
output of the AI model has been ob-
tained. This is especially critical in sensi-
tive applications where the human oper-
ator needs to understand which specific 
factors triggered the output, such as 
recommendation systems for treat-
ments in the health domain. 

Moreover, explainable AI can help to 
make clear that the data contains certain 
“bias”, meaning that the data is not an 
ideal reflection of the information that 
exists in the real world, where the model 
will be operated. Bias is especially dan-
gerous when the AI system works on per-
sonal information; it is highly recom-
mended that data science experts 
ensure that the developed system does 
not discriminate against any users based 
on gender and age, for example.

What impacts the viability of AI projects?

Recently, it was reported that only 14.6 
percent of companies have been able to 
implement their AI projects into produc-
tion processes. Are most AI projects 

therefore doomed to fail? I don’t think so. 
If you have the right combination of data, 
technologies, and expertise, you have a 
high chance of success. AI projects often 
fail because they don’t have these criti-
cal elements. In addition, asking the 
wrong type of questions that generate 
discrepancies between the AI analysis 
and business targets or a lack of repro-
ducibility can threaten the success of  
AI projects.

Furthermore, we can help to overcome 
engineering hurdles of bringing AI solu-
tions to the cloud. First, ModelArts al-
lows us to make preconfigured AI models 
available directly from the Open Telekom 
Cloud. Second, as part of the AI Solution 
Factory, T-Systems is set to launch the 
Telekom Data Science Platform in Q2 
2022. This will offer all the tools needed 
for the development and operation of 
customer-specific AI models—and can 
be run in the Open Telekom Cloud or 
cloud-agnostically independent of the 
cloud provider.

These platforms belong to the class of 
so-called “Machine Learning Opera-
tions”, or simply MLOps. How do they 
help companies or teams of data scien-

The extent to which AI can support people in tasks that involve creative thinking is something that evinces a lot of interest among experts.

With AI, we can build foundations for a more sustainable future.
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tists to achieve their goals? Because they 
take the burden of solving complex cloud 
engineering problems from these teams, 
which can then focus on what matters 
most for their job: data analysis and 
dealing with the model. Moreover, they 
allow scaling over as many resources as 
necessary if demand in a production en-
vironment shrinks or grows. This is a crit-
ical part of AI algorithms as reliable ele-
ments of lager production systems.

Lastly, one of the main challenges of AI in 
production is so-called model monitor-
ing. The platforms help to answer ques-
tions such as, “how does my model be-
have today when I have very different 
conditions than those in the data when I 
developed the model?” For computer vi-
sion models, this could be caused by 
change of weather, visibility, or variabili-
ty in the kind of objects detected in the 

model. In such cases, the Telekom Data 
Science Platform can, for example, just 
trigger automated “re-training” routines 
where the model is automatically re-cali-
brated to the new normal perceived by 
the system.

Can human intelligence & AI together be 
a potent force?

Many people still have reservations 
about artificial intelligence. But AI is al-
ready part of our lives and helps us in 
many places. Every web search, every 
speech recognition, every image analysis 
contains AI – it works undetected and 
helpfully in the background. Sometimes 
AI is even part of "solutions" that are very 
close to us: for example, when assisting a 
medical intervention, such as the im-
plantation of a prosthesis. 

AI can add significant value that we 
would not achieve without it. Even in ar-
eas never imagined, such as the comple-
tion of musical masterpieces. So one 
may ask further: how much AI is allowed? 
Is there a point where it needs human 
regulation?

Even if this question seems hard to  
answer, regulations of AI are on their 
way. The most prominent regulation that 
will be effective in Germany is the pro-
posed Regulatory Framework by the  
European Union. When the regulation 
becomes effective, it will group AI algo-
rithms into different risk categories that 
then need to undergo different kinds of 
assessments to prove they don’t nega-
tively affect society. Moreover, AI  
systems that are categorized in the 

highest risk category, containing soft-
ware that can cause harm to people or 
carrying out social scoring, will be com-
pletely forbidden in the EU. 

The timeline for the regulation to be-
come effective is not clear at the mo-
ment, but companies that plan to launch 
their AI-based products in the future 
have been advised to take precautions 
and check if they are compliant with the 
upcoming regulatory framework.

Getting back to my original topic, one 
thing is clear: if we stick to consistent in-
ternational rules for AI use, we can cre-
ate more masterpieces blending human-
ity and AI, both now and in the future. 
This is also because, with AI, we can 
build foundations for a more sustainable 
future – whether this is through the opti-
mization of industry and economy, more 
efficient energy management, or even 
intelligent emissions monitoring. This 
makes it practically clear that AI has the 
potential to benefit every human being 
on this planet.

About the author

After graduating as Master of Sci-
ence in Biomedical/Medical Engi-
neering (2011 in Vienna, Austria), 
Pavol Bauer researched and earned a 
PhD in Scientific Computing at the 
University of Uppsala in Sweden. Un-
til 2019, he was a member of the 
Neural Networks research group at 
the German Center for Neurodegen-
erative Diseases (DZNE) in Bonn, and 
until 2021 at the Leibniz Institute for 
Neurobiology in Magdeburg. 

In October last year, T-Systems appo-
inted the native Slovakian as Senior 
Data Scientist. Since then, he has 
been responsible for the design and 
implementation of AI-based solutions 
and the development of cloud-native 
machine learning operations (MLOps) 
for the Telekom subsidiary.

In successful use cases, human emotional intelligence should always be involved.

AI can handle lots of data extremely fast, recognize connections, and find errors.

©
 A

do
be

 S
to

ck

I   Fusing AI and humanity for a better tomorrow

©
 A

do
be

 S
to

ck



FuturePractice 43I  Semantic data layer based on digital twins

According to studies, nowadays most cars 
licensed in Europe reach the end of their 
life after 12 years, before taking their final 
trip to the scrapyard. In the past, it was 
easier – and less environmentally friendly 
– to just toss cars in the crusher, but now 
they are increasingly being taken apart 
and reused. Individual car parts are there-
by finding a second lease of life as spare 
parts on some online platforms. But is it 
worthwhile for a dismantler to buy a scrap 
car of this type? And which parts contain 
certain harmful substances that recyclers 
need to bear in mind?  

What’s hidden within the car?

So far, recyclers have relied on self-com-
piled lists, databases, and a certain level of 
experience when deciding whether to make 

a purchase – often without knowing which 
parts and materials are exactly built in and 
whether it’s worth it at the end of the day. 
The situation surrounding those disman-
tling and recycling cars at the end of their 
product life cycle clearly illustrates a short-
coming in the automotive value chain: no-
body can say off the top of their head what 
is actually contained within a car. 

Let’s start with new cars:  
custom design, please!

For a better understanding of the problem, 
it’s worth looking back at the point when a 
new car is ordered. Many people purchas-
ing a new car expect a vehicle that meets 
their needs. They’re no longer just choos-
ing the color and engine type, but also 
wheel rims, seats, the entertainment sys-

tem, GPS, driver assistance, and much 
more – there’s a real focus on the custom-
er. A customized new car has an almost 
unique combination of components.  

Getting to grips with the configuration 
options is a skill not only for car manufac-
turers, but also for their supply chain. 
Therefore, to provide specific configura-
tions for new cars, certain components 
need to be provided. These are taken from 
the car manufacturer’s supplier ecosys-
tem and are assembled into the finished 
product over several value-added steps.  

Small-state mentality is the norm when 
it comes to data

Each supplier uses their own established 
methods, processes and IT systems, 

which are often incompatible with those 
of other companies. Components and 
parts in the various systems for Enterprise 
Resource Planning (ERP) and Product 
Data/Lifecycle Management (PDM/PLM) 
are given company-specific identifiers; 
different data formats are used, as well as 
unique nomenclature and terminology. 
ERP systems, for example, use the term 
“material”, while PLM systems talk about 
“parts”. Both “drivers” and “operators” are 
used to mean the same thing too. 

One standard vs. data confusion

It’s easy to understand that this estab-
lished way of dealing with data without 
any sense of uniformity makes for an  
inefficient automotive value chain. A  
uniform standard could remedy this. 
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Semantic  
data layer  
based on  
digital twins

Comprehensive transparency in value chains is still a  
nice dream. Catena-X wants to make the dream come true – 
with standardized data structures and data descriptions  
via the Digital Twin.

Author:  Martin Reti
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However, this should also ensure that 
others (only) receive the data that is rel-
evant to them. Companies should main-
tain control of their data – with improved 
transparency and efficiency along the 
value chain too. This is the vision of Cate-
na-X, which aims to establish a global 
network that will enable consistent data 
exchange for everyone involved along 
the automotive value chain – from SMEs 
to large corporate groups. The path to a 
cross-company standard for the ex-
change of data is one of the key success 
factors for Catena-X and subsequently 
also in related industries.

But how is it possible to bring together 
the different worlds of information?  
Many companies (including Bosch and 

T-Systems) are working on the Catena-X 
project to find a solution. There is a 
close cooperation between information 
technology (semantic technologies) and 
expertise from the Catena-X use cases. 
“Our vision is to create a common lan-

guage for the automotive value chain 
and thereby eliminate the language 
confusion,” explains Dr Tom Buchert 
from T-Systems. Dr Birgit Boss from 
Bosch adds, “At the end of the day, it’s 
about turning raw data into information 
which is actually of use to everyone 
along the chain.”  

Semantic data models create structure

Computer scientists talk about semantic 
data models here. In more simple terms, 
they specify which format data needs to 
have and the importance of each type of 
data. The logical superstructure which 
enables the efficient exchange of data 
across the entire value chain is provided 
by a meta model, . The individual seman-
tic models follow the rules prescribed by 
their meta model and cover the field of 
communication. As is always the case in 
Catena-X, the project uses open stan-
dards, such as the Asset Administration 
Shell of the Industrial Digital Twin Associ-
ation (IDTA) and the BAMM Aspect Meta 
Model from the Open Manufacturing 
Platform. With its production and auto-
motive expertise, Bosch is also playing a 
part in this.

A digital twin as data administrator

But this then brings up another question. 
How can the concept of semantic data 
models be implemented? “This is where 
digital twins come into play,” explains Tom 
Buchert from T-Systems. They create a 
sense of order and provide clarification for 
semantics. Buchert says: “At first it 
sounds complicated, but the idea behind 
it is simple. The digital twin becomes a 
kind of data container.” Each digital twin 
has its own unique ID. This ID is linked to 
the semantic models and data associated 
with the twin.  

Every company involved in the value chain 
can use these models as a template, so 
they can provide or use the right data. 
However, interoperability is not guaran-
teed. In this case, the data and digital 
twins are provided by means of jointly de-
fined interfaces, such as the PDM Web-
Connector developed by T-Systems, a 
commercial integration solution that en-
ables companies to extract information 
models and data from their back-end sys-
tems (ERP/PLM) and make them available 

to the applications according to the stan-
dardized Catena-X semantics.      

This thereby creates a – company-owned 
– “container of data” in each value chain. 
These are currently registered on a cen-
tral platform, which ensures a secure  
exchange of data. An app for end users, 
such as the recyclers or dismantlers,  
provides access to a combination of data  
relevant to them. In other words, the app 
answers their question about the com- 
ponents installed or any harmful sub-
stances that are present – without giving 
them access to other data.  

In this way, the concept addresses data 
sovereignty for those involved, whereby 
the question of whether data is central-

ized or decentralized is a hot topic of dis-
cussion for Catena-X.

“Of course, digital twins with semanti-
cally enriched models for the data to be 
exchanged can be used in other ways – 
not just in the automotive industry,” says 
Boss, explaining the idea’s potential. “In 
this way, for example, the carbon foot-
print across the entire life cycle of a 
product can be recorded. The concept 
enables all kinds of collaborative colla-
tion of data, for any purpose.” 

Things are looking promising for the ex-
change of comprehensible data beyond 
company boundaries, as well as their 
preservation and legibility in cases of 
doubt even at the car scrapheap.

Semantics was originally a sub-discipline of linguistics. The word stems 
from the Ancient Greek word σημαίνειν sēmaínein, which translates as 
“signify”. Semantics describes the meaning of sentences, words, parts of 
words, and, in a figurative sense, signs. A semantic data model therefore 
assigns a certain meaning to certain data.  

In recent years, digital twins 
have caused a furore.  
Digital twins are virtual images 
of real things. They can be 
machines, but also software, 
people or – according to  
Gabler Wirtschaftslexikon – 
processes.

Digitalization across the car recycling value chain can make the process more eco-friendly and economically viable.
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1996 is generally considered to be the 
year of birth of the “connected car”, 
when General Motors and Motorola in-
troduced the OnStar system in Cadil-
lacs. You would think that, more than 
25 years after its market launch, the 
topic would no longer be worth the cur-
rent ongoing discussions. Why do you 
think that is, Mr Bahns?

It’s mainly due to the fact that the possi-
bilities of connected cars have expanded 
significantly in recent years. OnStar, your 
example, essentially brought one func-
tionality into the car: assistance in the 
event of accidents, thereby saving hu-
man lives. It is without a doubt an im-
portant functionality. But instead of trig-
gering a connected car boom, the topic 
didn’t gain traction. The reason: car man-

ufacturers saw connected cars as more 
of an accessory; a “nice-to-have” rather 
than an essential “must-have”.

And what’s your take on the topic now?

Now the importance of the connected 
car is changing significantly. Shaping fu-
ture business is becoming a key strate-
gic element for car manufacturers. In 
this respect, the importance of connect-
ed cars cannot be overestimated. I 
would rank it on par with the transition 
to e-mobility. 

It is of central importance for three es-
sential future topics in the automotive 
environment: connected cars redefine 
the car itself as a product, enable new 

business models for OEMs, and allow a 
completely new customer relationship 
between OEM and vehicle user that did 
not exist previously. In this sense, con-
nected cars are disruptive.

How can providers differentiate them-
selves?

Manufacturers need to focus on differenti-
ating themselves from the services that 
digital companies can bring to the car. The 
strength of OEMs lies in their “insider 
knowledge”. They know who is in which 
seat, they are in control of the in-car devic-
es. This allows them to offer the right ser-
vice at the right time appropriate to the in-
dividual situation – with the greatest level 
of convenience and user friendliness. 

This paves the way for new, personalized, 
and situation-specific business models. 
Both sides – OEM and user – benefit 
from this user interaction. And “user” 
does not have to be synonymous with 
driver; they could also be front-seat pas-
sengers or fleet operators.

What does it take?

OEMs need their own scalable platforms 
with which they can develop digital ser-
vices and bring them into the car in a 
highly automated manner. The most 
promising approach to building such a 
powerful automotive platform is not to re-
invent the wheel. Here, too, it is much bet-
ter to concentrate on value creation which 
differentiates from the competition. 

For everything else that adds only little 
value, OEMs should rely on standards. 
Technology-agnostic modular functions 
for these kinds of cross-domain services 
enable scaling, reduce costs and, last 
but not least, create a high level of flexi-
bility. This is exactly what T-Systems has 
specialized in with its automotive plat-
form. OEMs that create the right mix of 
standards and their own lucrative added 
value will be ahead in the race for the car 
of the future.

 

The importance of 
connected cars 
cannot be 
overestimated.  
I would rank it on par 
with the transition  
to e-mobility.

Oliver Bahns, VP – Connected Mobility at T-Systems

Author: Martin Reti

The vehicle  
redefined

Oliver Bahns on the importance of  
connected cars, why they continue to evolve,  

and avoidable braking maneuvers.
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When the world witnessed some of the 
largest cyberattacks in the last two or 
three years – including SolarWinds,  
Colonial Pipeline, and more – it became 
loud and clear that the security land-
scape is evolving exponentially.

In view of the increased threat from cy-
berspace, companies are asking them-
selves whether their security solutions are 
still adequate. Because one thing is cer-
tain: corporate networks today are more 
vulnerable than ever. Soaring intercon-
nectivity, remote accesses, Internet of 
Things, and edge computing create more 
entry points and widen the attack surface. 

As if this weren’t enough, the pandemic 
drove users off company premises.  
Employees now access business apps 

Security
from anywhere (homes, maybe even  
cafes and trains) and sometimes even 
via their personal devices too. All in all, 
IT teams are struggling to keep data  
and apps protected, with complexities 
piling up. Secure Access Service Edge 
(SASE) is a promising solution to master 
these challenges.

How it all began

Sometime in 2019, Gartner coined the 
term SASE, and ever since then, the acro-
nym has turned out to be more than just a 
buzzword. It has taken the network securi-
ty industry by storm. The reason for this is 
that, as more and more employees ac-
cessed corporate networks and data from 
different places, traditional perime-

ter-based network security became less 
relevant. This is because traditional net-
work topologies direct network traffic 
through a corporate data center, where it 
is checked and forwarded to the respec-
tive user.

Why does it matter to businesses? 

With SASE being cloud-based, the traffic 
backhauling process to the data center is 
bypassed and directly routed through the 
nearest point of presence. This unburdens 
the data center and brings one remark-
able advantage for the users: if they ac-
cess business apps like Microsoft 365, 
their user experience improves consider-
ably thanks to the faster app response. 

"Hi, it's SASE!"
"SASE who?"

But this rapid response doesn’t come at 
the cost of security. SASE allows busi-
nesses to distribute networking and secu-
rity services to endpoints. In simple terms, 
regardless of where the user is situated, 
services like URL filtering, SD-WAN, and 
secure web gateways are still executed. 
Moreover, zero-trust policies ensure that 
the access to data and apps is con-
text-based.

What do businesses have to gain with 
this approach?

Essentially, SASE tackles the latency and 
security problems together by converging 
network and security. It offers not just 
speed (this is a win-win situation for busi-
nesses looking to marry network and se-

curity happily). Additionally, SASE reduc-
es complexity and introduces more 
efficiency, visibility, and control over se-
curity architectures.

All these advantages bundled together 
make SASE a lucrative option for business-
es. It is gaining ground faster than expected. 
SASE adoption by enterprises in 2018 was 
about one percent – but Gartner predicts 
that about 40 percent of them will develop 
strategies with SASE factored in by 2024.

The pandemic and the distributed  
workforce

As a matter of fact, the pandemic has 
been an accelerating force for the growth 
of SASE. With many of the employees 

working from home, the number of devic-
es connected to the corporate networks 
has risen manifold. 

Before the pandemic, IT departments 
would typically see a “distributed work-
force” as a synonym for branch premises 
spread across the globe. But with the 
pandemic setting in, each of the em-
ployees working from home is a branch 
in themselves. 

The chaos of connectivity

When the reality of the pandemic hit, 
businesses saw tens of thousands of em-
ployees suddenly working from home. 
And they wanted access to apps like 
Zoom and MS Teams. The most common 

Secure Access Service Edge is the SASE (pronounced as “sassy”)  
kid on the security block – but how do you make it work for your 
organization? Here are a few tips.

Author: Dheeraj Rawal
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problem was network congestion. Solu-
tions centered around SASE solved this 
problem effortlessly, but those relying on 
a traditional VPN setup had to go through 
considerable turmoil. 
 
This “hyper-distributed” workforce is  
not going to fade away soon. On the  
contrary: it will become a normal way of 
working with companies now adopting 
hybrid work, and some even offering  
a permanent remote work option to their 
employees.

With SASE, companies have better visibil-
ity of network performance and can easily 
diagnose/troubleshoot security and per-
formance problems. The most important 
factor, of course, is that CISOs don’t have 
to trade off security for performance and 
productivity if they opt for SASE.

Cyberattacks cause damages in  
the billions

In the wake of a growing number of at-
tacks, cybersecurity is an overriding con-
cern for organizations. According to a re-
port by cybersecurity ventures, global 
cybercrime costs in 2015 stood at USD 3 
trillion, whereas by 2025, the figure is set 
to reach USD 10.5 trillion.

It is expected that such trends will drive 
enterprises even more strongly to adopt 
SASE. The Gartner report on SASE conver-
gence 2021 stressed the fact that security 
architecture must undergo changes so 
that security could be delivered through 
the cloud.  

Similar thoughts are echoed by Deutsche 
Telekom CSO, Thomas Tschersich: “The 
shift from traditional networking con-

cepts to SASE is the first step in imple-
menting real zero-trust-based models. 
Perimeter-based network security no lon-
ger serves the purpose of the distributed 
workforce and cloud workloads.”

What enterprises should consider when 
developing their SASE strategy

Many vendors that previously offered 
SD-WAN solutions have started to sell 
SASE solutions to cater to the growing 
market demand. So enterprises that 
want to introduce SASE should use a 
structured catalog of requirements to 
evaluate their provider(s). Furthermore, 
they should avoid quick-fix deployments. 
These will just end up piling on more 
complexities that increase efforts and 
costs in the long run.

Therefore, SASE should be deployed as 
one cloud service, ensuring that SD-WAN 
and security capabilities are covered in 
what vendors are offering.

Enterprises should even consider a quick 
proof of concept before doing a fully- 
fledged deployment. In other words, for a 
successful SASE deployment, enterprises 
need to ask the right questions (also to 
themselves) to find the right vendor. Here 
are some of the key considerations one 
should account for before kickstarting 
one’s SASE journey:

Understand your  
users and apps

Who are your users? What are their de-
mands? Identifying your users allows you 
to configure your SASE appropriately. 
Have you thoroughly assessed your IT en-
vironment, its use cases, the migration 
plan, access controls, and timelines?

Understand  
security policies

How do you ensure that you comply with 
General Data Protection Regulation and 
the California Consumer Privacy Act, 
which is considered the strictest privacy 
law in the U.S.? Does the provider’s SASE 
solution allow the configuration of Zero 
Trust Network Access (ZTNA) & Soft-
ware-Defined Perimeter (SDP) policies?

Buy-in from  
all stakeholders

Do you have the commitment of all par-
ties for removing legacy-based architec-
ture/apps? Migrating to the cloud is a fun-
damental decision with importance for 
the entire enterprise. This usually requires 
a buy-in from key stakeholders in the IT 
and security teams, along with consul-
tants, C-level executives, the Board, etc.

SASE solutions must  
facilitate hybrid work

As users switch from office to home and 
vice versa in the hybrid work model, the 
SASE solution should also be able to 
switch intelligently and without creating 
any hurdles for the end-user. Can the pro-
vider cover that?

Know how your traffic  
will be handled

Does the SASE solution offer global ser-
vice with several points of presence?  
Understanding how traffic will be handled 
will help you to know whether perfor-
mance issues might arise.

Check for  
resilience

Which service levels does the provider of-
fer? How do they ensure availability for 
their service? Outages and downtimes 
can cause pains – make provisions for this 
as best as you can.

Look for a 
complete solution

What is the degree of integration of the 
solution? If a vendor integrates too many 
separate services, there is a high proba-
bility that you will have to manage all of 
those services with different consoles, 
configurations, and policies (maybe even 
more hardware and software too). Not 
only management but investigating and 
troubleshooting a problem during down-
time could thus become difficult. Make 
sure you choose a unified SASE solution 
that is simple. Ideally, it should have a sin-
gle pane of glass to manage.

Don’t rush 
into it!

SASE adoption needs to take into  
account the existing IT environments, 
current legacy systems, and business 
needs. You don’t have to phase out lega-
cy systems in one go. There is a good 
chance that you will have to adopt SASE 
in bits and pieces and take an evolution-
ary approach. Do it incrementally:  
dip your toes in the water before you 
take a dive. Keep in mind that you might 
need to customize the solution.

The shift from traditional networking concepts  
to SASE is the first step in implementing real  
zero-trust-based models. Perimeter-based network 
security no longer serves the purpose of the 
distributed workforce and cloud workloads.
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Thomas Tschersich, CSO, Deutsche Telekom

Better choose an integrated approach

Going with several providers often increases the complexity of the resulting landscape – and the multi-vendor approach 
may not constitute a full SASE solution anyway. Choose one or two providers and carefully evaluate them on the above 
points. Enterprises must also gauge the vendor’s capability to innovate and adapt to market changes.

A user-friendly SASE networking and security solution delivered from the cloud should deliver several advantages. Enter-
prises that plan their SASE with a perspective on scalability, flexibility, visibility, simplicity, and performance pave the way 
for the future.

Interested in SASE? If you want to plan your next steps, read our SASE self-check white paper on our website.

7

SASE tackles latency and security problems 
 together by converging network and security.
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